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Now Showing:
The Future of Video Entertainment

Video is driving a market transition in networking
that creates unique challenges for service providers.
Evolve your network with Cisco into a medianet

and go beyond being a service provider

to become an experience provider.

Cisco is the only company, which along with its partners,
can address video and rich media

from an end-to-end perspective

by leveraging deep expertise in IP, video

and customer premise solutions.

Move video more efficiently,

and energize customer satisfaction

and increase revenues.

Deliver the connected life that's more social,

more personal and more interactive.

Begin your transformation at www.cisco.com/go/sp/medianet

welcome to afran]n,
the human network. c€I1sco.
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FOR RENT

Telogy's Got It! 7e Latest Telecom Test Equipment Available for Rent

EXFO | FTB-7000 OTDRs
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Fujikura | FSM-60S Fusion Splicer Anritsu | $331D/S332D Site Master

Advantages of Renting Telecom
Test Equipment from Telogy

e Availability of multiple products for various applications e \Weekly and Monthly rates

¢ Be afiscal hero and save your company money e 2 day FREE transit time allowed

¢ Rent test equipment that you use infrequently e Competitive pricing, superior service

e An array of equipment from various manufacturers e Pre-paid shipping for easy rental return

Telogy takes care of the maintenance and ownership costs e Rent-Use-Return, Telogy makes it easy!
You focus on the job at hand not the equipment

FEujikura ECEXFO  Anritsu  [Fioke

| J W YV \Vg4
| = | _g

50 €
We have flexible terms from 1 week to 48 months. WWW.TELOGYLLC.COM
1.800.835.6494

]

Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page


http://www.qmags.com/clickthrough.asp?url=www.telogyllc.com&id=14602&adid=P1A1
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=14602&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=14602&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.comsoc.org&id=14602&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.comsoc.org&id=14602&adid=logo

[:ﬁ”fnmunicatiuns Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page

Director of Magazines
Steve Gorshe, PMC-Sierra, Inc. (USA)
Editor-in-Chief
Nim K. Cheung, ASTRI, (Hong Kong)

Associate Editor-in-Chief
Steve Gorshe, PMC-Sierra, Inc. (USA)

Senior Technical Editors
Nirwan Ansari, NJIT (USA)
Tom Chen, Swansea University (UK)
Roch H. Glitho, Ericsson Research (Canada)
Andrzej Jajszezyk, AGH U. of Sci. & Tech. (Poland)
Torleiv Maseng, Norwegian Def. Res. Est. (Norway)

Technical Editors
Koichi Asatani, Kogakuin University (Japan)
Mohammed Atiquzzaman, U. of Oklahoma (USA)
Tee-Hiang Cheng, Nanyang Tech. Univ.
(Rep. of Singapore)

Jacek Chrostowski, Scheelite Techn. LLC (USA)
Sudhir S. Dixit, Nokia Siemens Networks (USA)
Nelson Fonseca, State U. of Campinas (Brazil)
Joan Garcia-Haro, Poly. U. of Cartagena (Spain)
Abbas Jamalipour, U. of Sydney (Australia)
Vimal Kumar Khanna (India)

Janusz Konrad, Boston U. (USA)

Nader Mir, San Jose State U. (USA)
Amitabh Mishra, Johns Hopkins University (USA)
Sean Moore, Avaya (USA)

Sedat Olger, IBM (Switzerland)
Algirdas Pakstas, London Met. U. (England)
Michal Pioro, Warsaw U. of Tech. (Poland)
Harry Rudin, IBM Zurich Res.Lab. (Switzerland)
Hady Salloum, Stevens Inst. of Tech. (USA)
Heinrich J. Stiittgen, NEC Europe Ltd. (Germany)
Dan Keun Sung, Korea Adv. Inst. Sci. & Tech. (Korea)
Naoaki Yamanaka, Keio Univ. (Japan)
Series Editors
Ad Hoc and Sensor Networks
Edoardo Biagioni, U. of Hawaii, Manoa (USA)
Silvia Giordano, Univ. of App. Sci. (Switzerland)
Automotive Networking and Applications
Wai Chen, Telcordia Technologies, Inc (USA)
Luca Delgrossi, Mercedes-Benz R&D N.A. (USA)
Timo Kosch, BMW Group (Germany)

Tadao Saito, University of Tokyo (Japan)
Design & Implementation
Sean Moore, Avaya (USA)

Integrated Circuits for Communications
Charles Chien (USA)

Zhiwei Xu, SST Communication Inc. (USA)
Stephen Molloy, Qualcomm (USA)

Network and Service Management Series
George Pavlou, U. of Surrey (UK)

Aiko Pras, U. of Twente (The Netherlands)
Topics in Optical Communications
Hideo Kuwahara, Fujitsu Laboratories, Ltd. (Japan)
Jim Theodoras, ADVA Optical Networking (USA)
Topics in Radio Communications
Joseph B. Evans, U. of Kansas (USA)

Zoran Zvonar, MediaTek (USA)

Standards
Yoichi Maeda, NTT Adv. Tech. Corp. (Japan)
Mostafa Hashem Sherif, AT&T (USA)

Columns
Book Reviews
Andrzej Jajszezyk, AGH U. of Sci. & Tech. (Poland)
Communications and the Law
Steve Moore, Heller Ehrman (USA)
History of Communications
Mischa Schwartz, Columbia U. (USA)
Regulatory and Policy Issues
J. Scott Marcus, WIK (Germany)
Jon M. Peha, Carnegie Mellon U. (USA)
Technology Leaders' Forum
Steve Weinstein (USA)
Very Large Projects
Ken Young, Telcordia Technologies (USA)
Your Internet Connection
Eddie Rabinovitch, ECI Technology (USA)
Publications Staff
Joseph Milizzo, Assistant Publisher
Eric Levine, Associate Publisher
Susan Lange, Digital Production Manager
Catherine Kemelmacher, Associate Editor
Jennifer Porcello, Publications Coordinator
Devika Mittra, Publications Assistant

4 IEEE

iy

18
20

27

34

40

50

57

IEEE .

ommunications

MAGAZINE

July 2009, Vol. 47, No. 7
WWW.COMSOC.org/~Ci

ToPICS IN NETWORK AND SERVICE MANAGEMENT

SERIES EDITORS: GEORGE PAVLOU AND AIKO PRAS
SERIES EDITORIAL

NETWORK VIRTUALIZATION: STATE OF THE ART AND RESEARCH CHALLENGES
Recently network virtualization has been pushed forward by its proponents as a
long-term solution to the gradual ossification problem faced by the existing Internet
and proposed to be an integral part of the next-generation networking paradigm.
However, many technical issues stand in the way of its successful realization. This
article investigates the past and the state of the art in network virtualization along
with the future challenges that must be addressed to realize a viable network
virtualization environment.

N. M. MOSHARAF KABIR CHOWDHURY AND RAOUF BOUTABA

FUTURE INTERNET = CONTENT + SERVICES + MANAGEMENT

By taking the viewpoint of an Internet user who is interested in using Internet
services and not so much in the protocols that move data around, the authors first
describe some possible future Internet services. Then they derive some network and
service management requirements, and discuss some of them in more detail.
JURGEN SCHONWALDER, MARC FOUQUET, GABI DREO RODOSEK, AND IRIS C. HOCHSTATTER

WiTH EvOLUTION FOR REVOLUTION: MANAGING FEDERICA FOR FUTURE

INTERNET RESEARCH

Traditional management solutions have followed an evolutionary path, although
the scale of the Internet and emerging novel architectures such as peer-to-peer, ad
hoc networks, as well as virtualization-capable network infrastructures require
focused and possibly revolutionary changes in management approaches. The authors
elaborate on challenges posed by the renaissance of virtualization as experienced in
the planning, development, and operation of the FEDERICA infrastructure.

PETER SZEGEDI, SERGI FIGUEROLA, MAURO CAMPANELLA, VASILIS MAGLARIS,

AND CRISTINA CERVELLO-PASTOR

MANAGING INTERDOMAIN TRAFFIC IN LATIN AMERICA: A NEW PERSPECTIVE

BASED ON LISP

The characteristics of Latin American network infrastructures have global consequences,
particularly in the area of interdomain traffic engineering. The authors analyze the
peculiarities of LA interdomain routing architecture, and provide up-to-date data
about the combined effects of the multihoming and TE practices in the region. They
outline one of the solutions under discussion at the IRTF, the Locator/Identifier
Separation Protocol, and examine its potential in terms of interdomain traffic
management in the context of LA.

MARCELO YANNUZZI, XAVI MASIP-BRUIN, EDUARDO GRAMPIN, ROQUE GAGLIANO, ALBERTO CASTRO,
AND MARTIN GERMAN

ACCEPTED FROM OPEN CALL

RECENT ADVANCES IN AMPLIFY-AND-FORWARD TwO-HOP RELAYING

The authors review an important class of wireless cooperation protocols known as
amplify-and-forward relaying. One or more low-complexity relay nodes assist the
communication between sources and destinations without having to decode the
signal. This makes AF relaying transparent to modulation and coding of the
source/destination communication protocol.

STEFAN BERGER, MARC KUHN, ARMIN WITTNEBEN, TIMO UNGER, AND ANJA KLEIN

TUNING RADIO RESOURCE IN AN OVERLAY COGNITIVE RADIO NETWORK FOR

TCP: GREED ISN'T GOOD

The authors illustrate the performance of Transmission Control Protocol in an overlay
cognitive radio network under dynamic spectrum access. They show that the
performance of TCP in overlay CR networks that implement DSA is quite different
from its performance in conventional networks, which do not allow DSA.

TEERAWAT ISSARIYAKUL, LAXMINARAYANA S. PILLUTLA, AND VIKRAM KRISHNAMURTHY
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HANDOVER IN MULTIHOP CELLULAR NETWORKS

The authors introduce various handover scenarios in multihop cellular networks. In
addition, they present handover schemes where relay stations are located either
inside a cell or on the boundary between two adjacent cells and investigate the
effects of the deployment position of relay stations on handover performance. The
simulation results show that multihop cellular networks for both deployment
scenarios can achieve 90 percent throughput increase over single-hop cellular
networks. The results also show that the overall throughput of the multihop cellular
networks with relay stations inside a cell is higher than for those with relay stations
on the boundary between two adjacent cells, whereas the opposite is observed for
the throughput of cell boundary users.

SUNGHYUN CHO, EDWARD W. JANG, AND JOHN M. CIOFFI

SECURING WIRELESS IMPLANTABLE DEVICES FOR HEALTHCARE: IDEAS AND

CHALLENGES

Implantable devices hold great potential for pervasive healthcare, enabling the
identification, monitoring, and treatment of patients regardless of their location.

To realize this goal, these devices must be able to communicate wirelessly with
external devices. However, wireless communication presents many vulnerabilities:
an attacker can eavesdrop on transmitted information, use implanted devices to
track patients, or spoof an implanted device. The authors detail the threats that face
wireless implantable devices, surveys the work addressing these threats, and
identifies open issues for future research.

KRIANGSIRI MALASRI AND LAN WANG
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ONLINE TUTORIAL

from IEEE Communications Society
www.comsoc.org/freetutorials

LTE TECHNOLOGY

ANDLTE TEST;
adesk side chat

Long Term Evolution (LTE) technology is the next step in
the evolution of UMTS cellular networks. “LTE technology
and LTE test; a desk side chat” covers the motivation for
introducing LTE, the technology basics including
physical layer parameterization, radio procedures,
MIMO, and network / protocol architecture as well as
typical test and measurement challenges.

A

TAKE THIS

VALUABLE TUTORIAL

NOW!

FREE ACCESS

FOR A LIMITED TIME ONLY

B IEEE  ICATIONS FREE ACCESS SPONSORED BY
» SOCIETY ROHDE&SCHWARZ

For other tutorial sponsor opportunities, please contact Eric Levine, Associate Publisher: 212-705-8920, e.levine@comsoc.org
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THE PRESIDENT'S PAGE

THE PATH TO BECOMING AN
IEEE COMMUNICATIONS SOCIETY CONFERENCE

E ach year the IEEE sponsors a wide vari-
ety of technical conferences around the
world through its organizational units, partic-
ularly the 38 societies. The Communications
Society (ComSoc) is the second largest IEEE
society and sponsors approximately 85 events
(conferences and workshops) either by direct
involvement or by co-sponsorship. Confer-
ences represent a substantial proportion of
our efforts as a society. The 25 ComSoc con-
ferences that we call portfolio events bring the
society prestige, advance communications
research and practice, and account for roughly
half of our revenue each year. Frequently,
some papers from those conferences become
very popular IEEE digital library downloads. This column
goes behind the scenes to describe what our society does to
support those conferences of interest to our members.

I am pleased to share this month’s column with Fred
Bauer (Director-Conference Development), Merrily Hart-
mann (Director- Conference Operations), and Raouf Boutaba
(Director-Conference Publications).

Fred Bauer works at Xorp Inc., a startup in Silicon Valley.
Previously he has worked at companies such as Nokia,
PacketHop, SRI, and Intel. Over the years, Fred has been an
active participant in IEEE INFOCOM and SECON confer-
ences. Most recently he has served as General Chair of INFO-
COM in 2003 and as Standing Committee Chair for SECON.
Fred has also served as Technical Activities Secretary (2004-
2005), Distinguished Lecturer Selection Chair (2004-2005),
Director of Meetings & Conferences (2006-2007), Director of
Conference Development (2008-2009), and Board of Gover-
nor’s Member-At-Large (2008-2010). Fred received his Ph.D.
in computer engineering from the University of California at
Santa Cruz in 1996.

Merrily retired from SBC Communications, Inc. (formerly
Southwestern Bell and now AT&T) in 2000 with 25 years of
service. She started her career with Bell Telephone Laborato-
ries (Indian Hill Laboratory - Naperville, IL). She has served
on numerous conference organizing committees: NTC ’82,
GLOBECOM ’86, GLOBECOM ’89, GLOBECOM ’93,
GLOBECOM 2001, GLOBECOM 2004, RFID 2007, RFID
2008, AND RFID 2009. She also served (2006-2007) on the
IEEE Communications Society’s GLOBECOM/ICC Manage-
ment and Strategy (GIMS) Committee, which is responsible
for providing strategic guidance and management oversight of
the Society’s flagship conferences ICC and GLOBECOM.
Merrily received her Bachelor of Sciences degree in Mathe-
matics and Computer Sciences from the University of Illinois,
Chicago.

Raouf Boutaba is Professor of Computer Science at the
University of Waterloo (Canada). He has published over 300
papers in refereed journals and conferences and has two US
patents. He is the recipient of the Premier’s Research Excel-
lence Award, several Best Paper Awards, as well as other
recognitions from academia and industry. He received the
IEEE ComSoc Harold Sobol Award for Exemplary Service to

DOUG ZUCKERMAN

Meetings & Conferences in 2007, and the
IEEE ComSoc Fred W. Ellersick Prize in
2008. Raouf is active within ComSoc in many
capacities: Chair of the Kitchener-Waterloo
Chapter; Chair of the Information Infra-
structure TC; founding Chair of the Auto-
nomic Communications subcommittee;
Director of Conference Publications; and
member of the Education Board. Previously,
he served as Director of Related Societies,
the first Director of Standards, Vice Chair of
the Information Infrastructure TC, and a
member of the On-line Content Board.
Raouf is founding Editor-in-Chief of IEEE
Transactions on Network and Service Manage-
ment, and editor for other journals. He chairs the NOMS/IM
steering committee, has organized several conferences, and is
a ComSoc Distinguished Lecturer.

ORGANIZATION AND RESPONSIBILITIES

Prior to 2008, conferences were organized under the VP of
Membership Services and had just one director — the Direc-
tor of Meetings and Conferences. In 2008 the Communica-
tions Society reorganized conferences under a new VP of
Conferences (Mark Karol) and divided the work of the Direc-
tor of Meetings and Conferences into three directors: Confer-
ence Development (Fred Bauer), Conference Publications
(Raouf Boutaba), and Conference Operations (Merrily Hart-
mann). The three directors are assisted in their duties by
ComSoc’s staff led by Bruce Worthman, Director of Confer-
ences, Finance & Administration.

Conference Development is the forward-looking part of
ComSoc’s conference management. Fred, the Director of
Conference Development, looks for opportunities to serve
conferences and attendees. In addition, he looks to inte-
grate those conferences identified by Technical Commit-
tees or the Board of Governors as strategic conferences to
include in ComSoc’s portfolio. Examples of efforts to bet-
ter support conferences include automated Student Travel
Grant applications, less US-centric banking practices for
non-US conferences, automated VISA applications for
conference authors, and access to plagiarism detection
tools. An example of a conference that has joined Com-
Soc’s portfolio events is IEEE ANTS, a new regional
event in networking in India. Often the best ideas for con-
ference improvements come from the organizers them-
selves, so we encourage you to come up with new ideas
for conference services.

Ultimately, events that are approved and sponsored by
ComSoc publish their proceedings in IEEE Xplore(r). In
this respect, Raouf, the Director of Conference Publica-
tions, provides guidance for all operational aspects. One
such aspect concerns intellectual property matters, provid-
ing better access to IEEE copyright regulations for confer-
ence proceedings and working with IEEE for copyright
acquisition of ComSoc co-sponsored conferences and their
proceedings inclusion in IEEE Xplore(r). Other operational
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aspects include contribution and
implementation of IEEE confer-
ence publication policies such as
author no-show policy, the policy
of integrated workshop proceed-
ings inclusion in Xplore(r), or pla-
giarism and self-plagiarism policies.
Finally, it is the responsibility of
Raouf’s board to review and main-
tain the quality of ComSoc confer-
ence publications, which involves
various factors such as the timeli-
ness of posting of conference pro-
ceedings to IEEE Xplore(r), the
coverage of ComSoc conference
proceedings in publication databas-
es and citation indices, and the
establishment of quality metrics to
evaluate ComSoc sponsored and
co-sponsored conferences. We will be happy to receive your
feedback on this or any of the above aspects of conference
publications.

Merrily, Director of Conference Operations, is responsible
for day-to-day conference management of the portfolio events

FRED BAUER

(listed on our conferences website at www.ieee-

comsoc.org/confs) and managing the technically co-sponsored
event process. There are three forms of co-sponsorship, which
are governed by IEEE policies:

Vector Network Analysis - 6562 ft above sea level
You might think that there is nothing “extreme”

in performing Vector Network Analysis.

with the Bode 100.

Can you beat our height record?

Spice up your work by performing measurements at
extraordinary places and under exceptional conditions

Find out more at: www.omicron-lab.com/extreme

Smart Measurement Solutions

MERRILY HARTMANN

RAOUF BOuTABA

*Sole Sponsorship: Sole-sponsored events are organized
and financed entirely by ComSoc. They are led by society vol-
unteers, endorsed by one or more technical committees, sup-
ported by ComSoc’s staff, and meet the stringent technical
criteria of the IEEE. This is the preferred sponsorship option
for new conferences seeking ComSoc’s financial involvement.
Sole sponsored ComSoc events do not apply for sponsorship
each year since, as part of the ComSoc conference portfolio,
the relationship is in force until either party chooses to end it.

o
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We have recently refined the definition of an important
sub-category of a sole sponsored event: the “Technical Com-
mittee (TC) workshop.” While ComSoc has had successful
examples of TC workshops for years, this category has lacked
a crisp definition. The definition of a TC workshop is as fol-
lows: “A TC workshop is founded or initiated by a ComSoc
Technical Committee (TC), is managed by the TC’s leader-
ship, has ComSoc as its sole financial sponsor, ComSoc staff
provides support functions as needed, and “IEEE” precedes
the workshop name.”

*Technical Co-Sponsorship: Technically co-sponsored
events have clearly identified non-profit financial sponsors,
and at least three members of a ComSoc Technical Commit-
tee are directly and substantially involved in the Technical
Program Committee activities for the event. Technical co-
sponsorship is valid only for the year granted. Subsequent
events in a series must re-apply for co-sponsorship as
described below.

*Financial Co-Sponsorship: ComSoc financially co-spon-
sored events have substantial organizational, financial, and
technical involvement by ComSoc volunteers and staff. This
form of sponsorship is reserved for those events that combine
ComSoc’s financial involvement with that of one or more
IEEE organizational units or non-IEEE entities. While a few
portfolio events such as OFC/NFOEC and MILCOM are
financially co-sponsored, the preferred form of financial spon-
sorship is Sole Sponsorship.

TECHNICAL CO-SPONSORSHIP PROCESS

Technical co-sponsorship of outside conferences benefits
the society in three ways: ComSoc’s logo appears on confer-
ences of high technical quality; ComSoc reaches potential new
members by adding those conference attendees who opt-in to
ComSoc email messages; and the event’s proceedings become
part of IEEE’s digital libraries. However, technically cospon-
sored events carry the biggest risk for ComSoc in terms of
content, quality, and branding. Every year over 100 non-profit
conferences organized outside of the Communications Society
(and many times outside of IEEE) apply for technical co-
sponsorship. Many of the co-sponsorship applicants have pre-
conceived notions about the process that may or may not be
consistent with the actual process.

The application process for event technical co-sponsorship
has the following steps.

1. Event organizers complete the co-sponsorship appli-
cation form found on the ComSoc conferences website at
least six months before the event. This form includes such
event details as the organizing committee contacts; the
names of three ComSoc TC members with direct and sub-
stantial involvement in the Technical Program Committee;

the call for papers (CFP), the website URL, and the
acceptance and attendance statistics for the previous
year’s event.

2. Merrily meets periodically with Fred, Bruce, and Bridget
Erlikh, ComSoc’s Meeting and Conferences Administrator, to
review and screen pending applications. Applications found to
be incomplete will require follow-up communications with the
organizers. Events advertising pending ComSoc co-sponsor-
ship or displaying the ComSoc logo prior to approval are
asked to remove the offending advertisement. Events in direct
conflict with existing ComSoc conferences or out of the scope
of ComSoc’s interests are denied.

3. Completed applications that pass this step will be sent to
the Technical Committees (TCs) for review. Each TC inde-
pendently reviews the application to determine if at least
three of its members are directly and substantially involved in
the Technical Program Committee activities and if it wishes to
endorse the application. This review cycle typically takes 2-4
weeks, but on some occasions it can take longer.

4. Merrily reviews the results from the Technical Commit-
tees and accepts or denies the application for co-sponsorship
based on the TC’s recommendations.

5. Bridget notifies event organizers via email when a deci-
sion is reached. If accepted for co-sponsorship, an event may
display the ComSoc logo and list ComSoc as a technical co-
sponsor on their website and other materials. Note that events
supported by either ComSoc local chapters or sister societies
must also go through the same process each year for technical
co-sponsorship.

In the vast majority of cases, the above steps complete the
process. On occasion, an event that has been denied will
request a rebuttal review. Organizers may resubmit their
application providing relevant new information. Organizers
who resort to the rebuttal process are urged to make every
effort to ensure their event is worthy of co-sponsorship, par-
ticularly by directly and substantially involving TC members in
their Technical Program Committee. This rebuttal application
takes the same course described above. After the rebuttal
review is complete, the Director of Conference Operations’
decision is final.

CONTINUING TO SERVE

The members of ComSoc can be justifiably proud of the
breadth and depth of our conference portfolio. Each repre-
sents a significant amount of effort by our members, main-
tains and enhances the society’s reputation for technical
excellence, and is a substantial investment in furthering our
technical field. We look forward to continuing to serve you,
the members of ComSoc, and the conferences you find worthy
of our efforts.
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Tutorial cost: Member US$200, Nonmember US$250
Tutorials that have been available online for over one year are priced at US$50
for Communications Society members.

Tutorials contain the original visuals and a voice-over by the presenters.
Length of Each Tutorial: 2.5 to 5 hours. Number of Slides: 78 to 477
High speed Internet connectivity suggested; PCs only. email: society@comsoc.org
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Technische Universitat Munchen

Broadband Fiber Access
Prof. Leonid G. Kazovsky, David Gutierrez, Wei-Tao Shaw &
Gordon Wong, Stanford University

Modern Web Applications with Ajax and Web 2.0
Andreas Eberhart, HP Germany

Wireless Cooperative Communication Networks
Mischa Dohler, France Telecom R&D & Hamid Aghvami,
Kings College London

IEEE 802.11n: Throughput, Robustness, and Reliability
Enhancements to WLANs
Eldad Perahia & Robert Stacey, Intel Corporation

MIMO Systems for Wireless Communications
Constantinos Papadias, Athens Information
Technology; Angel Lozano, Bell Labs

Synchronization of Digital Telecommunications Networks
Stefano Bregni, Politecnico di Milano
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2009

JULY

® NGI 2009 - 5th EURO-NGI Confer-
ence on Next Generation Internet
Networks, 1-3 July

Aveiro, Portugal. Info: http://www.ngi2009.eu

M /EEE WiMAX 2009 - 2009 IEEE
Mobile WiMAX Symposium, 9-11
July

Napa, CA. Info: chenkc@cc.ee.ntu.edu.tw

B /WQoS 2009 - Int’l. Workshop on
Quality of Service 2009, 13-15 July
Charleston, NC. Info: http://iwqos09.cse.sc.edu

® |EEE Policy 2009 - Int’l. Sympo-
sium on Policies for Distributed Sys-
tems and Networks, 20-22 July
London, U.K. Info: http://IEEE-Policy.org

® NDT 20009 - 1st Int’l. Conference
on Networked Digital Technologies,
28-31 July

Ostrava, Czech Republic. Info: http://
arg.vsb.cz/NDT2009/

AUGUST

® /CCCN 20009 - 18th Int’l. Confer-
ence on Computer Communications
and Networks, 2-6 Aug.

San Francisco, CA. Info: http://www.icccn.org/
iccen09/

CONFERENCE CALENDAR

® ICASID 2009 - Int’l. Conference
on Anti-Counterfeiting, Security
and Identification in Communica-
tion, 20-22 Aug.

Hong Kong, China. Info: http://www.ieee.org.
hk/asid2009/

@® ITU K-IDI 2009 - ITU-T Kaleido-
scope 2009 — Innovations for Digi-
tal

Inclusion, 31 Aug.-1 Sept.

Mar Del Plata, Argentina. Info: http:/svww.itu.
int/ITU-T/kaleidoscope2009/

M /EEE EDOC 2009 - 13th IEEE Int’l.
Enterprice Computing Conference,
31 Aug.-4 Sept.

Auckland, New Zealand. Info: https:/www.se.
auckland.ac.nz/conferences/edoc2009/

SEPTEMBER

® ISWCS 2009 - Int’l. Symposium on
Wireless Communication Systems,
7-10 Sept.

Siena, Tuscany, Italy. Info: http://www.iswcs.
org/iswcs2009/

® /ICUWB 2009 - 2009 IEEE Int’l.
Conference on Ultra Wideband, 9-
11 Sept.

Vancouver, BC, Canada. Info: http://www.

ICUWB2009.org

® /EEE LATINCOM 2009 - IEEE Latin
America Communications Confer-
ence, 10-11 Sept.

B Communications Society sponsored or co-sponsored conferences are indicated with a square
before the listing; ® Communications Society technically co-sponsored or cooperating confer-
ences are indicated with a circle before the listing. Individuals with information about upcoming
conferences, calls for papers, meeting announcements, and meeting reports should send this
information to: IEEE Communications Society, 3 Park Avenue, 17th Floor, New York, NY
10016; e-mail: p.curran@comsoc.org; fax: +1-212-705-8999. Items submitted for publication will

be included on a space-available basis.

Medellin, Antioquia, Colombia. Info:
http://www.ieee.org.co/~comsoc/latincom

® APNOMS 20009 - 12th Asia-Pacific
Network Operations and Manage-
ment Symposium, 23-25 Sept.

Jeju, Korea. Info: http://www.apnoms.org/
2009/

® WiCOM 2009 - 2009 Int’l. Confer-
ence on Wireless Communications,
Networking and Mobile Comput-
ing, 24-26 Sept.

Beijing City, China. Info: http://www.wicom-
meeting.org/

Softcom 2009 - Int’l. Conference on
Software, Telecommunications and
Computer Networks, 24-26 Sept.
Split-Hvar-Korcula, Hungary. Info:
http://www.fesb.hr/Soft COM

OCTOBER

APCC 2009 - 15th Asia-Pacific Con-
ference on Communications, 8-10
Oct.

Shanghai, China. Info: http://www.apcc2009.

sjtu.edu

W ATC 2009 - 2009 Int'l. Conference
on Advanced Technologies for
Communications, 12-14 Oct.
HaiPhong, Vietnam. Info: http://ww.atc09.org

@ ICFIN 2009 - 1st Int’l. Conference
on Future Information Networks,
14-17 Oct.

Beijing, China. Info: http://conference.bjtu.
edu.cn

B MILCOM 2009 - 2009 IEEE Military
Communications Conference, 16-21
Oct.

Boston, MA. Info: http://www.milcom.org

Call for Papers, Tutorials, Professional Studies & Workshops

ICCT 2014

The STS International Conference on Communication Technologies

Sponsored by the Saudi Telecommunications Socie

STS)

"Toward Advanced Telecommunication Industries

for Activating the Knowledee Economy’

King Saud University, Riyadh, Kingdom of Saudi Arabia, January 18-20, 2010

Contributories are solicited in but limited to the following:

e  Telecom markets liberalization: Competition and its influence on the local economy

e  Telecom basic and value-added services: Enhancing performance and reducing cost

e  Future telecom technologies

e Frequency spectrum management plans

e Therole of ICT n the knowledge-based economy
Papers of no more than 6 single-spaced (10 points font) pages including Figures & Tables following IEEE
guidelines for preparing papers, should be submitted electronically to: stsconference2010(@gmail.com

before 20 / 8 / 2009. For more information visit the STS website.
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CONFERENCE CALENDAR

® LANOMS 2009 - 6th Latin
American Network Operations and
Management Symposium,

19-21 Oct.

Punta del Este, Uruguay. Info: http://www.

lanoms.org/2009/

® DRCN 2009 - 7th Int’l. Worksho
on the Design of Reliable Commu-
nications Networks, 26-29 Oct.
Washington, DC. Info: http://www.drcn.us/

® /CIN 2009, 26-29 Oct.
Bordeaux, France. Info: http://www.icin.biz/

NOVEMBER

® AH-ICI 2009 - First Asian
Himalayas Int’l. Conference on
Internet, 3-5 Nov.

Kathmandu, Nepal. Info: http://www.ah-
ici.org/ah-ici2009

® COMCAS 2009 - 20009 Int’l. Con-
ference on Microwaves, Communi-
cations, Antennas and Electronic
Systems, 9-11 Nov.

Tel Aviv, Israel. Info: http://www.comcas.org

WCSP 2009 - Int’l. Conference on
Wireless Communications and Sig-
nal Processing, 13-15 Nov.

Nanjing, Jiangsu, China. Info: http://www.ic-
WCSpP.Oorg

@ |EEE-RIVF 2009 - 2009 IEEE-RIVF
Int’l. Conference on Computing and
Communication, 13-17 Nov.

Danang, Vietnam. Info: http://www.rivf.org

M /EEE GLOBECOM 2009 - IEEE Glob-
al Communications Conference, 30
Nov.-4 Dec.

Honolulu, HI. Info: http://www.ieee-globe-
com/2009

® GEOSS Workshop 2009 - GEOSS
Workshop XXXII, 30 Nov.

Honolulu, HI. Info: http://www.ieee-earth.org/
Conferences/GEOSSWorkshops

DECEMBER

® /CICS 20009 - 7th Int’l. Conference
on Information, Communications
and Signal Processing, 7-10 Dec.

Macau, China. Info: http:/Awvww.icics.org/2009/
B ANTS 2009 - 2009 3rd Int’l. Sym-
posium IEEE Advanced Nteworks
and Telecommunications Systems,
14-16 Dec.

New Delhi, India. Info: http://www.ieee-

ants.org

® HEALTHCOM 2009 - Int’l.
Conference on eHealth Network-
ing, Applications and Services, 16-
18 Dec.

Sydney, NSW, Australia. Info:
http://www.inext.uts.edu.au/healthcom09

2010
JANUARY

B /EEE CCNC 2010 - IEEE Consumer
Communications and Networking
Conference, 9-12 Jan.

Las Vegas, NV. Info: http://www.ieee-
cenc.org/

FEBRUARY

WSA 2010 - Int’l. ITG Workshop on
Smart Antennas, 23-24 Feb.

Bremen, Germany. Info: http://www.ant.uni-
bremen.de/wsa2010

MARCH

M /EEE ISPLC 2020 - 14th Int’l. Sym-
posium on Power Line Communica-
tions and Its Applications, 28-31
March

RiodeJaneiro, Brazil. Info: http://www.ieee-

isplc.org

APRIL

M /EEE DYSPAN 2010 - IEEE Int’l.
Symposium on Dynamic Spectrum
Access Networks, 6-9 April
Singapore. Info: http://www.ieee-dyspan.org

M |EEE/IFIP NOMS 2010 - IEEE/IFIP
Network Operations and Manage-
ment Symposium, 19-23 April
Osaka, Japan.

CONECIP67 RATED CONNECTORS

When the Going
Gets Tough.
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coupling ring, Partno. 17-100934 (receptacle) 17-
100944 (plug plastic coupling ring)

USB 2.0 plug
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housing kit, bayonet coupling,

black plastic version,

Partno. 17-200161 (receptacle) 17-200121 (plug)

USB 2.0 plug

and receptacle =

housing kit, full T 3

metal version, M28 thread cotipling ring,
Partno. 17-200321 (receptacle) 17-200331 (plug)

Take advantage of a great choice of CONEC indu-
strial interface connectors with IP67 protection.
The ideal solution for rough environments.

USB 2.0 and RJ 45 Industrial Ethernet connection
systems available as plastic or full metal versions
for heavy duty applications.

CONEC offers a broad range of plug and receptacle
housing kits, cable assemblies and accessories.

USB 2.0 and RJ 45 Connector Systems from
CONEC: quality keeps connected!

CONES
wWwiNEN

TECHNOLOGY IN CONNECTORS™

Garner, NC, 27529
Tel. + 1919 460 8800
Fax +1919 460 0141
E-mail info@conec.com
www.conec.com
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10/40/100 GBPS ENCRYPION IN
FPGAs

Achronix Semiconductor Corporation

Achronix FPGAs are packed full of
world-class technology, including the
unmatched 1.5 GHz picoPIPE™ accel-
eration technology and world-class 10
Gbps SerDes. Achronix FPGAs consist
of a traditional synchronous frame sur-
rounding a picoPIPE logic fabric.

Leveraging picoPIPE technology for
the FPGA fabric has two major benefits
compared with a traditional fabric.
First, when a design is mapped into the
picoPIPE fabric, it can be pipelined
automatically. Any circuit that will ben-
efit from manual pipelining can auto-
matically achieve increased perform-
ance when mapped into picoPIPE tech-
nology. Second, the need for global
clocks has been removed. picoPIPE
technology uses very fine grained local
clocking to ensure data can travel at
very high speeds.

The high-performance fabric is com-
plemented by the Achronix FPGA
frame, which includes configurable I/Os,
SerDes, clocks, and PLLs. The frame
provides all off-chip interfaces and
forms the boundary between the
picoPIPE core and these interfaces.

Containing up to 40 lanes of 10 Gbps
SerDes, the Speedster™ family offers
the highest SerDes bandwidth available
in an FPGA today, and enables an
aggregate SerDes bandwidth of 800
Gbps.

Speedster FPGAs include four
embedded DDR1/2/3 controllers, each
offering up to 72 bits of data at 1066
Mbps. Having embedded controllers
saves valuable programmable resources
and alleviates design challenges related
to DDR implementation. The DDR
controllers are fully by-passable so the
pins can be used as general 1/O if the
DDR controllers are not needed.

Achronix non-SerDes I/Os are
among the fastest in the industry. With
performance of up to 1000 Mbps (or
1066 Mbps for DDR3) Achronix I/Os
ensure data can be shifted into and out
of the picoPIPE fabric fast enough to
keep up with the 1.5 GHz internal
throughput.

www.achronix.com

HIGH PERFORMANCE, INTEGRATED RF
QUADRATURE/LOW IF TRANSCEIVER

CML Microcircuits

The CMX991 is a single-chip, high
performance, RF transceiver that pro-
vides the core functions required to
implement a full-featured radio trans-
mitter and receiver. It operates from
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100MHz to 1GHz and its I/Q architec-
ture supports multiple modulation types
and bandwidths with a single radio
design.

The half-duplex CMX991 integrates
Tx modulators, Rx demodulators, IF
PLL and IF VCO subsystems to min-
imise the external circuits needed when
implementing a complete transceiver.

User-selected modes suit different
application requirements.

The Tx path includes an I/Q modu-
lator to accurately generate modulation
at the IF frequency, which may then be
translated to the final RF frequency by
an integrated image-reject up-converter
system.

The I/Q modulator IF output is also
made available for conversion to RF via
external circuits, if desired.

The Rx path includes an integrated
1st Rx mixer having two outputs to sup-
port two external 1st IF filter choices,
then an integrated 2:1 input mux fol-
lowed by VGA and wideband signal
level measurement functions, to support
AGC implementation.

The 1st IF signal is then either I/Q
demodulated to Zero-IF or mixed to a
Low IF output.

The CMX991 provides differential
and single-ended Rx output options and
differential amplifiers for flexible signal
conditioning.

The CMX991 can be used where
highly linear modulations are being
used, for example: applications such as
TETRA, where a typical transmitter
solution would include the CM X998
Cartesian Feedback Transmitter.

www.cmlmicro.com

LTC4266: HIGH EFFICIENCY QUAD
PSE CONTROLLER ADDRESSES IEEE
802.3AT POE+ STANDARD

Linear Technology Corporation

Linear Technology Corporation
introduces the LTC4266, a 4-port Power
over Ethernet (PoE) controller for
Power Sourcing Equipment (PSE)
required to provide IEEE 802.3at
(25.5W) or proprietary higher power
levels. Next-generation PoE applica-
tions call for more power to support
demanding features, while increasing
power efficiency in an effort to be more
“green” and reduce costs. The LTC4266
provides up to 100W over 4-pair Ether-
net cabling and is fully compliant with
the new IEEE 802.3at POE+ standard
and backward compatible with the prior
IEEE 802.3af PoE standard. To help
conserve power, the LTC4266 delivers
the lowest-in-industry heat dissipation
by using low RDS(ON) MOSFETs and
0.250hm sense resistors, eliminating

the need for expensive heat sinks and
providing a more robust PSE solution.

The LTC4266 is suitable for a wide
variety of PSE applications, including
next-generation switches, routers, hubs
and midspans. Users will appreciate
the extremely low power dissipation
which makes thermal design signifi-
cantly easier than when designing with
PSEs that integrate more fragile, nor-
mally higher RDS(ON), MOSFETs.
Up to four independent PSE channels
are available. IEEE 802.3at powered
devices (PDs) can request up to 25.5W
of power by responding to 2-event clas-
sification from the LTC4266, confirm-
ing that the PD is indeed a high power
device. PD discovery is accomplished
using a proprietary dual-mode, four
point detection mechanism that
ensures the best immunity from false
PD detection. Advanced power man-
agement also includes prioritized fast
shutdown, 14.5-bit per-port voltage
and current readback, 8-bit pro-
grammable current limits and 7-bit
programmable overload current limits.
A 1MHz I2C interface allows a host
controller to digitally configure the IC
or query port readings.

The LTC4266 is suitable for a wide
variety of PSE applications, including
next-generation switches, routers, hubs
and midspans. Users will appreciate the
extremely low power dissipation which
makes thermal design significantly easi-
er than when designing with PSEs that
integrate more fragile, normally higher
RDS(ON), MOSFETs. Up to four inde-
pendent PSE channels are available.
IEEE 802.3at powered devices (PDs)
can request up to 25.5W of power by
responding to 2-event classification
from the LTC4266, confirming that the
PD is indeed a high power device. PD
discovery is accomplished using a pro-
prietary dual-mode, four point detec-
tion mechanism that ensures the best
immunity from false PD detection.
Advanced power management also
includes prioritized fast shutdown, 14.5-
bit per-port voltage and current read-
back, 8-bit programmable current limits
and 7-bit programmable overload cur-
rent limits. A 1MHz I2C interface
allows a host controller to digitally con-
figure the IC or query port readings.

The LTC4266 is offered in commer-
cial and industrial temperature grades,
and is available in RoHS-compliant
5Smm x 7mm QFN-38 or SSOP-36 pack-
ages. The LTC4266 is priced starting at
$6.95 each in 1,000 piece quantities and
is available today in production quanti-
ties. The LTC4266 provides an upgrade
path from Linear’s existing PSE con-
trollers. www.linear.com
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Digital Romania: Broadband for All Romanians? Not Yet!

By Nicolae Oaca, Romania

Romania has one of the poorest broadband penetration
levels in the European Union, and there is no “Internet for all
Romanians” plan yet. In November 2008, just a few weeks
before elections, the ministry of communications presented a
plan aimed at covering 40 percent of households (the EU
average in 2007!) by 2015 at 2 Mb/s, investing €1.8 billion
from the state budget and attracting €383 million from the
EU. In March 2009 the new government launched a public
debate on a new plan aimed at providing 1 Mb/s access to 80
percent of homes by 2015 and spending only €1.25 billion
from the state budget.

Forty-seven percent of Romanians live in rural areas,
which does not compare favorably with the EU average of less
than 10 percent, while the income in rural areas is very low;
most families’ incomes come from agriculture based on very
small bits of land. In fact, there are two Romanias: an urban
one with developed communications networks and a good IT
culture, and a rural Romania with a very poor infrastructure
and almost without IT culture. Romania’s GDP or average
wage is one of lowest in the EU; hence, huge efforts are need-
ed to connect all Romanians to broadband.

Digital Romania’s Costs

In March 2002, at the last census in Romania, there were
21.6 million citizens and 7.32 million households, out of which
3.36 million were in rural areas. By the end of 2008, 27 per-
cent more households, or 2 million, were connected to the
Internet, resulting in about 5.4 million homes connected. In
rural areas only 8 percent of houses were connected. To make
a cost evaluation, one could consider Greece’s or Ireland’s
costs of €1000/house or Alcatel Lucent estimates for connect-
ing rural houses of €6000/house by optical fiber (the Broad-
band World Forum Europe, September 30, 2008), resulting in
€5.4 billion or €32.4 billion, respectively. The real cost of Digi-
tal Romania would lie between these two figures.

Financing Digital Romania

€32.4 or even €5.4 billion is a huge amount of money, if
one considers Romania’s GDP: about €140 billion in 2008.
Financing Digital Romania would be a real problem, and one
should take into consideration all the stakeholders: govern-
ment, local communities, service providers, ministry of com-
munications, the regulatory body, the EU, and so on.

The Romanian government should contribute, first,
with telecom revenues: sale of telecom assets (RomTele-
com’s IPO, telcos privatization: Radiocomunicatii, Teleco-

municatii CFR, Teletrans), resulting in about €1 billion,
license sales (WiMAX, etc.), and the yearly fees charged
by the regulatory body for usage of resources (frequencies,
numbers, etc.). In addition, the state budget should pro-
vide financing, and Romania should borrow from financial
institutions.

An important part of financing should come from the EC.
European telecom commissioner Viviane Reding, who
launched “Broadband for All Europeans,” is fighting to
finance it. Accordingly, in January 2009, the EC announced €1
billion investments in broadband for rural areas. Accessing
this fund should take into consideration the population to be
covered in rural areas rather than the current distribution key
for the European Agricultural Fund for Rural Development,
as the EC announced. The EC has often highlighted Roma-
nia’s lack of Internet access, so they should recognize the
Romanian reality by allotting an important amount of money
to solve the problem.

Service providers should also contribute to Digital Roma-
nia: financing, deploying, and operating networks via public-
private partnerships. Industry regulations should take into
account that these new networks are under the universal ser-
vice obligation and provide incentives.

In many rural villages there are projects aimed to build
roads using EU financing, which alongside roads means ducts
for water, residual water, and so on. All these projects should
include the communications network too: ducts for/with cables
(optical, copper) with output to every house. The extra cost is
very low compared to the total cost and could solve the prob-
lem in these areas.

Project Length

Digital Romania is the raison d’etre of the ministry of com-
munications and could be accomplished during its term (four
years) in order for the new government not to pass it on to the
next government. A first phase could take into consideration, as
in Ireland, 100 percent coverage at 1 Mb/s by 2010 using wire-
less access building on the existing GSM and CDMA networks.
In the longer term the plan should be to cover all households
with broadband access (50 or 100 Mb/s) via NGNs.

The Romanian government is considering investments in
infrastructures in is fight against the economic crisis, but is
not considering telecom infrastructures yet. Digital Romania
is a chance for Romania to accelerate economic growth, to
fight the economic crisis, and to invest in the country’s eco-
nomic future.
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The eBario Project: A Rural ICT Internet Access Initiative in Malaysia
By Alvin Yeo, Poline Bala, Peter Songan and Khairuddin Ab Hamid, Universiti Malaysia Sarawak, Malaysia

Malaysia aspires to be a knowledge-based society by 2020;
therefore, the Malaysian government has placed much empha-
sis in providing access to information via the provisioning of
information and communications technologies (ICTs) to both
urban and remote communities. The eBario project is one
such project that has successfully engaged a remote communi-
ty to employ ICTs and is sustaining the telecentre through
revenue generated from the telecentre’s activities.

Bario is a remote rural community in Sarawak, East
Malaysia, and is located close to the Malaysia-Indonesia
(Kalimantan) border (Fig. 1). The only practical way to get to
Bario is a one-hour flight on a 19-seater Twin Otter plane.
There are no roads leading to Bario, and a land journey
requires a river journey and a 14-day trek across forested
mountains.

There are 12 longhouses in Bario that are homes to 1000
people, the majority of whom are Kelabits, one of the smallest
ethnic groups in Sarawak. They are mainly farmers, growing
the famous fragrant Bario rice. Bario was selected because of
its extreme isolation. It has only basic infrastructure and no
24-hour electricity supply; water is available through gravity-
fed systems. Communications are conducted using radio calls,
and by passing messages to departing passengers and getting
messages from passengers arriving at the airport. Hence, if
one could successfully implement such a project in Bario, one
can do so anywhere.

The eBario Project

The eBario project was conceived in 1999 as a research
project by Universiti Malaysia Sarawak, with the goal of
exploring how the deployment of ICTs can bring about social
and economic development within remote communities in
Sarawak.

A distinctive characteristic of this project is its emphasis on
people, organization, and processes, rather than technology
per se. A steering committee comprising representatives from
different groups of the community (e.g., women and youth)
was set up. Since major decisions were made in this commit-
tee, it captures very closely and addresses the actual needs of
the community. In addition, a good rapport was established;
the community was engaged and involved throughout the
whole project. Computers were introduced at the school, and
training was provided for teachers as well as the community.
Access to the Internet was then provided through very small
aperture terminals (VSATS) as this was (and still is) the most
practical means given the region’s geography. Lastly, comput-
ers and Internet access were made available to the community
through the telecentre. Two VSATs were deployed, one for
the school and another for the telecentre.

Solar panels were used to power the telecentre because of
the prohibitive costs associated with diesel powered genera-
tors and the logistics of transporting the diesel to this remote
hinterland.

A computer laboratory was established in 2001 in the sec-
ondary school with 16 computers and Internet access. A tele-
centre equipped with 10 computers and Internet access was
established in 2002. Computer literacy training was conducted
based on the training-of-the-trainer approach. Consequently,
there is increased computer literacy among the students,
teachers, and community.

The community is now able to communicate with the out-
side world using telephone and email. This is of immense
importance, especially during emergencies. At the telecentre,
the main users are the lodge operators who use email to liaise
with their potential tourists directly to confirm bookings
online (Fig. 2). Some use the Internet to promote their
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Figure 1. Location of Bario.

Figure 2. Lodge owners using a computer at the telecentre.

trekking services (http://www.kelabit.net). The senior citizens
use emails to keep in touch with their family members living
away, albeit with the help of staff members at the telecentre.
The telecentre charges for their service as a first step toward
sustainability. The telecentre also provides office services such
as printing, scanning, and laminating.

A bigger objective of the project is to improve the liveli-
hood and increase the quality of life of the community. More
events are being organized to leverage on the strengths of this
region. The climate is relatively cool (about 20°C, which can
drop to 12-15°C), and the people are some of the most hos-
pitable in Malaysia, if not the world. The Kelabit ethnic com-
munity is rich in culture, with rituals such as dances and
ornate handicrafts. Thus, the telecentre organizes events like
the Annual Slow Food Festival and the eBario Knowledge
Fair, a conference whose aim is to provide a network platform
for academicians and practitioners in the area of bridging the
digital divide. The telecentre also works with government
agencies on organizing training and seminars in Bario. As
event organizers and providing tourism packages, the telecen-
tre receives funding and a commission for their services (i.e., a
consistent income contributing toward sustainability of the
telecentre). An unexpected outcome of these events is that an
even closer-knit community in Bario has been established, in
that more people are now involved in the organization of
these events, especially women.

In addition to the increased ICT awareness and usage by
the community, another obvious impact has been an increase

(Continued on Newsletter page 4)
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Telecommunications Engineering and the

Bologna Declaration in Spain

By Pablo Pavon Maririo,
Vice Dean of Telecommunication Engineering, Polytechnic University of Cartagena, Spain

The realization of the European Higher Education Area
(EHEA) is a common aim of 46 countries in Europe. The
effort is usually referred to as the Bologna Process, after the
Bologna Declaration of June 1999. Its main objective is to
provide European universities with the tools for promoting
citizens and knowledge mobility, breaking the obstacles
caused by historical diversity among the European higher edu-
cation systems. A central objective is the adoption of easily
readable and comparable degrees in a scheme based on two
main cycles, undergraduate and graduate. Uniformity is
favored by the establishment of a common system of credits
to encourage mobility among the European countries. Euro-
pean cooperation is also endorsed for quality assurance with a
view to developing comparable criteria and methodologies.

Such noble and high principles must fight against a pletho-
ra of particular situations in the different countries. In Spain
the Bologna Process is currently going through its most con-
troversial step: the definition of the new catalog of degree
plans inside the new Bologna-aware framework ordered by
the government. With some exceptions like medicine and
architecture, new graduate degrees in Spain are constrained
to be four years long (240 ECTS), including a final degree
project, and optional time spent in external practices. Post-
graduate degrees last one or two years (60 to 120 ECTS). In
contrast to the previous framework, no nation-wide closed
catalogs of graduate and postgraduate studies exist. There-
fore, novel degrees can be designed and proposed by Spanish
universities. Then the proposals require the approval of a cen-
tral evaluating authority (ANECA, Agencia Nacional de Eval-
uacién de la Calidad y la Acreditacion), which checks the
academic adequacy of the degree plan and its feasibility
according to university resources. Also, a control mechanism
has been added to penalize unsuccessful ephemeral studies.

ANECA is in charge of auditing the degree academic results
every six years, with the potential of removing from the cata-
log any degree in any university.

However, this general ruling of the graduate and postgrad-
uate degree catalog has a singular exception for a set of tech-
nical degrees, based on traditional engineering professions in
Spain. Telecommunications engineering is one of them,
together with others like naval, mining, industrial, aeronautics,
and up to eight different traditional engineering academic
qualifications. In the pre-Bologna framework, technical stud-
ies in those professions are separated into two levels: techni-
cal engineers (three years) and engineers (five years).
Technical engineering degrees provide a faster introduction
into the job market, while Engineering degrees comprise
deeper and more generalized studies. The migration of techni-
cal studies to the Bologna framework has been designed in a
peculiar manner. Each old technical engineering degree (with
some exceptions) has been converted into a new regulated
graduate degree. Regulated degrees are peculiar as their
structure is defined by a degree template, which also enumer-
ates a minimum set of student learning outcomes associated
with the degree plan. Universities willing to incorporate a new
technical degree “X” into its academic offer must propose a
degree plan compliant with the degree template “X”. Natural-
ly, ANECA is responsible for validating this compliance. A
similar strategy is in place for the old five-year engineering
degrees, which are now mapped to the concatenation of a reg-
ulated graduate degree in the particular profession and a reg-
ulated postgraduate degree, which must also be compliant
with a degree template.

The grounds for the existence of degree templates for the

(Continued on Newsletter page 4)

Highlights from ONDM 2009

By Admela Jukan, General Chair, ONDM 2009, Germany

The 13th IEEE/IFIP International Conference on Optical
Network Design and Modelling (ONDM 2009) was held
February 18-20, 2009 at the Technische Universitidt Carolo-
Wilhelmina zu Braunschweig, Germany. The conference had
the technical sponsorship of the IFIP Photonic Networking
Working Group (WG 6.10) and IEEE Communications Soci-
ety. Moreover, ONDM 2009 received an endorsement of two
IEEE Technical Committees: Optical Networking (ONTC),
and High Speed Networking (TC-HSN). As is established
practice at ONDM events, the 13th instalment focused on cut-
ting-edge state-of-the-art research in optical networking and
newly emerging areas. ONDM 2009 not only encouraged sub-
missions of research papers in the area of optical networking
but also in areas relating optical networking to other areas
and disciplines, such as the role of optical satellite communi-
cations and the optical network in future Internet design.
Controversial ideas and approaches, and their open discussion
were strongly encouraged. Moreover, ONDM 2009 contribut-
ed to community strengthening by inciting interactivity among
senior and junior participants as well as among industrial and
academic participants, in Europe and internationally.

The conference attracted submissions from Asia, Europe,
and South and North America. All submitted papers went
through a peer review process, and accepted papers were the-

matically distributed among six technical sessions, ranging
from topics in routing and switching to integration and field
trials. The keynote speech, “Optical Technology Evolution in
Dynamic Market Environments,” was given by Dr. Chris Glin-
gener, CTO of ADVA Optical Networking. The Technical
Program was further enriched by a number of exciting invited
talks given by the most prominent optical networking aca-
demics and industrial representatives worldwide. Prof.
Biswanath Mukherjee gave a talk on “Future Internet
Design.” Dr. Nikos Karafolas inspired his audience with a talk
on optical communications in space. Andy Hougthon, an EU
Officer, gave a talk on future European initiatives, entitled
“Building the Future (Inter)Network in Europe: Work in
Progress.” Further invited speakers included Thomas Michael
Bohnert (SAP), Ralf-Peter Braun (T-systems), and Dimitra
Simenidou (University of Essex). The conference also present-
ed two panels, one in the area of carrier-grade Ethernet and
the other on interoperability of optical networks and the
Internet. Most of the presentations and invited talks can be
downloaded from the conference Web site, http://www.ida.
ing.tu-bs.de/ondm2009/.
The conference social event took place in the beautiful hall
of Altes Rathaus in Braunschweig (Dornse), built in the 13th
(Continued on Newsletter page 4)
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ONDM 2009/continued from page 3

century. During the dinner event, the TPC co-chairs, Admela
Jukan and Ken-ichi Kitayama, acknowledged the invaluable
efforts of all TPC members. An honorable recognition was
given to Biswanath Mukherjee (University of California,
Davis) for his service relative to IEEE technical co-sponsor-
ship. Special acknowledgments were extended to Josep Sole
Pareta and Xavi Masip, both of the University of Catalonia,
for their service to organization and coordination with IFIP.
The conference awarded two papers and their authors with
travel grants, one to Politecnico di Torino, Italy, and the other
to Universidad Técnica Federico Santa Maria, Chile. The con-
ference’s best paper award was given to “New Dynamic Net-
work Design and Provisioning Algorithms for Broadband
Connection Services Considering Fairness,” co-authored by
Masahiro Nakagawa, Hiroshi Hasegawa, Ken-Ichi Sato, Ryuta
Sugiyama, Tomonori Takeda, Eiji Oki, and Kohei Shiomoto,
Japan.

The local organizers of the conference as well as TPC co-
chairs sincerely hope that ONDM 2009 was a community event
that will be remembered for the technical quality of its papers
and the hospitality of the oldest German technical school,
Technische Universitit Carolo-Wilhelmina zu Braunschweig.
The next ONDM event will be in Kyoto, Japan, in February
2010, hosted by the University of Osaka, under the chairman-
ship of Prof. Ken-ichi Kitayama. The optical networking com-
munity looks forward to the event in Japan, and says “See you
in Kyoto in 2010!”
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BOLOGNA DECLARATION/continued from page 3

technical degrees is the manner in which professional habilita-
tion is granted to engineers in Spain: the professional habilita-
tion of an engineer in a specific field is automatically obtained
after the successful completion of the associated engineering
degree. This means that on one hand, no licensing exam is
needed to obtain the professional habilitation; but on the
other hand, the appropriate university degree is the only valid
way to achieve it. In every profession the professional habilita-
tion is different for three-year and five-year engineers. There-
fore, it seems logical to think of different degree templates for
regulated graduate and postgraduate degrees.

In the telecommunications engineering profession, four
pre-Bologna three-year degrees existed in Spain: (i) Sistemas
de Telecomunicacién (RF engineering, signal processing, and
signal propagation), (ii) Telematica (telematics and network-
ing), (iii) Electrénico (electronics in the telecommunications
field), and (iv) Imagen y Sonido (audio and video). Each one
is now mapped into a four-year regulated degree, with its own
degree template. One postgraduate degree in telecommuni-
cations engineering has also been defined. Currently, a small
number of Spanish universities are offering the new degrees in
telecommunications. Most of the universities are still prepar-
ing their degree proposals, or have their proposals under eval-
uation by ANECA (a process that can take about half a year).
This process is expected to be completed during 2009 or the
first half of 2010. In academic year 2010-2011 new students
can only be enrolled in the Bologna-aware degrees. Then old
and new degrees will coexist for some years, and each univer-
sity will be involved in managing the required adaptation sys-
tems for students willing to move from old to new degrees.
But that is another story.

THE EBARIO PROJECT/continued from page 2

in the number of tourists, contributing to enhanced employ-
ment opportunities and more revenue for the community.
Also, more youths and their families are staying in Bario to
operate the accommodation and tourist activities, thus stem-
ming rural-urban migration. Today Bario has seven lodges and
six homestays.
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For more information

UNESCAP, Economic Planning Unit, Malaysia, National
Institute of Public Administration. (2006). Guidebook on
Developing Community e-Centres in Rural Areas: Based on
the Malaysian Experience. United Nations, New York.
Repository: http://www.unimas.my/ebario,

http://coeri.unimas.my
Tourism in Bario: http://www.ebario.com
Bario community: http://www.kelabit.net
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I SERIES EDITORIAL I

TOPICS IN NETWORK AND
SERVICE MANAGEMENT

Aiko Pras

George Pavlou

T his is the eighth issue of the series on Network and
Service Management that is published twice a year,
typically in April and October. This issue, however, is
being published in July, having been delayed by three
months for logistical reasons, and the next issue will be
published in November. The series provides articles on the
latest developments in this well established discipline,
highlighting recent research achievements and providing
insight into both theoretical and practical issues related to
the evolution of the discipline from different perspectives.
The series provides a forum for the publication of both
academic and industrial research, addressing the state of
the art, theory, and practice in network and service man-
agement.

An important recent development in the community
was the change of chairmanship in IFIP WG6.6, the
working group on the Management of Networks and Dis-
tributed Systems. Prof. Raouf Boutaba of the University
of Waterloo, Canada, stepped down as chair of IFIP
WG6.6 after serving two terms of three years each.
Under Raouf’s active leadership, the flagship manage-
ment conferences Integrated Management (IM) and
Network Operations and Management Symposium
(NOMS) became more valuable to the community, and
previously self-standing events such as DSOM, MMNS,
and IPOM got integrated into Manweek. In addition, the
new IEEE Transactions on Network and Service Manage-
ment (TNSM) was launched. After a call for nomina-
tions, Prof. Boutaba’s tasks were collectively taken over
by Dr. Aiko Pras of the University of Twente, Nether-
lands (Chair) and Dr. Olivier Festor of INRIA, France
(Vice-Chair); you may note that Dr. Pras is also a co-
editor of this series. The new chairs plan to continue the
organization of successful events such as IM and NOMS,
as well as smaller events such as DSOM, MMNS, and
others. Key to the success of these events has been the
good collaboration with the IEEE Communications Soci-
ety sister organization the Committee on Network Oper-
ations and Management (CNOM). Under the leadership

of the new chairs, this successful collaboration will be
continued, as well as coordination and cooperation with
other IFIP WGs.

Another important development for the community has
been the completion of three and a half years of integra-
tion work of the European EMANICS project on Man-
agement of the Internet and Complex Services at the end
of June 2009. This is a European Network of Excellence
that brings together 13 research institutions active in the
management of the future Internet. It encompasses work
areas dealing with integration (long-term vision, virtual
laboratory, and testbeds), dissemination (a new European
conference, electronic dissemination, training and technol-
ogy transfer, open source initiatives), and joint research
activities (scalable, economic, and autonomic manage-
ment). For more information, visit the project site:
http://www.emanics.org/. You will also find there a
newsletter with community news, events, and develop-
ments, which is published roughly three times a year.
EMANICS has also established a European conference
on Autonomous Infrastructure Security & Management
(AIMS). The third AIMS conference is taking place in
Twente, Netherlands, June 30-July 2, 2009, see
http://www.aims-conference.org/2009/.

The key annual event in this area, which this year was
the 11th IEEE/IFIP Integrated Network Management
Symposium (IM 2009), was held June 1-5 on Long Island,
New York; http://www.ieee-im.org/2009/. The second key
annual event in this area is Manweek 2009, which brings
together conferences and workshops such as DSOM,
MMNS, and IPOM, and also MACE and NGNM. This
year’s Manweek will take place October 26-30 in beautiful
Venice, Italy; http://www.manweek.org/2009/.

Finally, we should mention that this issue has invited
articles addressing the management of the future Inter-
net. Given that in the United States there are initiatives
such as FIND and GENI, in Europe there is the Future
Internet Assembly and the FIRE program, and in Japan
there is NWGN, there is considerable current interest in
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SERIES EDITORIAL

the future Internet and its management. Two of the four
articles in this issue address future Internet manage-
ment, and we expect more articles on this topic in the
next issue.

We again experienced an overwhelming interest in
the eighth issue, receiving 27 submissions in total (1
major revision and 26 new articles). For all the articles
we got at least three and sometimes four independent
reviews. We finally selected four articles, resulting in
an acceptance rate of 14.8 percent. It should be men-
tioned that the acceptance rate for all the previous
issues has ranged between 18 and 25 percent, making
this series a highly competitive place to publish. We
intend to maintain our rigorous review process in
future issues, maintaining the high quality of the pub-
lished articles.

The first article, “Network Virtualization: the Past, Pre-
sent and Future” by Chowdhury and Boutaba, presents a
survey of network virtualization techniques that allow mul-
tiple heterogeneous network architectures to coexist on the
same physical substrate and examines relevant future chal-
lenges.

The second article, “Future Internet = Content + Ser-
vices + Management” by Schoenwaelder, Fouquet, Dreo
Rodosek, and Hochstatter, takes the view of a future
Internet user who is more interested in services than the
supporting protocols, derives relevant
service and network management
requirements, and discusses some of
them in detail.

The third article, “With Evolution
for Revolution: the FEDERICA
Approach” by Szegedi, Figuerola,
Campanella, Maglaris, and Cervello
Pastor, discusses the FEDERICA
infrastructure, which extends the vir-
tualization capabilities of current
software/hardware infrastructures in
order to provide a flexible environ-
ment to host disruptive next-genera-
tion architectures.

Finally, the fourth article, “Manag-
ing Interdomain Traffic in Latin
America: Facts and Perspectives” by
Grampin, Gagliano, German, Castro,
Masip-Bruin, and Yannuzzi, outlines
one of the solutions for separation of
the IP address space, the
Locator/Identifier Separation Proto-
col (LISP), and examines its potential
in terms of interdomain traffic man-
agement in Latin America.

We hope that readers of this issue
find the articles informative, and we
will endeavor to continue with similar
issues in the future. We would finally
like to thank all the authors who sub-
mitted articles to this series and the
reviewers for their valuable feedback
and comments on the articles.
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ToPICS IN NETWORK AND SERVICE MANAGEMENT

Network Virtualization:
State of the Art and Research Challenges

N. M. Mosharaf Kabir Chowdhury and Raouf Boutaba, University of Waterloo

ABSTRACT

Recently network virtualization has been
pushed forward by its proponents as a long-term
solution to the gradual ossification problem
faced by the existing Internet and proposed to
be an integral part of the next-generation net-
working paradigm. By allowing multiple hetero-
geneous network architectures to cohabit on a
shared physical substrate, network virtualization
provides flexibility, promotes diversity, and
promises security and increased manageability.
However, many technical issues stand in the way
of its successful realization. This article investi-
gates the past and the state of the art in network
virtualization along with the future challenges
that must be addressed to realize a viable net-
work virtualization environment.

INTRODUCTION

In recent years, the concept of network virtual-
ization has attracted significant attention in the
debate on how to model the next-generation net-
working paradigm that can replace the existing
Internet. Architectural purists view network vir-
tualization as a tool for evaluating new architec-
tures, whereas pluralists conceive virtualization
as a fundamental diversifying attribute of the
next-generation architecture itself [1]. They
believe that network virtualization can eradicate
the so-called ossifying forces of the current Inter-
net by introducing disruptive technologies [1, 2].

Network virtualization is defined by decou-
pling the roles of the traditional Internet service
providers (ISPs) into two independent entities
[2, 3]: infrastructure providers (InPs), who man-
age the physical infrastructure, and service pro-
viders (SPs), who create virtual networks (VNs)
by aggregating resources from multiple InPs and
offer end-to-end services. Such an environment
will proliferate deployment of coexisting hetero-
geneous network architectures free of the inher-
ent limitations of the existing Internet.

In this article we survey the past and the state
of the art of network virtualization, and provide
a better understanding of the key research chal-
lenges. The rest of this article is organized as
follows. First, four somewhat similar ideas (virtu-
al local area networks [VLANSs], virtual private
networks [ VPNs], programmable networks, and
overlay networks) are briefly reviewed. Next, a

reference business model and a conceptual archi-
tecture of a network virtualization environment
(NVE) are presented, identifying the character-
istics and critical design factors to materialize it.
Following this, a number of past and present
research projects on network virtualization and
related concepts are summarized. Finally, a
detailed study of the key issues is presented
emphasizing open research challenges with an
objective to stoke wide interest among
researchers in this field.

HISTORICAL PERSPECTIVE

The concept of multiple coexisting logical net-
works has appeared in the networking literature
several times in the past, and can be categorized
into four main classes: VLANSs, VPNs, active
and programmable networks, and overlay net-
works.

VIRTUAL LocAL AREA NETWORK

A VLAN is a group of logically networked hosts
with a single broadcast domain regardless of
their physical connectivity. All frames in a VLAN
bear a VLAN ID in the medium access control
(MAC) header, and VLAN-enabled switches use
both the destination MAC address and VLAN
ID to forward frames. Since VLANs are based
on logical instead of physical connections, net-
work administration, management, and reconfig-
uration of VLANSs are simpler than in their
physical counterparts. In addition, VLANSs pro-
vide elevated levels of isolation.

VIRTUAL PRIVATE NETWORK

A VPN is a dedicated network connecting multi-
ple sites using private and secured tunnels over
shared or public communication networks like
the Internet. In most cases, VPNs connect geo-
graphically distributed sites of a single corporate
enterprise. Each VPN site contains one or more
customer edge (CE) devices that are attached to
one or more provider edge (PE) routers.

Based on the protocols used in the data
plane, VPNs can be classified into the following
broad categories.

Layer 1 VPN — The layer 1 VPN (L1VPN)
framework emerged in recent years from the
need to extend layer 2/3 (L2/L3) packet switch-
ing VPN concepts to advanced circuit switching
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domains. It provides a multiservice backbone
where customers can offer their own services,
whose payloads can be of any layer (e.g., asyn-
chronous transfer mode [ATM] and IP). This
ensures that each service network has an inde-
pendent address space, an independent L1
resource view, separate policies, and complete
isolation from other VPNs.

Layer 2 VPN — Layer 2 VPNs (L2VPNs) trans-
port L2 (typically Ethernet) frames between par-
ticipating sites. The advantage is that they are
agnostic about the higher-level protocols, and
consequently more flexible than L3VPN. On the
downside, there is no control plane to manage
reachability across the VPN.

Layer 3 VPN — A layer 3 VPN (L3VPN) is
characterized by its use of L3 protocols in the
VPN backbone to carry data between the dis-
tributed CEs. There are two types of L3VPNs.

In the CE-based VPN approach, the provider
network is completely unaware of the existence
of a VPN. CE devices create, manage, and tear
down the tunnels between themselves. Sender
CE devices encapsulate the passenger packets
and route them into carrier networks; when
these encapsulated packets reach the end of the
tunnel (i.e., receiver CE devices), they are
extracted, and actual packets are injected into
receiver networks.

In the PE-based approach, the provider net-
work is responsible for VPN configuration and
management. A connected CE device may
behave as if it were connected to a private net-
work.

Higher-Layer VPNs — VPNs using higher-layer
(e.g., transport, session, or application) protocols
also exist. SSL/TLS-based VPNs are popular for
their inherent advantages in firewall and NAT
traversals from remote locations. Such VPNs are
lightweight, easy to install and use, and provide
higher granularity of control to their users.

ACTIVE AND PROGRAMMABLE NETWORKS

Active and programmable networks research was
motivated by the need to create, deploy, and
manage novel services on the fly in response to
user demands. In addition to programmability,
they also promote concepts of isolated environ-
ments to allow multiple parties to run possibly
conflicting codes on the same network elements
without causing network instability.

Two separate schools of thought emerged on
how to actually implement such concepts.

The Open Signaling Approach — Open sig-
naling takes a telecommunication approach with
a clear distinction between transport, control,
and management planes that constitute pro-
grammable networks, and emphasizes quality of
service (QoS) guarantees. An abstraction layer is
proposed for physical network devices to act as
distributed computing environments with well
defined open programming interfaces allowing
service providers to manipulate network states.

The Active Networks Approach — Active
networks promote dynamic deployment of new

services at runtime within the confinement of
existing networks. Routers or switches in these
networks can perform customized computa-
tions based on the contents of the active pack-
ets and can also modify them. Active networks
allow the customization of network services at
packet transport granularity and offer more
flexibility than the open signaling approach at
the expense of a more complex programming
model.

OVERLAY NETWORKS

An overlay network is a logical network built on
top of one or more existing physical networks.
The Internet itself started off as an overlay on
top of the telecommunication network. Overlays
in the existing Internet are typically implement-
ed in the application layer; however, various
implementations at lower layers of the network
stack do exist.

Overlays do not require or cause any changes
to the underlying network. Consequently, over-
lays have long been used as relatively easy and
inexpensive means to deploy new features and
fixes in the Internet. A multitude of application
layer overlay designs have been proposed in
recent years to address diverse issues, which
include ensuring performance and availability of
Internet routing, enabling multicasting, provid-
ing QoS guarantees, protecting from denial of
service attacks, and content distribution and file
sharing services. Overlays have also been used as
testbeds (e.g., PlanetLab) to design and evaluate
new architectures.

The authors in [1] point out that standard
overlays falter as a deployment path for radical
architectural innovations in at least two ways.
First, overlays have largely been used as a means
to deploy narrow fixes to specific problems with-
out any holistic view. Second, most overlays have
been designed in the application layer on top of
IP; hence, they cannot go beyond the inherent
limitations of the existing Internet.

NETWORK VIRTUALIZATION
ENVIRONMENT

Unlike the existing all-IP Internet, a virtualized
networking environment is a collection of multi-
ple heterogeneous network architectures from
different SPs. Each SP leases resources from one
or more InPs to create VNs, and deploys cus-
tomized protocols and services.

BuUsINESS MODEL

The main distinction between the participants in
the network virtualization model and the tradi-
tional model is the presence of two different
roles, InPs and SPs, as opposed to the single role
of the ISPs [2-4].

InP — InPs deploy and actually manage the
underlying physical network resources. They
offer their resources through programmable
interfaces to different SPs. InPs distinguish
themselves through the quality of resources they
provide, the freedom they delegate to their cus-
tomers, and the tools they provide to exploit that
freedom.

Unlike the existing
all-IP Internet, a
virtualized
networking
environment is a

collection of multiple

heterogeneous
network
architectures from
different SPs. Each
SP leases resources
from one or more
InPs to create VNs
and deploys

customized protocols

and services.
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End users in the net-
work virtualization
model are similar to
those of the existing
Internet, except that
the existence of mul-
tiple VVNs from com-
peting SPs provides
them a wider range
of choice. Any end
user can connect to
multiple VNs from
different SPs for dif-
ferent services.
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B Figure 1. Network virtualization environment.

SP — SPs lease resources from multiple InPs to
create and deploy VNs by programming allocat-
ed network resources to offer end-to-end ser-
vices to end users. An SP can also provide
network services to other SPs. It can also create
child VNs by partitioning its resources and act as
a virtual InP by leasing those child networks to
other SPs (Fig. 1).

End User — End users in the network virtualiza-
tion model are similar to those of the existing
Internet, except that the existence of multiple VNs
from competing SPs provides them a wider range
of choice. Any end user can connect to multiple
VNs from different SPs for different services.

ARCHITECTURE

In an NVE the basic entity isa VN. A VN is a
collection of virtual nodes connected together by
a set of virtual links to form a virtual topology,
which is essentially a subset of the underlying
physical topology. Each virtual node is hosted on
a particular physical node, whereas a virtual link
spans over a path in the physical network and
includes a portion of the network resources
along the path.

Each VN is operated and managed by a sin-
gle SP, even though the underlying physical
resources might be aggregated from multiple
InPs. Figure 1 depicts two VNs, VN1 and VN2,
created by service providers SP1 and SP2,
respectively. SP1 composed VN1 on top of the
physical resources managed by two different
InPs (InP1 and InP2), and provides end-to-end
services to end users U2 and U3. SP2, on the
other hand, deployed VN2 by combining
resources from infrastructure provider InP1 with
a child VN from service provider SP1. End users
Ul and U3 are connected through VN2.

The owner of a VN is free to implement end-
to-end services by deploying custom packet for-

mats, routing protocols, forwarding mechanisms, as
well as control and management planes. As men-
tioned earlier, end users have the choice to opt in
to any VN. For example, U3 is subscribed to VN1
and VN2 managed by SP1 and SP2, respectively.

ARCHITECTURAL PRINCIPLES

Network virtualization propounds the following
principles for the next-generation networking
paradigm.

Coexistence — Coexistence of multiple VNs is
the defining characteristic of an NVE [1-3]. It
refers to the fact that multiple VNs from differ-
ent SPs can coexist together, spanning over part
or full of the underlying physical networks pro-
vided by one or more InPs. In Fig. 1, VN1 and
VN2 are two coexisting VNG.

Recursion — When one or more VNs are
spawned from another VN creating a VN hierar-
chy with parent-child relationships, it is known as
recursion as well as nesting of VNs [5]. Service
provider SP1 in Fig. 1 leased away a portion of
its allocated resources to SP2, to whom it
appears simply as a virtual InP.

Inheritance — Child VNs in an NVE can inher-
it architectural attributes from their parents,
which also means that the constraints on the
parent VN automatically translate to similar
constraints on its children [5]. For example, con-
straints imposed by InP2 will automatically be
transferred to VN2 from VNI through inheri-
tance. Inheritance allows an SP to add value to
the spawned child VNs before reselling them to
other SPs [3].

Revisitation — Revisitation [6] allows a physi-
cal node to host multiple virtual nodes of a sin-
gle VN. Use of multiple logical routers to handle
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diverse functionalities in a large complex net-
work allows an SP to logically rearrange its net-
work structure and to simplify the management
of a VN. Revisitation can also be useful for cre-
ating testbed networks. Figure 1 provides an
example of revisitation in VN2.

DESIGN GOALS

The design goals for successfully realizing net-
work virtualization have been addressed by dif-
ferent research groups. In order to materialize
network virtualization, each of these design cri-
teria should be fulfilled.

Flexibility — Network virtualization must pro-
vide freedom in every aspect of networking.
Each SP should be free to implement arbitrary
network topology, routing and forwarding func-
tionalities, and customized control protocols
independent of the underlying physical network
and other coexisting VNs. For example, deploy-
ing source routing in today’s network depends
much on consensus among ISPs; in a virtualized
environment, the owner of a VN should be able
to offer source routing without having to coordi-
nate with any other parties.

Manageability — By separating SPs from InPs,
network virtualization will modularize network
management tasks and introduce accountability
at every layer of networking [3]. It must provide
complete end-to-end control of the VNs to the
SPs, obviating the requirement of coordination
across administrative boundaries seen in the
existing Internet.

Scalability — Coexistence of multiple networks
is one of the fundamental principles of network
virtualization. Scalability is an indispensable part
of this equation. InPs in an NVE must scale to
support an increasing number of coexisting VNs
without affecting their performance.

Isolation — Network virtualization must ensure
isolation between coexisting VNs to improve fault
tolerance, security, and privacy. Network proto-
cols are prone to misconfigurations and imple-
mentation errors. Virtualization must ensure that
misconfigurations in one VN are contained within
itself and do not affect other coexisting VNS.

Stability and Convergence — Isolation
ensures that faults in one VN do not affect other
coexisting VNs, but errors and misconfigurations
in the underlying physical network can also
destabilize an NVE. Moreover, instability in the
InPs (e.g., routing oscillation) can lead to insta-
bility of all hosted VNs. Virtualization must
ensure the stability of an NVE, and in case of
any instability the affected VNs must be able to
successfully converge to their stable states.

Programmability — To ensure flexibility and
manageability, programmability of the network
elements is an indispensable requirement. Only
through programmability can SPs implement
customized protocols and deploy diverse ser-
vices. Two pressing questions in this respect
must have satisfactory answers: “How much pro-
grammability should be allowed?” and “How

should it be exposed?” A win-win situation must
be found where programmability is easy, effec-
tive, and secure at the same time.

Heterogeneity — Heterogeneity in the context
of network virtualization comes mainly from two
fronts: first, heterogeneity of the underlying net-
working technologies (e.g., optical, wireless, and
sensor); second, each end-to-end VN, created on
top of that heterogeneous combination of underly-
ing networks, can also be heterogeneous. SPs must
be allowed to compose and run cross-domain end-
to-end VNs without the need for any technology-
specific solutions. Underlying infrastructures must
also be capable of supporting heterogeneous pro-
tocols and algorithms implemented by different
SPs. In addition, heterogeneity of end-user devices
must also be taken into account.

Legacy Support — Legacy support or back-
ward compatibility has always been a matter of
deep concern while deploying any new technolo-
gy. Conceptually, network virtualization can easi-
ly integrate legacy support by considering the
existing Internet as just another VN in its collec-
tion of networks; but whether and how it can be
done efficiently remains an open challenge.

NETWORK VIRTUALIZATION
PROJECTS

Over the years, the term virtual network has been

used to describe different projects on VPNs,

overlay networks, and active or programmable
networks. But very few of them actually followed
the pluralist view of network virtualization. In

Table 1 we summarize the most significant past

and on-going projects directly or indirectly relat-

ed to network virtualization based on the follow-
ing set of characteristics:

* Networking technology: A handful of network
virtualization prototypes have been devel-
oped for specific networking technologies
with an aim to exploit unique characteristics
of those networks to enable virtualization.
Such projects include X-Bone for IP net-
works, Tempest targeting ATM networks,
and the very recent GENI initiative that will
be agnostic to any specific technology.

* Layer of virtualization: Influenced by the
existing Internet, researchers have naturally
approached network virtualization in a lay-
ered manner. As a result, many projects
have attempted to virtualize different layers
of the network stack, starting from the
physical layer (UCLP) and continuing up to
the application layer (VIOLIN).

* Architectural domain: Most projects have
focused on particular architectural domains,
which dictate the design choices made in the
construction of architectures and services that
can be offered on those platforms. Examples
include network management (VNRMS), vir-
tual active networks (NetScript), and spawn-
ing networks (Genesis).

* Level of virtualization: To enable network
virtualization, one must virtualize the nodes,
links, and every other resource in the net-
work. The level of virtualization refers to

Network virtualiza-
tion must provide
freedom at every

aspect of network-

ing. Each SP should
be free to implement

arbitrary network
topology, routing

and forwarding func-

tionalities, and cus-
tomized control
protocols indepen-
dent of the
underlying physical
network and other
coexisting VNS.
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VNRMS [7] Virtual network management ATM/IP Node/Link
Tempest [8] Enabling alternate control architectures ATM Link

NetScript [9] Dynamic composition of services IP Network Node
Genesis [5] Spawning virtual network architectures Network Node/Link
VNET [10] Virtual machine Grid computing Link Node
VIOLIN [11] Deploying on-demand value-added services on IP overlays IP Application Node
X-Bone [6] Automating deployment of IP overlays IP Network Node/Link
PlanetLab [12]  Deployment and management of overlay-based testbeds IP Application Node
UCLP Dynamic provisioning and reconfiguration of lightpaths SONET Physical Link
AGAVE [4] End-to-end QoS-aware service provisioning IP Network

GENI Creating customized virtual network testbeds Heterogeneous

VINI [13] Evaluating protocols and services in a realistic environment Link

CABO [3] Deploying value-added end-to-end services on shared infra- Heterogenaous Full

B Table 1. Characteristics of different network virtualization projects over the years.

structure

the granularity at which each VN can
administer itself. At one end of this spec-
trum, node virtualization creates VNs by
connecting virtual nodes on different physi-
cal nodes (e.g., PlanetLab). At the other
end, CABO proposes the concept of true
plurality where each VN has a semblance of
the native network.

It can be noticed from Table 1 that over time,
research on network virtualization has shifted
focus toward creating a holistic and generalized
NVE that features a completely virtualized (vir-
tualization of all network elements), highly cus-
tomizable (virtualization at lower layers), and
technology-agnostic (creation of VNs over a het-
erogeneous combination of underlying networks)
networking facility for the future Internet.

RESEARCH CHALLENGES

Most of the existing research work related to net-
work virtualization can at best be described as
attempts to fix existing problems, rather than a
conscious and focused push to build a complete
NVE. As a result, several aspects of network vir-
tualization remain unexplored, and many others
require modification and improvement. In this
section we summarize the key issues to be
resolved for the realization of an NVE.

INTERFACING

Every InP must provide an interface, following
some standard, so that SPs can communicate
with them and express their requirements. In
addition, standard interfaces are also required to

make programmability of network elements
available to the SPs. On a similar note, appropri-
ate interfaces between end users and SPs, as well
as among multiple InPs and among SPs must
also be identified and standardized.

SIGNALING AND BOOTSTRAPPING

Before creating a VN, an SP must already have
network connectivity to the InPs in order to
issue its requests. This introduces circularity
where network connectivity is a prerequisite to
itself [3]. There must also be bootstrapping capa-
bilities to allow SPs to customize the virtual
nodes and virtual links allocated to them through
appropriate interfaces. Both requirements call
for at least another network that will always be
present to provide connectivity to handle these
issues, or an out-of-band mechanism to perform
signaling and bootstrapping.

RESOURCE AND TOPOLOGY DISCOVERY

In order to allocate resources for requests from
different SPs, InPs must be able to determine
the topology of the networks they manage as
well as the status of the corresponding network
elements (physical nodes and interconnections
between them, remaining capacities in nodes
and links, etc.). Furthermore, two adjacent InPs
must also be able to instantiate cross-domain vir-
tual links to enable end-to-end VNs.

From an SP’s point of view, a VN should be
able to discover the presence and topologies of
other coexisting VNs. This will allow VNs to
communicate, interact, and collaborate between
themselves to provide larger complex services.
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RESOURCE ALLOCATION

Efficient allocation and scheduling of physical
resources among multiple VN requests is extreme-
ly important in order to maximize the number of
coexisting VNs, and increase the utilization and
revenue of the InPs. The allocation of resources
with constraints on virtual nodes and virtual links,
also known as the VN embedding problem, can be
represented using a mixed-integer program (MIP)
[14]. Solving an MIP is known to be NP-hard; so
is finding optimal VN embedding.

Existing heuristic-based solutions focus on
two major versions of the problem in the single-
InP scenario: offline, where all the SPs’ requests
are known in advance, and online, the opposite.
Even though various constraints and objectives
make this problem computationally intractable,
the presence of multifarious topologies and pos-
sible opportunities to exploit them still leave
enough room for research on customized solu-
tions and better approximation algorithms. In
addition, VN embedding across multiple InPs is
still a virtually untouched problem.

ADMISSION CONTROL AND USAGE POLICING

When establishing a VN, an SP may require spe-
cific guarantees for its VNs’ attributes as well as
its virtual links’ characteristics. InPs must per-
form accurate accounting, and implement admis-
sion control and distributed usage policing
algorithms to ensure that they can deliver the
guaranteed performance, and the hosted VNs do
not exceed allocated resources either locally or
globally. However, algorithms must be devel-
oped for complete VNs, instead of existing
admission control or policing algorithms for indi-
vidual nodes or links.

VIRTUAL NODES AND VIRTUAL LINKS

Virtual nodes allow multiple SPs to share the
same set of physical resources and implement
separate customized control protocols on them.
Until now, router vendors have promoted virtual
nodes as a tool for simplifying core network
design, decreasing capital expenditure (CAPEX),
and VPN purposes. A similar concept can be
extended with programmability to create sub-
strate routers that allow each SP to customize
their virtual nodes. Scalability of an NVE is
closely tied to scalability of the physical elements
used by the InPs. Research in this direction
should focus on increasing the number of virtual
nodes any single physical router can hold.

To realize network virtualization, links
between virtual nodes must also be virtualized.
The ability to create tunnels over multiple physi-
cal links already exists in the context of VPNs.
Similar tunneling mechanisms can also be used
in VNs. The speed of transporting packets across
a virtual link should be comparable to that of a
native link, which translates into minimum
encapsulation and multiplexing cost.

NAMING AND ADDRESSING

Mapping between different address contexts is a
well-known problem in the existing literature.
But in the presence of different, often incompat-
ible, addressing requirements in different VNG, it
becomes even more complicated [15].

Naming and addressing should be decoupled
in an NVE so that any end user can move from
one SP to another with a single identity. Even
though the concept of being simultaneously con-
nected to multiple VNs from different SPs
sounds similar to multihoming, the problem is
exacerbated by the possible heterogeneity among
different VNs [15].

MoBILITY MANAGEMENT

In an NVE, mobility of the devices must be sup-
ported congenitally, not using makeshift solu-
tions as in the existing Internet. Mobility in this
context does not just refer to its simplest form
(i.e., geographic mobility of end user devices);
routers in the core network can also move
around using migration techniques. As a result,
finding the exact location of any device at a par-
ticular moment and routing packets accordingly
is a complex issue that needs simple solutions. In
addition, end users can also move logically from
one VN to another in order to access different
services, which further complicates the problem.

IMONITORING, CONFIGURATION, AND
FAILURE HANDLING

To enable individual SPs to configure, monitor,
and control their VNs irrespective of others, con-
siderable changes are required from the level of
network operations centers (NOCs) to intelligent
agents at lower-level network elements. The con-
cept of MIBlets [7] (partitioned management
information bases [MIBs]) to gather and process
performance statistics for each of the coexisting
VN instead of using a common MIB can be a
good starting point. But a full-fledged robust moni-
toring framework needs more attention and effort.

Failures in the underlying physical network
components can give rise to cascading series of
failures in all the VNs directly hosted on those
components. Detection, propagation, and isola-
tion of such failures, as well as protection and
restoration from them are all open research
challenges.

SECURITY AND PRIVACY

Isolation between coexisting VNs can only provide
a certain level of security and privacy through the
use of secured tunnels, encryptions, and so on; but
it does not obviate the prevalent threats, intru-
sions, and attacks to the physical layer and VNs.
In addition to that, security and privacy issues spe-
cific to network virtualization must also be identi-
fied and explored. For example, programmability
of the network elements can increase vulnerability
if secure programming models and interfaces are
unavailable. All these issues require close exami-
nation to create a realistic NVE.

INTEROPERABILITY ISSUES

End-to-end VNs can span across multiple admin-
istrative domains, each using possibly heteroge-
neous networking technologies and management
frameworks. Enabling virtualization in each of
these technologies requires specific solutions for
provisioning, operation, and maintenance. Inter-
actions between such contrasting underlying
infrastructures, while providing a generic and
transparent management interface for SPs to

|
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physical resources
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requests is extremely
important in order to
maximize the
number of
coexisting VVNs and
to increase the
utilization and
revenue of the InPs.

IEEE Communications Magazine * July 2009

25

nts | Zoomin | Zoomout | Front Cover | Search Issue | Next Page


http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=14602&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.qmags.com&id=14602&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.comsoc.org&id=14602&adid=logo
http://www.qmags.com/clickthrough.asp?url=www.comsoc.org&id=14602&adid=logo

IEEE - -
(Gommunications

Previous Page | Contents | Zoomin | Zoom out | Front Cover | Search Issue | Next Page

Project Link

4WARD http://www.4ward-project.eu/
AKARI http://akari-project.nict.go.jp/

CABO United States  http://www.cs.princeton.edu/~jrex/virtual.html
Clean Slate  United States  http://cleanslate.stanford.edu/

GENI United States  http://www.geni.net/

NouVeau http://netlab.cs.uwaterloo.ca/virtual/
PlanetLab United States  http://www.planet-lab.org/

Trilogy http://www.trilogy-project.org/
UCLP http://www.uclp.ca/

VINI United States  http://www.vini-veritas.net/

X-Bone United States  http://www.isi.edu/xbone/

B Table 2. Recent network virtualization related projects.

easily compose and manage VNs, remains a
daunting task. In addition, identification of the
necessity, scope, and required interfaces for end-
to-end communication across multiple VNs
deserves close scrutiny.

NETWORK VIRTUALIZATION ECONOMICS

Unlike traditional networks where bandwidth is
the chief commodity, virtual nodes are equally
important as virtual links in an NVE. SPs are the
buyers in this economy, whereas InPs are the
sellers. There can also be brokers who act as
mediators between the buyers and sellers. End
users also participate as buyers of services from
different SPs.

Traditionally, there are two general types of
marketplaces: centralized and decentralized.
Centralized marketplaces are efficient, but vul-
nerable and not scalable. On the other hand,
fully decentralized marketplaces are extensible
and fault-tolerant, but prone to malicious behav-
ior and inefficiency. To find a trade-off between
these two options, existing work on peer-to-peer
(P2P) marketplaces can be extended to the
domain of network virtualization.

CONCLUSION

Amid current trends of virtualizing practically
every aspect of computing (e.g., operating sys-
tems, servers, and data centers), network virtual-
ization stands at a unique point in the
virtualization design space. On one hand, it is
necessary to have a virtualized network to inter-
connect all other virtualized appliances to give
each of the virtual entities a complete semblance
of their native counterparts.

On the other hand, after enjoying years of
rapid growth, the progress of the Internet and
networking in general has come to a standstill.
Most researchers now agree that a redesign is a

bare necessity, not luxury. Network virtualization
can take a leading role in this scenario to pro-
mote innovation through disruptive technologies.
This realization has given birth to several pro-
jects all over the world that are directly or indi-
rectly related to network virtualization (Table 2).

The materialization of an NVE needs to sat-
isfy the requirements set by its characteristics
and design goals, but fulfilling these require-
ments is not so easy. More insights into the chal-
lenges outlined in this article are needed for an
open, flexible, and heterogeneous networking
environment to become a reality.
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ToPICS IN NETWORK AND SERVICE MANAGEMENT

Future Internet = Content + Services +
Management

Jurgen Schénwaélder, Jacobs University Bremen
Marc Fouquet, Technical University of Munich
Gabi Dreo Rodosek and Iris C. Hochstatter, Universitat der Bundeswehr Miinchen

ABSTRACT

While the term future Internet has gained a
lot of interest recently, there is little agreement
on what this term means or what the future
Internet looks like. By taking the viewpoint of an
Internet user who is interested in using Internet
services and not so much in the protocols that
move data around, we first describe some possi-
ble future Internet services. In a second step we
derive some network and service management
requirements, and discuss some of them in more
detail.

INTRODUCTION

The term future Internet has gained a lot of inter-
est recently, and since several research funding
organizations have decided to support the devel-
opment of the future Internet, a growing num-
ber of research projects are being established.
There is, however, currently no agreement on
what the technology of the future Internet will
look like; nor is there agreement on what the
goals of the various competing future Internet
activities are. While many discussions in this
context focus on technical aspects (e.g., how
naming, addressing, or routing should be done in
a future Internet), we believe that it is necessary
to approach the design space from the service
perspective.

We start our discussion with the observation
that the current Internet provides services that
only just work. As Mark Handley explains [1],
the Internet’s success has been that it basically
provides 80 percent of the capability of an ideal
network for 20 percent of the cost, and he points
out that major changes were often last minute
fixes to deal with an imminent problem; major
architectural changes have become difficult in
recent years. The Internet has reached a size
where improvements to make the core Internet
technology a bit nicer do not have much chance
to succeed. This is one of the reasons some peo-
ple believe it is time to work on a disruptive new
Internet architecture and technology [2].

We approach the question of what a future
Internet might be from a different, much less
protocol-oriented perspective. For ordinary peo-

ple, the Internet is defined by the set of services
it provides. Most people associate the Internet
with easy access to information and search
engines, the availability of video, music, or gen-
eral entertainment services, and access to online
trading platforms, personal communication ser-
vices, or social networking platforms. How the
underlying network realizes these services is not
important to the majority of Internet users. We
therefore believe that it is necessary to approach
the question of what a future Internet is by look-
ing at the users of the Internet and the services
they are likely to want to use in the future. Once
we understand the driving factors, we can go
back to the drawing board to identify the
requirements the underlying communication net-
work has to fulfill.

Our discussion in this article focuses on
requirements impacting the network and service
management plane of future networks. The
remainder of this article is structured as follows.
The next section discusses services we envision
for the future Internet. We then identify net-
work and service management requirements
before we discuss some of them in more detail.
We summarize our conclusions in the final sec-
tion.

FUTURE INTERNET SERVICES

In this section we try to paint a picture of the
future. To do so, we need to be aware of the col-
ors and brushes we have at our disposal. In par-
ticular, we need to understand which
technologies enable the creation of new services
that were not possible before. Furthermore, we
need to know how and why humans use online
services, as this enables us to judge how likely it
is for a scenario to become reality. To this end,
we need to understand enabling technologies,
but we should also take a look at which services
are attracting early adopters.

KEY TECHNOLOGIES AND DRIVING FORCES

The following key technologies will enable the
development of future services:

» Ubiquitous good quality and cheap network
access: With the availability of high-quality opti-
cal wired networks and the increase of band-
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The Internet needs
to be treated as a
critical infrastructure
similar to power
grids or fresh water
supplies. However,
the means to
achieve a high level
of dependability are
likely very different:
instead of hierarchi-
cal control structures,
the Internet is much
more likely to
achieve dependability
using massively dis-
tributed approaches.

width and quality of wireless networks, we can
assume that connectivity is ubiquitous and cheap.
In fact, we assume that network access is as
widespread as access to electricity.

*Novel human-computer interaction
techniques: The availability of cheap and com-
pact sensor technology and new display tech-
nologies will revolutionize the way we interact
with computers. Interaction with computers
through gestures and displays embedded into
everyday objects will change the way we experi-
ence computers [3]. Significant innovation can
be expected in this area since novel human-com-
puter interaction techniques help to distinguish
products; hence, there is a clear incentive for
companies to invest in this research area.

e Sensors and availability of rich context infor-
mation: Sensor technology will not only enable
new human-computer interaction styles but also
drive new applications. We expect that sensors
will be integrated in many everyday products,
giving us access to rich contextual information
[4]. Ubiquitous access to sensor data will enable
applications we cannot imagine nowadays.

e User-generated content and services
(mashups): Technologies supporting user-gener-
ated content and services are developing quickly.
The next big step is in mashup technologies,
allowing users to combine existing content and
services easily to provide novel integrated for-
mats and services [5]. Semantic Web technolo-
gies might play an important role here once they
become mature enough and accessible to a large
user base.

From the perspective of ordinary Internet
users, we believe that the following driving
forces will shape the evolution of the Internet:

¢ Personalized services: Personalized services
will become widespread on the Internet [6].
Starting from personalized and context-aware
search results, we will see an increasing number
of media productions targeting special interest
groups, and entertainment services adapting to
our preferred music or movie style and our cur-
rent context and mood.

Closely related to personalized services are
social networks that connect us with our friends
and other people who share our interests. They
depict a digital reflection of personal relation-
ships and give us an important basis for ques-
tions of identity and trust in the Internet. Social
networks will become mobile and also context
aware in the near future.

* Privacy and anonymity: Privacy and anonymi-
ty will become increasingly important for Inter-
net users [7]. While the awareness of these issues
might be somewhat underdeveloped in today’s
Internet users, there are signs that this is going
to change. There is already a market of special-
ized companies that offer Internet privacy ser-
vices to (famous) people, and we expect that the
sensitivity of ordinary Internet users to privacy
and anonymity concerns will increase as well.

* Computing and software as a network-centric
service: The era of personal computers installed
with a large number of different applications is
coming to an end. In the future we will see much
simpler clients using network provided storage
and software provided as a service. This frees
users from dealing with nasty things such as

backups and software updates. In addition, com-
puting power can be accessed when needed
through dedicated networked servers (sometimes
called cloud computing [8]), reducing costs and
system maintenance overhead.

* Availability, reliability, and security: Depend-
ability and, in particular, availability, reliability,
and security will be of major concern to Internet
users as they increasingly depend on Internet
services [9, 10]. The Internet needs to be treated
as a critical infrastructure similar to power grids
or fresh water supplies. However, the means to
achieve a high level of dependability are likely
very different — instead of hierarchical control
structures, the Internet is much more likely to
achieve dependability using massively distributed
approaches.

With this understanding of key enabling tech-
nologies and driving forces in mind, we are
ready to paint a picture of some future Internet
services.

EXAMPLES OF FUTURE INTERNET SERVICES

We expect that a large number of new Internet
services will be created in the future. Due to
space constraints, we limit our discussion to a
small collection of future services. We hope our
selection provides good coverage of the spec-
trum of novel services we envision.

DISTRIBUTED STORAGE WITH GUARANTEES

Centralized data storage on media such as hard
disks or DVDs has several disadvantages. The
information is not available everywhere, old revi-
sions of files are usually not archived, and the
physical media have limited lifetimes. As many
private computer users do not make regular
backups, there is a high risk of losing data of
high personal value (e.g., holiday photos, audio
recordings, or personal videos).

In the future we expect that personal data
will be saved in fully distributed storage net-
works. Storage services will offer virtually unlim-
ited amounts of memory, they will keep a history
of all changes to the user’s files, they will make
data accessible from anywhere on a wide range
of different devices, they will provide privacy ser-
vices, and they will offer storage guarantees
(e.g., that the service maintains a certain number
of redundant copies).

Several prototypes of fully distributed storage
services based on peer-to-peer technologies
already exist. However, these prototypes usually
lack some of the mentioned features, the provid-
ed storage capacity is usually limited, systems
often assume that contributing storage devices
are located in more traditional computers, and
they do not directly interface with devices such
as cameras, multitouch displays embedded into
furniture, or intelligent clothing.

COMPLETE LIFE REPLAY

As enough (networked) storage becomes avail-
able, and microphones and cameras become
smaller and smarter, it will be possible for peo-
ple to record large portions of their life. Already
today there are people who constantly carry a
camera with them, which records everything they
see. However, there is a lot more potential in
this technology. The data collected by micro-
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phones and cameras can be combined with infor-
mation originating from our usage of other tech-
nical devices (e.g., cars or bikes) and from
sensors embedded into everyday objects.

This will help us answer questions like “What
was the name of that nice restaurant in Rome I
visited last spring?” by simply replaying the rele-
vant part of the recording of our life. Technically
speaking, the major challenges are seamless inte-
gration of various data sources and automated
indexing to support efficient retrieval of relevant
information. For obvious reasons, effective pri-
vacy protection must be built into such a life
replay service.

HEALTH SERVICES

Medical services provided by physicians will
undergo major changes. The availability of cheap
networked health monitoring devices and
advanced sensors embedded into everyday
objects will provide physicians with detailed data
about our bodies. Persons with special risks will
provide direct access to data about essential
body functions to physicians, and it can be envi-
sioned that online body monitoring services will
become available, promising fast help in case of
emergency.

With the availability of larger amounts of
medical data, there will be a trend toward per-
sonalized medicine. Personalized medicine starts
with the selection of combinations of pharma-
ceuticals optimized for the specific condition of
the patient, and it might end with the production
of personalized drugs combining chemicals in
specific ways to optimize the positive effects for
the patient while reducing unwanted side effects.

In the context of health services, we also
envision new forms of online diagnostics. Ques-
tions such as “Am I pregnant?” might be
answered by consulting a dedicated medical
semantic search system and allowing it to access
data collected by sensors installed in your bath-
room. Many standard diagnostic tasks can poten-
tially be provided as online services linked to
medical mashups integrating pharmaceutical
manufacturers, traders, online communities, and
specialized semantic search systems.

PERSONALIZED AND
MIXED-REALITY ENTERTAINMENT

We envision further personalization of online
entertainment services. Online offerings of
music, movies, or games will not only take into
account our rather static preferences in different
music styles or types of games, but also our
broader context, and in particular our current
mood, abilities, and interests. Online radio sta-
tions will provide the music that best matches
our current activities. Depending on whether
you are currently cooking or cleaning the
kitchen, you might receive different styles of
music, and the songs played might even be
selected based on the time available for carrying
out an activity.

In general, we expect a growing mixture of
real-world artifacts and artifacts that exist only
in virtual worlds. So-called mixed-reality inter-
faces will enable new ways to participate in mas-
sively multiplayer online games (MMOGs).
MMOG:s are already played by millions of users,

and the numbers are still growing. In these
games social interaction is essential, as players
form groups and solve quests together. With
seamless integration of reality with virtual
worlds, group forming and group interaction will
lead to new experiences.

REQUIREMENTS OF
MANAGING FUTURE SERVICES

As already indicated, the future Internet and the
provided future services will change our lives,
and especially the way we communicate and use
our environment. Personalized services, data,
and content will be accessible from everywhere
by using heterogeneous equipment adapting
automatically to the specifics of the underlying
networks and the surrounding infrastructure.
Future services will change the way users com-
municate and interact with each other (e.g.,
social networks, collaborative services). In addi-
tion, users will become more and more transpar-
ent as they will be constantly scanned by sensors,
monitored by cameras, tracked (location), and
profiled. If the underlying technologies and ser-
vices are changing so dramatically, what are the
management implications?

In contrast to traditional management
approaches, where management is out-of-band,
more or less centralized, and mostly added on
later, the services of the future Internet require
us to think of management issues already at the
design phase of new services. As we all agree that
management must not be an afterthought, a
more detailed discussion is needed whether the
management of the future Internet will be in-
band or out-of-band, or even a mixture of both
types. If we consider the millions of devices that
need to be managed, we soon come to the con-
clusion that we need a new management
paradigm to cope with those new challenges. Tra-
ditional out-of-band management is not designed
to manage such a large number of managed
objects. We have to think of new self-manage-
ment approaches. Management needs to increas-
ingly be part of the functionality of a managed
object, not something that can be added after-
wards. The authors believe that the strict differ-
entiation between control and management
planes (and even the user plane) will diminish.

The objective of this section is to identify
requirements of managing future services, and
classify them into those that can be fulfilled with
traditional management approaches we are
already familiar with, and those that are com-
pletely new. In more detail, the latter ones are:

*Content and context as managed objects: Tra-
ditionally, a managed object is the abstract rep-
resentation of network resources and services
that are managed. In the context of the future
Internet, we have to consider new types of man-
aged objects. We are not only dealing with man-
aged objects representing resources associated
with devices, networks, and services, but also
with new managed objects: content and context.
The modeling and integration of these new man-
aged objects into management processes and
supporting management platforms must be inves-
tigated.

|
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users and the
numbers are still
growing. In these
games, social interac-
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players form groups
and solve quests
together. With seam-
less integration of
reality with virtual
worlds, group form-
ing and group inter-
action will lead to
new experiences.
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One important
aspect of future
service management
is moderation.
Similar to today’s
web forums, any
kind of service that
involves creativity by
the users or interac-
tion between users
will need some kind
of moderation to
ensure that all
participants work
together for mutual
advantage.

* Users acting as service providers: Currently,
we have a situation in which we have a large
number of users using services and relatively few
service providers. In the future Internet this will
change since users themselves may act as pro-
viders. For example, a photographer can sell pic-
tures of a specific event due to the network or
even act as his/her own stream broadcaster. And
considering car-to-car communication, a car may
inform other cars about a problem on the street.
Once users act as service providers, a modera-
tion of services becomes an important manage-
ment requirement. This by itself is not
necessarily a novel aspect. However, with the
distribution and increasing number of services,
effective moderation mechanisms become of
immense importance.

* Personalization of services: The current Inter-
net provides mass services with no or little per-
sonalization. In the future services will be heavily
personalized, either user-oriented or group-ori-
ented. Personalization means not only defining
parameters that can be configured, but services
also need to be aware of the situation, context,
and location. Thus, personalization includes a
rather static component and a component that
dynamically adapts to the specific situation, con-
text, or location.

*Seamless access to services and session mobil-
ity: A new challenge is to access services, data,
and content regardless of the underlying tech-
nology or used equipment. Besides roaming
issues, aspects such as the heterogeneity and
capabilities of end systems (smart phones, tablet
PCs, gaming devices, cell phones, etc.) need to
be managed. Session mobility addresses several
management aspects such as tracking the set of
active devices for a user and routing to the opti-
mal device. Devices must register and authenti-
cate themselves on behalf of a particular person
whenever they detect an authorized user nearby.

* Privacy of services and content: Although pri-
vacy is not a new requirement, privacy aspects
gain importance in the area of future services.
They may become so important that users want
to use privacy services to anonymize their move-
ments in the ambient environment (not only
their location or accessed Web site, but also
other data collected by sensors or other devices,
mostly not even known by the users).

e Self-X management: Due to the millions of
objects that need to be managed and the associ-
ated scalability problems, it is necessary to
rethink existing management approaches. A cen-
tralized approach (also hierarchical manage-
ment) cannot address these challenges
adequately. Self-X management is a new
paradigm where a managed object reacts to its
environment in an autonomous way, according
to its rules. This paradigm seems to be a promis-
ing approach, and requires new concepts to be
developed, such as coordination protocols and
learning capabilities of managed objects.

* Awareness: Services need to be context-, sit-
uation-, location-, or even mood-aware. Thus, it
is necessary to model concepts such as situation,
context, and mood, and address these concepts
from the management perspective. Challenges
are caused by the many dependencies that can
exist between services, situation, content, and

context. For example, in a hospital certain ser-
vices are automatically forbidden (e.g., cell
phones are not allowed in intensive care rooms).

*Security: Since users are confronted with
sensors, cameras, mobiles, networking devices,
and so on all over, every device collecting sensi-
tive data, it is more then ever important that
security is ensured. The vision is that users have
secure, trusted, and ubiquitous access to ser-
vices. It is necessary to stress that traditional
security approaches, which are more or less cen-
tralized, fail in such distributed environments,
and that new approaches in terms of ambient
security are required. The aspect of the quality
of security needs to be approached as well.

e [dentity and trust management: Management
of identities and trust is closely related to securi-
ty management, but also has privacy implica-
tions. Service providers need to trust the user’s
identity to ensure payment and prevent fraud,
but at the same time the user is interested in
limiting the amount of shared personal informa-
tion and the ability of providers and third parties
to collect information by combining the user’s
profiles from different services. Temporary iden-
tities provided by a trusted party may be a solu-
tion here. Equally important is proof of the
identity of a service provider to the user.

Besides the identified new requirements, we
also have to deal with known aspects such as ser-
vice life cycle management, quality of service
management, and the known general areas of
management such as fault, configuration,
accounting, performance, and security.

IMPLICATIONS FOR NETWORK AND
SERVICE MANAGEMENT

In this section we discuss selected network and
service management aspects of the future Inter-
net in more depth with a particular focus on
aspects not yet widely addressed by the research
community.

MODERATION OF SERVICES

One important aspect of future service manage-
ment is moderation. Similar to today’s Web
forums, any kind of service that involves creativi-
ty by users or interaction between users will
need some kind of moderation to ensure that all
participants work together for mutual advantage.

* Copyright moderation: The rights of content
creators must be respected. On one hand, this
implies that users do not publish illegal copies of
movies and other copyrighted and protected
works; on the other hand, users are also creative,
so their rights have to be respected as well. A
balance between these two aspects has to be
found.

* Peacekeeping: In the anonymity of the Inter-
net, some people tend to replace arguments with
insults. Moderation is necessary here to keep the
peace in each service’s community.

* Other illegal or offending content: Of course,
there is a lot more potential for illegal or offen-
sive user-created content. For example, it must
be ensured that inappropriate content is not
made available to children.

It may be possible to automate parts of these
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tasks (e.g., by filtering certain keywords). How-
ever, users may find ways to render such filters
ineffective. Automated filters also have the
problem of creating false positives and removing
legitimate content. Therefore, human modera-
tors will always be required as a final authority.
However, it may be possible to place at least
parts of the moderation authority into the hands
of the service’s community (e.g., by employing

reputation systems).

As described earlier, there is an increasing
trend of users taking the role of content and
even service providers. Many users will not be
able to properly moderate their own services,
even though they are legally responsible for
them. Therefore, moderation itself could also be
offered as an external service by a third party

service provider.

PRIVACY MANAGEMENT

In the future sensors will collect lots of personal
data about every one of us. With the availability
of cheap and reliable online storage, this sensi-
tive data may be saved not on the user’s hard
disk but by some service provider that may even
be located in a different country than the user.
Therefore, the user must be sure that the saved

data is not compromised.

Companies have strong incentives to use
personal data (e.g., for personalized advertis-
ing) or even sell the data to third parties. Fur-
thermore, employees of the companies may try
to steal personal data for their own benefit.
Recent years have also shown that many gov-
ernments are interested in any data they can
get for law enforcement and the prevention of

terrorism.

There is still a lack of awareness regarding
privacy issues today; people tend to give their
addresses, phone numbers, and email addresses
easily. However, life replays and health data are
much more sensitive information. Most people
will not want to store such data online or equip
their house with sensors unless they can be sure

that their privacy is protected.

When a service is used, it must be possible
for the user to selectively reveal private informa-
tion or give sensor access to the service provider
based on the desired level of personalization.
The user has to be allowed to control access to
this data; that is, private information must not
be given away to third parties without the user’s
approval. The user must be able to withdraw the

usage rights at any time.

We regard privacy management as a major
unsolved issue regarding future Internet services.
Already today it is impossible for the average
user to track what personal information has
been given to whom. Therefore, we think that
there will be novel privacy management services
that help users control their private information.

SECURITY MANAGEMENT

As we all know, there are many unsolved securi-
ty threats on today’s Internet, such as malware,
phishing of (bank) account data, and denial of
service attacks. Average Internet users have little
knowledge of the threats, and even computer
scientists are often surprised about new attack

vectors.

In the future Internet the situation will
become even more complicated. Web-based
applications will require access to the user’s
data, and Web browsers will partially replace
operating systems; therefore, security vulnerabil-
ities in browsers or browser plugins could expose
the user’s locally and remotely stored data to
attacks.

Composition of services might add an endless
number of new threats. It will be very hard for a
service provider to ensure that its own service
does not contribute to a security problem when
combined with some other services.

If users act as service providers, they will be
responsible for the security of their customers.
Few users will have the knowledge to make sure
that their service is secure. Security management
for this kind of situation may be offered by spe-
cialized companies.

There will be fewer centralized points where
security can be enforced. Devices like sensors
and actuators in home automation systems or
car electronics are too small to run virus scan-
ners, but as they may have wireless connectivity,
it is also difficult to ensure that all of their traffic
is routed through a central firewall that checks
for security threats. In a distributed environ-
ment, security solutions have to be distributed as
well.

In case of security vulnerabilities, all the new
smart devices around us will need software
updates, and it must be ensured that the update
mechanism itself cannot be used for attacks.

Therefore, future services and network-capa-
ble devices need to be designed with security
and security management in mind. As men-
tioned before, security management — as well as
privacy management — can be offered as a ser-
vice. Today’s security suite software packages
with firewalls and virus scanners may be seen as
predecessors of such services.

DYNAMIC SERVICE
MANAGEMENT AND COMPOSITION

As we see more and more user-generated con-
tent and services, the desire to compose new ser-
vices out of existing ones to fulfill exactly one’s
own need increases. Together with widespread
use of mobile devices, this aggravates the need
for (semantic) service description and dynamic
service composition.

Due to high user mobility and changing avail-
ability of services in ubiquitous environments,
services have to be adapted and composed when
they are actually used. This requires service dis-
covery mechanisms to be carried out in an ongo-
ing process, recalculating the matching between
service offer and service demand, roaming
between different service providers, and the
transfer of sessions between different devices.

AWARENESS MANAGEMENT

Sensors anywhere will allow us to capture
machine-readable information about the user’s
situation more or less anytime. This context
information has to be captured from a plethora
of different sources, processed to fit in quality
and format, and then disseminated to any service
that wants to use it.

|
Many users will not

be able to properly

moderate their own

services, even
though they are
legally responsible

for it. Therefore the

moderation itself

could also be offered

as an external service

by a third party
service provider.
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We believe that effi-
cient content distri-
bution and new
services taking
advantage of a net-
worked world
equipped with a
large number of sen-
sors will be the main
forces driving the
deployment of new
technologies. Fur-
thermore, we see
great potential in the
evolution of the net-
work and service
management plane.

So far, context information has mainly been
used in restricted environments where every-
thing from source to sink is controlled by one
organization, which restricts the need for sophis-
ticated context management. As more and more
context sources and context consumers (context-
aware services) are integrated in our everyday
life, open infrastructures for managing context
information will evolve.

To enable the interdomain exchange of
context information, information models and
exchange protocols have to be defined to
describe the needs of context consumers as
well as the offers of context producers
including quality parameters. Context may
be very sensitive information and be used in
difficult, even dangerous, situations as a
basis for decisions; thus, quality monitoring
and trustworthiness of context sources may
be needed.

One major challenge is the possible inconsis-
tency and incompleteness of context informa-
tion that arises, for example, as sensors
announce different values for one distinct
parameter. Specific sensors may be available in
certain locations only, and other information is
exclusively on hand for designated users. Find-
ing, processing, and storing context information
may overburden many networked nodes. Thus,
distinct new actors like context providers or
context brokers will relieve sensors and context-
aware services of dealing with context manage-
ment themselves.

USER-PROVIDED SERVICES

As the user/service provider ratio changes signif-
icantly, and users offer their own content and
services, many more transactions will take place
between former end users. These new service
providers do not have an infrastructure in place
that guarantees a certain quality level and can
deal with accounting. Instead of taking place
inside one organization, the whole service life
cycle (create, provision, manage, delete) will be
distributed.

We are currently seeing the beginning of
those changes. Technologies supporting
mashups, defined service application program-
ming interfaces (APIs), semantic description
languages, and service creation platforms sup-
port the service creation process and will enable
every Internet user to offer content and ser-
vices. So-called cloud computing hides any
technical details. Service hosting and content
storage allow for professional service provision-
ing and easy management without the need to
set up a single server. Many well-known man-
agement functions like quality of service, ser-
vice level agreements, and accounting have to
be adapted to much higher dynamics. More
often than not, there will no longer exist estab-
lished business connections where trust is
gained over a long period; demands and offers
will only last for certain situations. Future mon-
etary transactions between users will also need
much better support and reliability. Today’s
mostly central services will be offered in a dis-
tributed fashion; not only will users create ser-
vices, but offer combined services and act as
resellers as well.

CONCLUSION

This article argues that the term future Inter-
net must be defined from a service perspective.
We believe that taking a purely technical and
protocol-centric viewpoint while defining the
term runs the risk of optimizing or streamlin-
ing technology that will be very difficult to
deploy on a global scale. The Internet has for a
long time been just good enough, and a clean-
slate design of better forwarding and control
plane technology alone is not likely to provide
sufficient incentives to get better technology
deployed.

We believe that efficient content distribu-
tion and new services taking advantage of a
networked world equipped with a large num-
ber of sensors will be the main forces driving
the deployment of new technologies. Further-
more, we see great potential in the evolution
of the network and service management
plane. This is driven by stronger availability
and reliability requirements, but also by the
fact that users of future Internet services will
request new moderation and management
services. We believe that network and, in par-
ticular, new service management functions
are becoming a distinguishing and revenue
generating factor for many players in the
future Internet.
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For nearly three decades, the OFT series has served as the comprehensive
primary resource covering progress in the science and technology of optical
fiber telecom. It has been essential for the bookshelves of scientists and
engineers active in the field. OFT V provides updates on considerable
progress in established disciplines, as well as introductions to new topics.
[OFT V]... generates a value that is even higher than that of the sum of its chapters.
— Herwig Kogelnik, Vice President Adjunct, Bell Labs, Alcatel-Lucent

... Is a comprehensive and authoritative coverage of the latest research
advances and development trends in the field, while upholding the highest
standards of scholarly exposition and practical perspective. The wealth of
material on innovative technologies and advanced applications will serve as
an important and timely information resource ... for the advancement of
telecommunications world-wide.

— Leping Wei, CTO, China Telecom
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continue to evolve as innovations are introduced with enormous economic
impact. The editors have very skillfully brought together authoritative
chapters written by well known experts, encompassing new technologies
that are enabling the rapid advances to their commercial deployment. This is
a 'must-have" book ...

— Henry Kressel, Managing Director, Warburg Pincus
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“The text is straightforward and easy to read, with abundant examples. Sidebars offer quick
opportunities to practice your understanding of each concept before moving on to the next
one. The end of each chapter contains exercises that allow you to apply what you've
learned to some practical sample problems, such as calculating wind chill factor. The author
explains some of the differences in terminology between MATLAB and other languages,
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space to note a case where the MATLAB function in my version of the software differs
slightly in name and usage from the one in the book (the author notes that this may be the
case depending on the version of MATLAB you're running and the platform on which you're
running it).
—sandrift, (see entire review on Amazon.com)
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and students of engineering. The authors, leading experts in the field of pattern recognition,
have provided an up-to-date, self-contained volume encapsulating this wide spectrum of
information. The very latest methods are incorporated in this edition: semi-supervised learning,
combining clustering algorithms, and relevance feedback.
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ABSTRACT

Over the last two decades the importance of
data networking for human beings and systems
has increased beyond any expectation in size,
complexity, and impact on society. Today, tech-
nology offers the ubiquitous and constant possi-
bility of being connected to the Internet at a
wide range of speeds. Traditional management
solutions have up to now followed an evolution-
ary path, although the scale of the Internet and
emerging novel architectures such as peer-to-
peer, ad hoc networks, as well as virtualization-
capable network infrastructures require focused
and possibly revolutionary changes in manage-
ment approaches. This article elaborates on
challenges posed by the renaissance of virtualiza-
tion as experienced in the planning, develop-
ment, and operation of the FEDERICA
infrastructure. The European Community co-
funded project FEDERICA, like other world-
wide initiatives such as FIND/GENI in the
United States, NWGN in Japan, and the FIRE
program in Europe, is supporting the develop-
ment of the future Internet. FEDERICA extends
the virtualization capabilities of the current
hardware and software to provide a flexible
infrastructure to host disruptive testing by net-
working researchers.

INTRODUCTION

The number of hosts connected to the world-
wide Internet is growing exponentially. Internet
users number nearly 1.5 billion, and a wide
variety of services are available along with a
vast amount of information. However, it is now
clear that the original Internet architecture
needs to be improved, at least in the areas of
security, management, monitoring, and mobili-
ty. The evolution of the Internet happened
faster than the basic architectural concepts for
a comprehensive design could possibly be

formed, and management concepts have been
developed just to keep pace with this evolution.
The two main paths to solve the management
challenges of the future Internet could be evo-
lutionary (incremental) or revolutionary (clean
slate). Either would be successful in the end;
the bottom line is that we have to think about
the manageability of the future Internet well in
advance. It is also fundamentally necessary to
plan a migration path that keeps the Internet
operational at all stages.

Research activities on novel network architec-
tures and protocols are anticipated all around
the world to address a wide range of innova-
tions. Pioneering clean slate initiatives such as
Future Internet Design (FIND), Global Envi-
ronment for Network Innovations (GENI), and
Stanford University’s “Clean Slate Design for
the Internet” in the United States clearly indi-
cate a number of possible areas for innovations
that will be of significant importance for the
Internet of the future. These areas include
addressing and identification, cross-layer design,
network virtualization, routing and traffic engi-
neering, dynamic switching of optical circuits,
decoupling of control and data, service discovery
and composition, as well as management. The
European Commission launched the Future
Internet Research and Experimentation (FIRE)
initiative in its 7th Framework Programme
(FP7), and a key element is that new proposals
for Internet architectures, protocols, and services
should not be defined by paperwork, but should
undergo early experimentation and testing in
large-scale environments [1]. To provide effi-
cient support for such innovative research activi-
ties, the FP7 project titled Federated
E-Infrastructure Dedicated to European
Researchers Innovating in Computing Network
Architectures (FEDERICA) [2] is the enabling
platform for all stakeholders involved in “Net-
work of the Future” initiatives to develop highly
innovative ideas, both evolutionary and clean
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slate, tested in a production-like pan-European
e-infrastructure used for proof of concepts.

To fulfill its goals, the management capabili-
ties of the FEDERICA infrastructure are being
developed to include virtualization, and actually
control and monitor more than one network at
the same time. The infrastructure itself will also
provide a useful tool to support research in net-
work management. The success of the project
relies not only on the deployment of the infra-
structure itself, but also on the results of the
user projects dealing with revolutionary research.

This article is organized as follows. After a
brief overview of the infrastructure projects sup-
porting future Internet research, we provide a
brief summary of the major network manage-
ment strategies. Then we introduce the Euro-
pean project FEDERICA as a tangible use case
of a virtualization-capable network infrastructure
deployment. We discuss its design objectives,
architecture, and basic processes, including chal-
lenges in virtualized network management. We
describe the FEDERICA vision of the future
Internet, and finally we conclude our article
mentioning some future work.

INFRASTRUCTURE SUPPORT FOR
FUTURE INTERNET RESEARCH

It has been globally realized that the novel con-
cepts of the future Internet must be experiment-
ed and tested in large-scale environments, even
in the early phase of the research. That is why
such ambitious research initiatives as the Nation-
al Science Foundation program GENI in the
United States, New Generation Network
(NWGN) in Japan, Future Internet Forum (FIF)
in South Korea, the China Next Generation
Internet (CNGI) project, and the G-Lab project
in Germany together with the FIRE initiative at
the European level are supported by infra-
structure development activities.

To design and implement large-scale experi-
mental facilities supporting revolutionary
research on the future Internet, the introduction
of network resource virtualization techniques is
required. Virtualization in computer science is a
mature and widely used technique, and Planet-
Lab [3], a global research network that supports
the development of planetary-scale network ser-
vices, was the first community testbed to use vir-
tualization as the main principle, starting in
2002. The network slice has been defined as the
collection of virtual machines running in a num-
ber of computer nodes of PlanetLab connected
through the global Internet. All participating
members are allowed to use and manage slices
independently for their experiments, with site
administrators able to manage slices through
adding or removing virtual machines.

Although PlanetLab is a popular tool for net-
worked services research, it may not be used for
research on lower-layer network protocols and
architectures. The GENI concept [4] addresses
these shortcomings and extends the aforemen-
tioned virtualization principle to all layers of the
infrastructure with the notions of substrate, slic-
ing, and federation. GENI allows the creation of
experiments that create a version of the network

that could have its own management protocols
and incompatibilities with the Internet.

FEDERICA follows an architecture similar
to GENI, using substrate, slicing, and federation
principles. Currently, finding the proper man-
agement concept for virtualization-capable net-
works and their services is a real challenge, as
any solution should be simple and easy to use by
clients (i.e., researchers) without wasting time
managing things and concentrating only on the
research objectives.

STRATEGIES IN
NETWORK M ANAGEMENT

Network and service management in future net-
works is becoming an important topic involving a
whole set of evolutionary and novel approaches.
Infrastructure support projects like FEDERICA
provide a scalable and federated platform for
ongoing research on various management
approaches applying the infrastructure virtualiza-
tion for network slicing as a main principle.

EVOLUTIONARY APPROACHES

The functional requirements of traditional net-
work management are summarized by the well-
known term fault, configuration, accounting,
performance, and security (FCAPS). In the last
few years, the importance of configuration man-
agement as well as network monitoring and mea-
surement (i.e., fault and performance
management) has increased. Accounting and
authorization (i.e., security management) is also
becoming more and more important in a virtual
environment.

Classical management frameworks such as
the open systems interconnection (OSI) network
management framework, telecommunication
management network (TMN), or Internet net-
work management framework followed the tradi-
tional agent-manager centralized paradigm. As
networks grow, though, management complexity
and service requirements mean that such
paradigms are no longer adequate and should be
replaced with distributed management concepts.
That is clearly illustrated by the evolution of the
Simple Network Management Protocol (SNMP)
for Internet Protocol (IP) networks. As an early
effort in 1992, SNMPv2 introduced the concept
of an intermediary manager for distributing
management functions. Although SNMPv3 with
embedded security features is widely deployed
for monitoring network devices, it has some
shortcomings in configuration management and
managing complex systems [5], including virtual-
ization-capable network devices, servers, and
PCs.

Modern routers and switches are highly pro-
grammable devices and can accommodate man-
agement functions directly on the device. This
design trend leads to new management
approaches based on Extensible Markup Lan-
guage (XML) and Web services, as well as some
vendor-specific solutions. We do not call these
trends revolutionary because they have been
around for several years now and did not really
change the network administrators’ way of think-
ing. Since XML can be efficiently used as a tex-
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tual encoding mechanism for application proto-
cols, and object and interface specifications, the
XML-based management technologies seemed
the obvious choice for the next evolutionary
step. In parallel with some proprietary develop-
ments like Juniper’s JUNOScript [6] the benefits
of the combined XML and Web-based approach-
es became clear. Such low-cost infrastructure
with proven scalability and security features was
developed by the Distributed Management Task
Force (DMTF) and called Web-Based Enter-
prise Management (WBEM). The ideas behind
JUNOScript and WBEM formed the basis of the
Internet Engineering Task Force’s (IETF’s)
standardization effort on the Network Configu-
ration (NetConf) protocol [5].

Like SNMP, the WBEM and NetConf also
follow the agent-manager paradigm, albeit with
important differences regarding the capabilities
of the management protocol and the associated
information model. NetConf is qualitatively dif-
ferent from all the other approaches, given that
it follows a document-based concept [5] as
opposed to an individual managed object access
approach.

NOVEL APPROACHES

Several novel ideas are emerging, and candi-
dates for different network management
approaches have been proposed based on high-
ly distributed and sophisticated intelligence.
Novel management approaches require revolu-
tionary thinking out of the box and may drop
the complete set of existing solutions. These
approaches must be supported by large-scale
experimental network facilities such as the
FEDERICA virtual infrastructure for adequate
proof of concept.

The policy-based network management con-
cept started in the early 1990s [7]. The most sig-
nificant benefit of policy-based network
management is that it promotes the automation
of establishing management-level objectives
over various types of network devices. The net-
work administrator would interact with the net-
work by providing high-level abstract policies,
and such device-independent and human-friend-
ly policies are needed in a typically heteroge-
neous environment consisting of virtual
resources.

The concept of management by delegation
(MbD) [7] was introduced in parallel with the
policy-based approach, pushing more manage-
ment tasks to the agent side in a dynamic fash-
ion. Code mobility can be considered the
capability of a management procedure to dis-
tribute and relocate its components at runtime,
and this means management tasks no longer
have to be performed by managers. They simply
generate management objectives and outline
task procedures, with the execution of tasks del-
egated to the agents.

The concept of intelligent agents and active
networks extends this initial idea [7]. An intelli-
gent agent is an independent entity capable of
performing complex actions and resolving man-
agement problems on its own. In contrast to
code mobility, an intelligent agent does not need
to be given task instructions to function, just the
high-level objectives. However, as the entire net-

work management system is autonomous, the
problem of managing the intelligent agents also
becomes increasingly important. Active net-
works, combined with code mobility, could pre-
sent an effective enabling technology for
distributing management tasks at the virtual net-
work resource level.

These kinds of network management
approaches are the subject of current research
efforts all over the world and also supported by
FEDERICA.

UsE CASE:
THE FP7 ProJECT FEDERICA

We mentioned earlier the importance of infra-
structure projects and early prototyping, so the
following describes the European project FED-
ERICA. The project partners include a wide
range of stakeholders on network research,
national research and education networks
(NRENs), DANTE, TERENA, academic and
industrial research groups, and vendors.

MOTIVATION AND DESIGN OBJECTIVES

FEDERICA is a two-and-a-half-year European
Commission funded project to implement a ver-
satile experimental network infrastructure for
trialing new networking technologies [2]. It
exploits the leading edge optical networking
environment in campus LANs, NRENs, and
GEANT. The FEDERICA virtual infrastructure
will be able to support experimental network
research in the data, control, and management
planes, as well as all protocol layers, over an
existing pan-European substrate, but in isolation
from the service environment.

FEDERICA is not directly about the future
Internet, but provides key infrastructure for such
research activities accomplished by hosting virtu-
alized facilities in the substrate nodes. It should
be stressed that one of the main FEDERICA
design principles is experiment reproducibility,
as we have to provide a controlled environment
that is flexible, reliable, and allows reproducible
running conditions in conjunction with simple
and easy-to-use management solutions. Hence,
the management of FEDERICA does not direct-
ly imply how the future Internet will be man-
aged, but gives a good opportunity to understand
it. FEDERICA infrastructure is not about per-
formance, but rather about testing new ideas
and principles.

FEDERICA ARCHITECTURE AND PROCEDURES

The FEDERICA physical substrate is built on
top of the GEANT2 Pan-European backbone
network interconnecting several NRENs around
Europe. The topology is composed of 13 physi-
cal sites, four core and nine non-core nodes,
connected by point-to-point links. FEDERICA
is capable of creating parallel virtual slices of the
physical substrate that can be assigned to multi-
ple users simultaneously according to their needs

(Fig. 1). FEDERICA node facilities include:

* Programmable high-end routers/switches
(Juniper MX series) enabling logical
router/switch instances only at the core
nodes
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e Multiprotocol switches (Juniper EX series)
extending virtual links to non-core nodes

* PC-based virtualization-capable nodes (V-
nodes on SUN servers) running virtualiza-
tion software, implementing, for example,
open source software routers and emulating
end-user nodes

The FEDERICA infrastructure is engineered
to enable reproducible experimentation of user
scenarios when requested. This is accomplished
by leveraging virtualization with appropriate
hardware and software capabilities of the infra-
structure, such as provisioning virtualized com-
puting resources; binding separate physical
network interfaces to virtual slices; assigning
separate logical instances of switching/routing
equipment; and partitioning physical communi-
cation links.

Compared to PlanetLab, FEDERICA’s
management concept is different as users are
assigned virtual networks though a centralized
decision making procedure. FEDERICA cre-
ates a private management network for each
user to manage and configure network compo-
nents inside the slice, down to the data link
layer. Users subsequently access their slice
resources via a dedicated proxy that safeguards
these slices and the FEDERICA substrate
from unauthorized and/or unscheduled
demands, also acting as an access authentica-
tion engine. A FEDERICA node is not only
considered an end host as in PlanetLab, but a
network and computing element (i.e., pro-
grammable and physical router, switch, and
server) that itself routes traffic and affects net-
work reachability. In addition, the user is not
forced to use a specific operating system or
application but is free to install any software
component inside the slice. While PlanetLab
connections are based on the public Internet,
FEDERICA allows the user to perform experi-
ments on lower layers as well.

The main feature of FEDERICA is that
users will be able to fully configure and manage

the resources of their own slices, without affect-
ing the physical infrastructure operation, and
ensure the reproducibility of the experiment.
The basic slice provisioning procedure per-
formed by the FEDERICA network operation
center (NOC) is illustrated in Fig. 2; note that
initially, almost all of the actions performed by
the NOC follow a manual procedure. However,
the project envisages a dynamic system and a
toolbench able to automatically create slices
upon request.

CHALLENGES IN VIRTUALIZED
NETWORK M ANAGEMENT

Within the scope of FEDERICA, it is very
important to define a management strategy
capable of dealing with virtualized resources.
Currently there are some research projects in
which some partners are involved, such as
UCLPv2 [8] and MANTICORE [9], dealing with
management approaches that could fit within the
FEDERICA scope with some constraints. It is
important, though, to consider the two novel
design requirements FOR FEDERICA: isolation
and federation. Isolation means that resources
from one slice allocated to a specific user must
act independent of resources allocated to anoth-
er user when both are sharing the same physical
infrastructure, while federation means that the
resources in a slice can cooperate with outside
resources.

The design process is considering the virtual-
ization technology within a service oriented
architecture (SOA) model. As an example, virtu-
alization can be considered in the context of
infrastructure as a service (IaaS) [10]. I[aaS is a
technique that represents a physical network
device or network substrate as a software entity
(e.g., aiming for quick and easy deployment of
management approaches using Web services).
The idea is that the users do not need to pur-
chase physical hardware, but can instead pay the

|
The FEDERICA
infrastructure is
engineered to enable
reproducible
experimentation of
user scenarios when
requested. This is
accomplished
by leveraging
virtualization with
appropriate
hardware and
software capabilities
of the infrastructure.
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B Figure 2. Basic slice provisioning procedure.

hardware owner for use of the resources as a
service. During the lifetime of the service, the
user can control and manage the requested
infrastructure like the owner does.

The real challenge behind network virtual-
ization is providing complete virtual infrastruc-
tures or slices as a service, which brings some
advantages in respect to legacy management
system architectures. In terms of scalability, the
virtual infrastructure can follow business or
project needs, since resources can scale effi-
ciently, and when the requirement is over, net-
work resources can be brought back to the
provider. The virtualization system services can
be exposed as Web services, which can be
exported or connected directly to external SOA
applications. SOA helps eliminate the network
of layers, and allows network components and
services to be accessed horizontally, vertically,
and externally.

A particularly important challenge is the
capability to federate different infrastructures. In
that sense, infrastructure integrators can inte-
grate resources from different management
domains into a single management domain, thus
federating disparate resources into a single infra-
structure. Particularly for FEDERICA, there is
some ongoing work to define a service interface
in order to federate resources with other pro-
jects such as FP7 project OnalLab2 or even
GENI in the future.

The TaaS concept is the basis of the MANTI-
CORE project, where its virtual router configu-
ration capabilities are going to be implemented
within the FEDERICA toolbench to be deliv-
ered by the end of the project.

FEDERICA's VISION OF THE
FUTURE INTERNET

TRENDS AND REQUIREMENTS

The future Internet will develop according to
two basic requirements: interconnecting a con-
stantly growing number of elements and offer-
ing ubiquitous permanent connectivity to the
majority of its users. The possibility for any
user to connect to any other user is also con-
sidered fundamental to allow access to all
kinds of information, as well as for sensors
and objects. These requirements mandate a
robust authorization and authentication infra-
structure that must be available at all layers of
the Internet.

The Internet will continue to be implement-
ed as a set of interconnected autonomous
domains due to scaling requirements, each with
different technologies and capabilities, and
without centralized management or control.
Mobility, reachability, and security require-
ments will impose strong interdomain commu-
nication of various types of information [11].
Monitoring capabilities should then extend to
mobile users traversing administrative bound-
aries and multiple parallel virtual networks on
the same physical infrastructure. Such advances
require ad hoc support in the hardware and
development of new standards for virtual
resource representations. In particular, the
need is for a richer information system that
tracks the relationships between the entities in
each domain.
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LiFe AFTER FEDERICA

FEDERICA may act as a bridge between the
current Internet and the new one, as well as a
platform to test migration paths. Federating sim-
ilar infrastructures is of paramount importance,
and FEDERICA is already engaged in defining
a service interface to federate resources with
other initiatives (e.g., the European project Pan-
LabII and the U.S. GENI). The virtualization
architecture proposed by FEDERICA allows the
development of revolutionary schemes on top of
the current Internet architecture, isolating the
new disruptive protocols and services from the
current protocol suite.

FEDERICA is planned to run until June
2010. Its results and research will be used in the
European NREN environment and by the pan-
European GEANT backbone.

CONCLUSION

The Future Internet will need novel control and
management capabilities. All related research
approaches must be validated on large-scale
experimental facilities without affecting produc-
tion environments. The FEDERICA project
uses simple evolutionary solutions to create an
almost clean slate infrastructure for revolution-
ary research on existing NRENSs infrastructures,
including disruptive reproducible testing.
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ABSTRACT

The characteristics of Latin American net-
work infrastructures have global consequences,
particularly in the area of interdomain traffic
engineering. As an example, Latin America
shows the largest de-aggregation factor of IP
prefixes among all regional Internet registries,
being proportionally the largest contributor to
the growth and dynamics of the global BGP
routing table. In this article we analyze the
peculiarities of LA interdomain routing archi-
tecture, and provide up-to-date data about the
combined effects of the multihoming and TE
practices in the region. We observe that the
Internet Research Task Force initiative on the
separation of the address space into locators
and identifiers can not only alleviate the growth
and dynamics of the global routing table, but
can also offer appealing TE opportunities for
LA. We outline one of the solutions under dis-
cussion at the IRTF, the Locator/Identifier
Separation Protocol, and examine its potential
in terms of interdomain traffic management in
the context of LA. The key advantage of LISP
is its nondisruptive nature, but the existing pro-
posals for its control plane have some problems
that may hinder its possible deployment. In
light of this, we introduce a promising control
plane for LISP that can solve these issues, and
at the same time has the potential to bridge the
gap between intradomain and interdomain traf-
fic management.

INTRODUCTION

Latin America (LA) is characterized by a low
degree of peering connections among local
domains, where most of the regional and transit
traffic is exchanged outside LA, in U.S. net-
work access points (NAPs). Internet service
providers (ISPs) in LA typically purchase
expensive connectivity from multiple transit

providers, so one of their most important traffic
engineering (TE) objectives is to load as much
as possible their transit links. They also seek to
improve both the performance and reliability of
their transit traffic while minimizing costs.
Unfortunately, the lack of investment in new
network infrastructures increases the complexi-
ty, since transit traffic needs to be engineered
over a bundle of links with heterogeneous
capacities that are usually connected to differ-
ent transit providers.

Currently, the process of finding the best
trade-off for this challenging optimization
problem is essentially manual, and tuned on a
trial and error basis. The tools available today
for Latin American ISPs are coarse-grained,
and basically consist of the combination of
Border Gateway Protocol (BGP)-based tech-
niques, such as the utilization of variable pre-
fix lengths together with AS-path prepending.
The idea behind these techniques is to de-
aggregate Internet Protocol (IP) prefixes, thus
increasing the granularity of the BGP adver-
tisements, allowing the distribution of traffic
to be better controlled. The problem of this
practice is that it fuels both the growth and
dynamics of the global BGP routing table.
Indeed, the average de-aggregation of IP pre-
fixes in LA is twice as large as the global aver-
age. Issues like multihoming, suboptimal
address allocation, and CIDR block de-aggre-
gation for TE purposes, among others, are
impacting on the scalability of the global BGP
routing table, which soon will reach 300,000
entries [1]. This is a major concern for the
Internet community [2].

To address this issue, the Internet Research
Task Force (IRTF) is considering the separation
of the address space into end-system identifiers
(EIDs) and routing locators (RLOCs). The basic
idea is that an EID represents an end-host IP
address, while RLOCs represent the IP address-
es where end hosts are located. The scaling ben-
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efits arise when EID addresses are not routable
through the Internet — only RLOC addresses
are globally routable, allowing efficient aggrega-
tion of the RLOC address space.

Recent studies show that one of the solutions
under discussion at the IRTF, the Locator/Iden-
tifier Separation Protocol (LISP) [3, 4], offers
some key advantages. For instance, Quoitin et al.
[5] show that the size of the global routing table
can be reduced by roughly two orders of magni-
tude with LISP. That work also shows that LISP
provides improved interdomain TE capabilities
using a nondisruptive approach.

Despite these strengths, the proposals for the
LISP control plane present some major chal-
lenges that are exposed and addressed in this
article. These challenges lie in the fact that since
EIDs are not globally routable through the
Internet, a mapping system is necessary between
EIDs and RLOC:s.

In this article we provide up-to-date data
about the characteristics and central issues of
interdomain traffic management in LA. We out-
line the strengths of LISP, highlighting a set of
important TE opportunities for LA, and we also
introduce a novel control plane for LISP that
deals with the challenges mentioned above. We
discuss the importance of architecting the con-
trol plane so as to concurrently provide a highly
efficient coupling to the DNS system, the path
computation element (PCE) — if present — and
an EID-to-RLOC mapping engine that borrows
concepts from intelligent route control (IRC)
techniques [6]. We conclude with directions for
future research, especially in a promising field
for LA we refer to here as intelligent route map-
ping (IRM).

CHARACTERIZATION OF
INTERDOMAIN TRAFFIC
MANAGEMENT IN LA

In this section we describe some relevant charac-
teristics of LA connectivity infrastructure, and
examine their influence in aspects like interdo-
main routing and IP prefix de-aggregation poli-
cies.

LA INTERDOMAIN ROUTING SCENARIOS

Latin American Internet traffic has been grow-
ing at annual rates higher than 70 percent, and it
will continue to grow steadily; therefore, capacity
upgrade is of crucial importance to regional
ISPs. In developed countries it is possible to
plan capacity growth according to the observed
usage and estimated traffic demands. Unfortu-
nately, this is not the case for LA, where ISPs
basically get the bandwidth they can buy, con-
strained to the available capacity along transit
circuits. As a result, interdomain connectivity in
LA is frequently composed of bundles of circuits
of variable bit rates that are aggregated and used
as primary as well as backup links. We proceed
to illustrate some of these peculiarities by sketch-
ing three reference scenarios.

The first scenario, depicted in Fig. 1a, shows
a small multihomed ISP with several links con-
nected to two transit providers. In order to cope
with the traffic growth, ISP LAO1 has upgraded
one of its primary links from an STM-1 to an
STM-4. This is a common situation in LA, where
economical and infrastructure constraints pre-
vent ISPs from upgrading all its links at the
same time.

The policy of provider ISP LAO1 for manag-
ing its inbound traffic through links with differ-
ent capacities is to use a combination of two
BGP-based TE mechanisms, specifically, the de-
aggregation of its prefix 200.200.16.0/20 and the
utilization of AS-path prepending. More precise-
ly, ISP LAO1 splits the prefix 200.200.16.0/20
into three more specific prefixes: 200.200.16.0/21,
200.200.24.0/22, and 200.200.28.0/22. Prefixes
200.200.16.0/21 and 200.200.24.0/22 are adver-
tised to TIER1 01 through the STM-4 and the
secondary group of links, respectively, whereas
prefix 200.200.28.0/22 is advertised to TIER1 02.
In order to provide backup paths, ISP LAO1
advertises the less specific prefix 200.200.16.0/20
to both TIER1 01 and TIER1 02. The effect of
ISP LAO1’s inbound TE policy is that instead of
simply advertising the prefix 200.200.16.0/20 to
each transit provider, a total of six prefixes are
advertised upstream. This de-aggregation of pre-
fixes increases the size of the global BGP rout-
ing table. In addition, ISP LAO1 may further
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De-aggregation

Region IXPs # of prefixes factor (DF)
Africa 21 5K 3.46
Asia & Pacific 73 66K 2.81
Europe & Mid. East 123 67K 1.74
LA & Caribbean 24 26K 4.38
North America 88 124K 1.87

Global BGP table Global average

288K 2.12

M Table 1. Statistics by region (data of April 2009, extracted from [1] and

APNIC [7]).

split the prefixes and will often tune its adver-
tisements (on a trial and error basis), so as to
adapt to variations in the inbound traffic. This,
in turn, increases the dynamics of the global
routing table.

In LA outbound traffic typically represents a
small fraction of inbound traffic. However, the
policy for managing outbound traffic requires
special care, since the utilization of links with
different capacities might degrade the perfor-
mance of end users’ applications, especially in
frequent cases where the egress links are chosen
using a round-robin scheme.

The second scenario considered here repre-
sents another frequent situation in LA, which
comes up when the intercontinental connectivity
from LA to the NAPs is part of the ISP network,
meaning that the ISP owns termination equip-
ment at both ends. This scenario is depicted in
Fig. 1b, where the ISP backbone is composed of
local (inexpensive) 10G bundles, and interconti-
nental (expensive) STM-x bundles to different
transit providers. Note that traffic among POP1,
POP2, and POP3 should be kept local, and clear-
ly the choice of uplink/downlink for interdomain
traffic might considerably affect the ISP’s eco-
nomics. The main complexity of this scenario lies
in the utilization of bundles of links. This means
that both inbound and outbound interdomain
traffic policies should be further refined, and
coordinated with intradomain routing, to opti-
mize the usage of the expensive intercontinental
links. The optimization of the distribution of
traffic in this scenario usually involves a mixture
of manual BGP-based TE techniques, TE based
on tweaking the IGP metrics, and/or multiproto-
col label switching (MPLS)-TE tunneling. These
kinds of settings usually aggravate even more the
de-aggregation of IP prefixes as well as the
dynamics of the global BGP routing table.

The third scenario consists of a variation on
the previous one, where the intercontinental
connectivity is supported by aggregation at the
synchronous digital hierarchy (SDH) layer (Fig.
1c). The strength of this solution is that it simpli-
fies the layer 3 topology, since multiple links that
were formerly connected at layer 3 are now
managed as a single trunk. This approach has

the potential to reduce the de-aggregation of IP
prefixes. The weakness, on the other hand, is
that the trunks are frequently composed of het-
erogeneous circuits, so the loss of granularity at
layer 3 makes it extremely hard to fine-tune the
distribution of traffic within the trunks.

Overall, these scenarios show the complexity
of traffic management for ISPs in LA, dominat-
ed by largely manual trial-and-error procedures.

LA PEERING INFRASTRUCTURES AND
DE-AGGREGATION FACTOR

Table 1 shows the number of Internet exchange
points (IXPs) per regional Internet registry
(RIR). It is worth highlighting that 12 of the 24
Latin American IXPs are located in Brazil, since
the latter gathers a large amount of LA’s inter-
domain traffic. This suggests that TE solutions
for LA may differ depending on the geographi-
cal area, since the network infrastructure in
Brazil is substantially different from the rest of
LA. Another characteristic of LA is the lack of
significant regional content providers. LA con-
sumes traffic mainly from the United States and
Europe, showing only a small exchange of traffic
among countries in the region. This limits the
interest of large providers in deploying IXPs in
LA, and is why most of the transit links are ter-
minated in U.S. NAPs. However, peer-to-peer
applications are changing the region’s traffic
profile, increasing the amount of regional traffic
as countries share languages and cultural habits.
As described in scenario #1 in Fig. 1a, the
de-aggregation of IP prefixes occurs when a
domain advertises CIDR blocks with longer pre-
fixes than those allocated by its RIR. To quanti-
fy this, the Internet community has defined the
de-aggregation factor (DF), which represents a
measure of the current routing table size vs. its
aggregated size, and is formally defined as

DF = Prefixes in the Global Routing Table
Aggregatable Prefixes - (D)

Up-to-date values for the global routing table
size and the DF are shown in Table 1 (columns
three and four, respectively). The distribution of
the DF in LA is shown in Fig. 2. The figure
shows the DF vs. the number of upstream
autonomous systems (ASs) for all the ASs regis-
tered in the LACNIC region. We observe that
the larger DFs come from ASs with a small num-
ber of upstream ASs — many of them even with
a single upstream AS. This suggests that several
of the ASs that are connected to a few transit
providers, leak their internal partitioning of pre-
fixes in their BGP advertisements.

The large DF in LA is a consequence of:

* The problem of managing traffic over het-
erogeneous and complex infrastructures
like the ones described in Fig. 1

* The intrinsic limitations of BGP-based TE
techniques [8]

* The overloading of IP address semantics [2]
The adverse effects of the permanent increase

in the DF are, fundamentally, the processing

capacity needed by the routers supporting the
global routing table (e.g., stringent memory,
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CPU, and power requirements) and the impact
on the BGP convergence time, since the larger
the routing table, the slower the convergence.
Moreover, the practice of adjusting the distribu-
tion of interdomain traffic based on the de-
aggregation of IP prefixes adversely affects the
dynamics of the global routing table.

In the next section we overview a novel
approach that can dramatically reduce the size
and churn rate of the global routing table, and at
the same time offer a promising perspective for
dealing with the peculiarities and complexities of
interdomain traffic management in LA.

OVERVIEW OF LISP

In April 2009 the Internet Engineering Task
Force (IETF) chartered the LISP Working
Group, and experimental Requests for Com-
ments (RFCs) are expected by 2010. LISP [3, 4]
uses IP-over-IP tunnels deployed between bor-
der routers located at different domains. The IP
addresses configured on the external interfaces
of the border routers act as RLOC addresses for
the end systems in the local domain. Since an
AS usually has several border routers, the local
EID addresses can be reached through multiple
RLOC addresses. LISP separates the address
space into two parts, where only addresses from
the RLOC address space are assigned to the
transit Internet. Therefore, only RLOC address-
es are routable through the Internet; EID
addresses are considered routable only within
their local domain. To illustrate the basics of
LISP we use Fig. 3 (extracted from [3]). For a
comprehensive understanding of LISP, the read-
er is referred to [3, 4].

LISP DATA PLANE

When local end host § with EID address 1.0.0.1
(Fig. 3) wants to communicate with end host D
in a different domain whose EID address is
2.0.0.2, the following sequence of events occur in
LISP.

The first step is the usual lookup of the desti-
nation address Ep in the DNS (Ep corresponds
to 2.0.0.2 in the example in Fig. 3). Once Ep is
obtained, the packets sourced from Eg traverse
the domain and reach one of the local border
routers. In LISP the latter are referred to as
ingress tunnel routers (ITRs). Since only RLOC
addresses are globally routable, when an ITR
receives packets toward Ep, it queries the con-

De-aggregation factor vs. number of upstream ASs
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B Figure 2. Distribution of the de-aggregation factor as a function of the num-
ber of upstream providers in Latin America (data of April 2009, extracted
from [1] and APNIC [7]).

trol plane to retrieve the Ep-to-RLOC mapping.
After the Ep-to-RLOC mapping resolution, the
ITR encapsulates and tunnels packets between
the local RLOC address (ITR address 11.0.0.1 in
the example) and the RLOC address retrieved
from the mapping system, the egress tunnel
router (ETR) address in LISP terminology
(either 12.0.0.2 or 13.0.0.2 to Ep depending on
the mapping). At the destination domain, the
ETR decapsulates the packets received through
the tunnel and forwards them to £, — which, as
mentioned above, is locally routable within the
domain. From the first packet received, the ETR
caches a new entry, solving in this way the
reverse mapping for the packets to be tunneled
back from Ep to Eg.

As shown at the bottom of Fig. 3, the map-
ping system can return multiple RLOC address-
es for the same destination. Each of the entries
returned has a priority and a weight attribute.
The priority determines the order in which the
ETRs must be selected, while the weight tells
how to distribute the traffic among ETRs with
the same priority. In the example the priorities

EID-prefix
1.0.0.0/8

¢
11.0.0.1 ->12.0.0.2
1.0.0.1 ->2.0.0.2

Legend: Locators ->Red
EIDs -> Blue

12.0.0.2
. = j AN
. Provider A | Provider X | D1
+.10.0.0.0/8 ~ € 12.0.0.0/8 ~ @ EID-prefix
N T 2.0.0.0/8
Internet
= T
Provider B | | Provider Y - -
11.0.0.0/8 ~ ©13.0.0.0/8 -
——  /11.0.0.1->12.0.0.2)(1.0.0.1 ->2.0.0.)

DNS entry: D’s EID address is 2.0.0.2

—\__— 1.0.0.1->2.0.0.2

EID-prefix: 2.0.0.0/8
Mapping Locator-set:

entry 12.0.0.2, priority: 1, weight: 50 (D1) E?/Iit%yecg:sttrizgian

13.0.0.2, priority: 1, weight: 50 (D2) =

B Figure 3. The basics of LISP.
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B Figure 4. Proposed control plane architecture.

and weights of ETRs D1 and D2 are equal, so
the traffic from S to D will be balanced between
D1 and D2.

Overall, LISP has three major advantages.
First, it does not introduce major changes to the
routing system, and therefore it might be feasi-
ble to implement and deploy in the near future.
Second, it has the potential to significantly
reduce the size of the global routing table [5].
Third, the mapping system brings a wide set of
TE opportunities, which in principle, can reach a
granularity of a /32 prefix without impacting on
the size or dynamics of the global routing table.
Nevertheless, it is important to notice that spe-
cial care must be taken, since LISP might end up
moving the scalability issues from the global
routing table to the global mapping system.

LISP-BASED TE OPPORTUNITIES FOR LA

Let us consider now the application of LISP to
the three reference scenarios described in Fig. 1.

Scenario #1 — LISP enables multihomed sites
to completely avoid running BGP. The only IP
prefixes that need to be advertised to the global
routing system are those of the wide area net-
work (WAN) interfaces of the border routers
(i.e., the ITRs’/ETRs’ external addresses). In this
framework the load sharing and backup policies
of ISP LAO1 in Fig. 1a can be managed by intel-
ligent EID-to-RLOC mapping functions, which
may be dynamically tuned using the LISP weight
and priority attributes, respectively. The differ-

ent capacities of the links can be used during the
mapping resolution process, by appropriately
unbalancing the weight attribute of the different
links (e.g., the weights advertised could keep the
same proportion as the link capacities). The
advantages of applying LISP in this scenario are
evident, since LA ISPs are released from the
burden of handcrafting their BGP configura-
tions. In addition, these advantages can be
achieved without de-aggregating prefixes, and
therefore without adversely impacting on the
size or the dynamics of the global routing table.

Scenario #2 — In this case the TE problem
addressed is twofold, since not only must the
interdomain mapping function be solved, but
also the traffic should be load balanced over het-
erogeneous links among the upstream providers
and the ISP’s regional points of presence
(POPs). We argue that tools like constraint-
based routing (CBR) (for the intradomain part)
and an IRM engine borrowing concepts from
IRC techniques [6] (for the interdomain part)
can work together to accomplish these objec-
tives. At least two appealing solutions can be
sketched to drive the intradomain traffic accord-
ing to the ISP policies. One option is to set up
MPLS label switched paths (LSPs) on the fly for
different flows, in order to stitch the inbound
interdomain traffic to the appropriate pipe down-
stream (i.e., to the corresponding ISP POP).
This is the usual task of the PCE [9]. The second
option is to introduce the idea of interior
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ITR/ETRs, which can perform internal mapping
from/onto border routers.

Scenario #3 — Similar to the previous sce-
nario, a combination of CBR and IRM may
apply here as well. Note that the utilization of
SDH bundles suggests that cross-layer TE tech-
niques might also be needed.

LISP CONTROL PLANE

The basic role of the control plane is to provide
the mapping system. Among the proposals under
discussion are LISP-ALT, LISP-CONS, and
LISP-DHT [4, references therein]. At present,
the more developed proposals for a LISP control
plane present at least three problems. First, the
initial packets sent from a source EID address
(Es) to a destination EID address (Ep) can be
dropped at the ITR during the EID-to-RLOC
mapping resolution. Although caching tech-
niques are being proposed to store the mappings
at ITRs, a hit might not necessarily be found,
because the mapping either has aged out or sim-
ply was never requested before.

Second, LISP might considerably increase the
latency to start up the communication between
end systems. Considering the one-way delay
(OWD), a TCP connection between two end sys-
tems is established roughly around

Tpxs + 20WD(Es.Ep) + OWD(Ep,Es), (2)

whereas with LISP (Fig. 3) it would roughly
demand

Tpns + Tes + 20WD(EgEp) + OWD(Ep,Es) (3)

under the usual assumption that ITRs and ETRs
can encapsulate/decapsulate at line rate.

Third, for each traffic flow from § to D, the
egress I'TR is also used as the local ETR for the
packets sent from D to S. This is to avoid a two-
way mapping resolution, which would increase
even more the latency shown in Expression 3.
Clearly, this introduces a limitation in terms of
inbound TE, which is particularly important in
the case of LA, given that outbound and inbound
traffic management policies typically do not
match.

To cope with these issues, alternative solu-
tions are being discussed. These alternatives
require either some major changes to the DNS
system, the addition of some debatable features
to border routers, or using the control plane to
transport data while the mapping is being
resolved.

CONTROL PLANE PROPOSAL

Our goal is threefold. First, we aim to prevent
the potential dropping of packets at the ITRs
while the EID-to-RLOC mapping resolution is
being computed. Second, we aim to obtain and
configurie the corresponding mapping during the
normal DNS resolution process for destination
Ep, and we want to achieve this goal without
introducing changes to the DNS system. More
precisely, we seek

Tpns + Tresoi = Tons: 4)

Third, we aim to have the TE flexibility to
choose different local ITR and ETR LISP
routers for any given flow sourced at the domain.

ARCHITECTURE

To pursue these objectives, we propose the
scheme and set of steps depicted in Fig. 4. We
introduce an entity we call a LISP control box
(LCB), which might be a standalone device or
run as an instance of a PCE, implemented as
described in [10] and tailored for this purpose.

Step 1 — S queries DNSg to obtain the EID
address of destination D. The LCB (LCBy)
obtains the EID address of S (E) by interpro-
cess communication (IPC) with DNSg (e.g.,
using sockets) and computes the local RLOC to
be used for the reverse mapping (i.e., for the
incoming traffic from Ep to Eg) based on TE
constraints. The algorithms used to determine
the ingress RLOC (RLOCyj) are inherently the
same used today by IRC techniques [6]. The E-
to-RLOCg mapping computation is performed
by the IRM module of LCBg.

Steps 2-9 — The LCBs are in the data path of
the DNS servers; therefore, they can transpar-
ently analyze the exchange of DNS messages.
Steps 2-9 represent the usual flow of iterative
DNS queries performed by DNSg, and the corre-
sponding replies received from the DNS servers
in the hierarchy (root server, top-level domain
server, etc.). It is important to observe that these
steps require the use of iterative queries between
DNS servers. This approach is in line with the
current trend of avoiding recursion between
DNS servers. Indeed, supporting iteration is
mandatory, whereas recursion is strictly optional
(by default BIND9 performs iterative queries).

Step 10 — When LCBy, detects that the reply
issued from DNS) carries the address Ep, it
encapsulates the reply into a UDP message;
clearly variants of this approach can work as
well-with source address LCBp, destination
address DNSg, and a special transport port P
that will be listened to by LCBg at the source
domain § (Fig. 4b). The payload of the outer
packet contains the EID-to-RLOC mapping for
Ep. It is worth highlighting that the mapping
selection performed at LCBp is precomputed by
an online IRC engine running in the background
(as mentioned in step 1, this computation is per-
formed by the IRM module shown in Fig. 4c), so
the mapping is always known beforehand. This
means that LCBp can encapsulate the answer
from DNSp roughly at line rate.

Step 11 — LCBg is in the data path of DNSg,
so when LCBy detects a packet toward DNSg
using port number P, it intercepts and decapsu-
lates the packet and forwards the usual DNS
answer to DNSg. From the outer packet LCBg
discovers the address of LCBp, retrieves the
mapping for Ep, and configures through the sig-
naling interface of the LCB all the ITRs accord-
ing to that mapping. The advantage of pushing
the mapping to all ITRs is that ASg can carry
out local TE actions and move part of its inter-
nal traffic without caring whether a mapping will
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LCB fundionality Test #1 Test #2 Test #3 Test #4 Test #5
into the DNS.
B Figure 5. Five tests showing the time distribution of a set of 1000 DNS lookups over the Internet. Each
test corresponds to a round of 200 DNS lookups, 100 without LCBs, and 100 with LCB:s.
be in place in the relevant ITRs after TE opti- the IRM engine of the LCB needs to know the
mization. The mapping information pushed to local topology and the availability of local
the ITRs consists of the tuple (Eg,Ep, RLOCy, resources. As shown in Fig. 4c, a promising
RLOCYp), supporting the utilization of two inde- approach is to provide a highly efficient coupling
pendent one-way tunnels depending on the between the IRM engine of the LCB and the
reverse mapping computed by LCBg during step PCE — the basic components of a PCE are rep-
1. In other words, an ITR is capable of forward- resented in the intradomain portion of Fig. 4c.
ing traffic to Ep, using as source address in the Indeed, both can share and feed the TE database
encapsulation an RLOC address that might be (TED), which is crucial to accomplish both
different from the addresses configured on its intradomain and interdomain TE objectives con-
WAN interfaces (e.g., using source NAT) — currently. The LA scenarios shown in Figs. 1b
although restricted to the pool of addresses and lc can benefit considerably from this
assigned by the ISP to which the ITR is connect- approach, since traffic can be coordinatedly bal-
ed. Like in Fig. 4a, this approach helps ASg anced by the LCB and PCE, making possible the
exploiting the usual multiconnectivity to each of selection of a upstream/downstream forwarding
its providers. path with high granularity (e.g., for prefixes or
even end systems).
Step 12 — DNSgy responds the usual DNS query
to S. PRELIMINARY RESULTS
After the usual DNS resolution process, Eg In order to have a preliminary evaluation of the
starts sending packets toward Ep, with the performance of our control plane, we have pro-
advantage that the mapping has already been totyped the LCB in a standard Linux PC. For
configured at the ITRs, hence avoiding the simplicity, our prototype is built into BIND9Y,
potential dropping of packets. As we shall show meaning that the results shown here were
in the next section, the overall process (steps obtained by integrating the LCB functionality
1-12) can be completed in approximately Tpys, into the DNS. More precisely, in Fig. 4 DNSg
which we claim should be used as the upper and LCBy are integrated in a single Linux PC,
bound for solving the mapping. and the same applies to DNSp and LCBp. It is
When the first data packet reaches the corre- worth emphasizing that the control plane archi-
sponding ETR in ASp, the ETR: tecture proposed in this article is more general
1 Decapsulates the packet and forwards the in scope; thus, more advanced implementations
inner packet to Ep of the LCB prototype may not be embedded in
2 Obtains the reverse mapping (i.e., the Eg-to- BIND9 and may run as standalone devices.
RLOCg mapping) Our initial goal is to verify that Eq. 4 holds
3 Pushes this mapping to the rest of the ETRs when the LCBs are used. To this end, we per-
and also updates the LCBp mapping system formed a set of 1000 rounds of DNS lookups on
via multicast or another mechanism the Internet. These rounds were clustered in five
This action completes the two-way mapping different tests (Fig. 5), each corresponding to a
resolution process. An interesting point is that sequential set of 200 DNS lookups, half of them
our control plane allows each domain to achieve without the intervention of the proposed control
its TE policies congruently, since each domain plane and the other half utilizing our prototype.
has the freedom to independently decide its The five tests were carried out at different
ingress and egress mappings. moments in time, where we measured the total
In order to achieve the aforementioned goals, time of the DNS lookups from the source Eg.
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In our tests Eg and DNSg/LCBg were located
at the University of the Republic premises in
Montevideo, Uruguay, and Ep as well as
DNSp/LCBp were located at the Technical Uni-
versity of Catalonia premises in Barcelona,
Spain.

In this setting steps 2-9 in Fig. 4 are solved
iteratively using the usual DNS hierarchy. As
mentioned above, our goal is to assess if the
control plane is able to obtain and configure the
mapping during the usual DNS resolution pro-
cess. Therefore, prior to each of the 1000 tests
(i.e., both with and without LCBs), we flushed
the DNSg cache, enforcing in this way the lookup
of Ep through the DNS system. This is only to
ensure that during the trials, the validation of
Eq. 4 is not biased by the DNSg cache. It is
important to observe that in an operational sce-
nario, if Ep is cached in DNSg, a mapping entry
will already be configured at the ITRs in ASg, so
Eq. 4 will trivially hold; analysis of the potential
interdependencies between the DNS and LISP
caches and their aging policies is part of our
future work.

After the steps 2-9 in Fig. 4, and upon detec-
tion of authoritative responses for A, AAAA,
and MX record types in DNSj, we obtain the
EID-to-RLOC mapping for Ep (as mentioned
before this is computed aforehand), and then
proceed with steps 10-12.

The results for 1000 experiments are shown
in Fig. 5. The horizontal mark inside each box is
the median, the edges of the boxes are the 25th
and 75th percentiles, and the whiskers cover the
rest of the data gathered, excluding outliers. The
outliers are represented as crosses and they are
shown individually. Our preliminary results are
promising, since Fig. 5 confirms that a simple
prototype implementation of the control plane is
able to accomplish the goal targeted in Eq. 4.

DISCUSSION AND
CONCLUDING REMARKS

In this article we have presented the peculiarities
of LA network infrastructures, and we have ana-
lyzed the TE opportunities that LISP may bring
to the region, especially by developing cus-
tomized intelligent route mapping techniques.
Our main contribution is the proposal of a
control plane that tackles the challenges exposed
in LISP. Among the strengths of this control
plane are the following. First, the mappings can
be configured during the normal DNS resolution
process, and this can be implemented without
introducing changes to the DNS system; the
zone files, resource records, and so on remain
unchanged. Second, by placing the LCBs in the
data path of the DNS system, it is possible to
transparently use the latter as a discovery mecha-
nism of LCBs. Once a remote LCB is discov-
ered, direct communication and even
cooperation among LCBs might be exploited,
adding therefore, extra capabilities to the control
plane. Indeed, our control plane can support an
overlay of LCBs, enabling on-the-fly refinement
of the mappings toward (from) a set of popular
destinations (sources) of a domain. Third, our
control plane is technically supported by an

architecture that blends two ongoing initiatives
in the IETF, the PCE and LISP, which offers a
promising perspective for LA, especially for the
scenarios in Fig. 1.

Although the proposed control plane offers a
promising approach, several aspects of the archi-
tecture need to be further explored. For exam-
ple, both the DNS servers and the LCBs are end
systems whose IP addresses are, in principle,
EIDs (i.e., they are non-globally routable). This
states the obvious problem that a resolver of
resolvers is required. An option is to assign glob-
ally routable addresses to both of them, but
arguments can be found against this too. In any
case, the debate about the assignment of the
address space to DNS servers is present in any
locator-identifier separation scheme and must be
appropriately addressed.

Issues such as how to solve mappings that, in
principle, do not require a DNS resolution (e.g.,
ping 10.10.10.1), and the potential impact of
these solutions on the overhead and dynamics of
the DNS system need to be analyzed and evalu-
ated. Other important issues to be explored are
the security aspects of this control plane.
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Issues such as how
to solve mappings
that, in principle, do
not require a DNS
resolution (e.g., ping
10.10.70.7), and the
potential impact of
these solutions on
the overhead and
dynamics of the DNS
system, need to
be analyzed and
evaluated.
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To create the highest quality, most valuable and informative
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of industry experts have been appointed to form an Advisory
Committee representing the breadth of technologies in the optical
communications space. The Committee includes representatives
fromtelecom operators, systemvendors, componentmanufacturers,
industry analyst groups, and independent industry bodies.

The seven committee members have been confirmed as
Stephan Neidlinger from ADVA Optical Networking,
Chris Clarke from Oclaro, Philippe Chanclou from France
Telecom, Joeri Van Bogaert from Leoni, Michael Lebby from
the OIDA, Daryl Inniss from Ovum, and Glenn Wellbrock
from Verizon.
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Magnus Breidne, CEO, Ignis Photonyx

Alain Couder, President and CEO, Bookham, Inc.
Dana Cooperson, VP Optical Networks, Ovum RHK

Kim Papakos, Senior Product Manager, Tellabs

For further information visit
www.ecocexhibition.com
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Market Focus 2009 Topics

40 and 100 Gbit/s Ethernet Systems

Optical Solutions for 3 and 4G Mobile Networks
Mass-Market Broadband Fibre Access

Role of Optical Comms in Green Telecoms
Next-Generation Services

Optical Network Agility

Packet Optical Transport
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ACCEPTED FROM OPEN CALL

Recent Advances in
Amplify-and-Forward Two-Hop Relaying

Stefan Berger, Marc Kuhn, and Armin Wittneben, ETH Zurich
Timo Unger and Anja Klein, Technische Universitdt Darmstadt

ABSTRACT

In this article we review an important class of
wireless cooperation protocols known as amplify-
and-forward relaying. One or more low-complex-
ity relay nodes assist the communication between
sources and destinations without having to
decode the signal. This makes AF relaying trans-
parent to modulation and coding of the
source/destination communication protocol. It is
therefore a highly flexible technology that also
qualifies for application in heterogeneous net-
works comprising many nodes of different com-
plexity or even standards. Recently, two-way
relaying was introduced, which is readily com-
bined with AF relaying. It is a spectrally efficient
protocol that allows for bidirectional communica-
tion between sources and destinations. In order
to investigate the potential of wireless AF relay-
ing, we introduce three distributed network sce-
narios that differ in the amount of cooperation
between nodes. New challenges arise in those
networks, and we discuss approaches to over-
come them. For the most general case of a com-
pletely distributed system, we present coherent
relaying solutions that offer a distributed spatial
multiplexing gain even for single-antenna nodes.
Based on real-world experiments, we validate the
feasibility of all schemes in our laboratory.

INTRODUCTION

Future wireless communication systems will be
built for cooperation rather than mere coexis-
tence. Cooperative communication is a hot topic
of current research, and many people believe it
to be the next big step after multiple-input mul-
tiple-output (MIMO) systems. The basic idea is
that multiple nodes cooperate in order to
increase the link quality, reliability, and data rate
of the system. In the future, the density of active
nodes competing for a common wireless channel
in cellular as well as access or ad hoc networks
will increase significantly. Therefore, node coop-
eration is an efficient means of achieving these
gains. An overview of several cooperative diver-
sity protocols for wireless networks can be found,
for example, in [1]. Either user nodes or dedicat-
ed terminals may assist the communication
between sources and destinations. We refer to

both types of assisting nodes as relays. In the lit-
erature they are classified as either full-duplex or
half-duplex. Full-duplex relays can simultaneous-
ly transmit and receive, whereas half-duplex
relays cannot. As an example, the nodes in full-
duplex frequency-division duplex (FDD) systems
transmit and receive signals at the same time but
use different frequency channels.

In the following we focus on half-duplex
relays. However, the relaying concepts discussed
in this article can also be used in full-duplex
FDD systems. The typical approach to orthogo-
nalize channel resources in a half-duplex system
is to use time-division duplex (TDD) where
reception and transmission at the relay are
orthogonalized by using two orthogonal time
slots:

* Transmission from source to destination
and relay
* Transmission from relay to destination
Hence, a bidirectional transmission between two
nodes via a relay requires four time slots to
exchange only two messages. To increase the
spectral efficiency of such bidirectional commu-
nication, the authors in [2] proposed a scheme
— known as two-way relaying — that reduces the
number of time slots to two: In the first time slot
both nodes transmit their messages simultane-
ously to the relay. In the second time slot the
relay transmits a combined version of the
received signals to both nodes. Since each node
knows its own transmitted signal, it can subtract
the back-propagated self-interference prior to
decoding. In a full-duplex FDD system, the
transmission from the nodes to the relay and
from the relay back to the nodes would take
place at the same time, but on different frequen-
cy channels.

The general relay channel of conventional
one-way relaying was first investigated in [3].
One source transmits to one destination while a
single relay assists. The capacity of the general
relay channel is still not known. Moreover, there
is not even a cooperation strategy known that
works best for this general case. At least two dif-
ferent basic signal processing strategies are dis-
tinguished at the relay. The first strategy, known
as decode-and forward (DF) protocol, involves
decoding of the source transmission at the relay.
The re-encoded and possibly compressed signal
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is then forwarded to the destination. In terms of
sum rate, this protocol is close to optimal when
the source-relay channel is excellent, which is
practically the case when source and relay are
physically close or when dedicated relays are
placed intentionally in such a way that a good
connection to the source is ensured.

For the second strategy — known as com-
press-and-forward (CF) or quantize-and-forward
protocol — the relay does not decode the source
signal, but uses its observations in a different
way. The received signal is quantized (and possi-
bly compressed) and then forwarded to the des-
tination. This protocol is most efficient in cases
where the source-relay and source-destination
channels are of comparable quality, and the
relay-destination link is good. In this situation
the relay may not be able to decode the source
signal, but nevertheless has an independent sig-
nal observation that can be used to assist the
decoding at the destination. Finally, the amplify-
and-forward (AF) protocol is a special case of
the CF strategy where the signal processing at
the relay is only linear. For a multi-antenna relay
this means that each transmit antenna may for-
ward a linear combination of the received signals
of all receive antennas. In [4] the authors devel-
op capacity scaling laws for such networks and
propose protocols that achieve this capacity scal-
ing in the limit for large numbers of relays.

In this article we focus on the use of the AF
protocol for applications where the complexity
of all involved nodes differs significantly. Based
on three scenarios described later, we discuss the
achievable gains as well as challenges arising for
different signal processing schemes at the relays.
Another section also contains results obtained by
a real-world demonstrator that show the feasibil-
ity of AF relaying in all three scenarios. Finally,
we conclude this article by naming open issues
and giving an outlook on future research.

SCENARIOS AND SYSTEM MODEL

We investigate three scenarios, as depicted in
Fig. 1, that differ in the complexity of the partic-
ipating nodes. In scenario A we consider a dis-
tributed wireless network with single-antenna
nodes and single-antenna AF relays. N sources
and N destinations communicate with the help
of M relays (multiuser relaying). Each source
communicates with a single dedicated destina-
tion terminal, together forming a source/destina-
tion pair. A distributed spatial multiplexing gain
can be achieved if the AF relay gains are chosen
appropriately. This essentially allows multiple
source/destination pairs to communicate concur-
rently over the same physical channel. Note that
DF relaying is not applicable in this scenario
because due to the strong multiuser interference,
the single-antenna relays are not able to effi-
ciently decode the data streams of all sources. In
scenario B a single multi-antenna relay assists
the communication between N single-antenna
source/destination pairs. Because all relay anten-
nas can fully cooperate, the number of available
degrees of freedom increases compared to sce-
nario A, and efficient precoding schemes can be
implemented at the relay. A typical application
could be a sensor network with one central node

s
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Single-antenna  °© )
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'm

Single-antenna
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Single-antenna .‘. I
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X

MIMO
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B

Tm

& Single-antenna

I ° destinations

Multi-antenna
source

7.7

MIMO
relay

C

L]
Multi-antenna
destination

B Figure 1. Amplify-and-forward relaying scenarios with an amount of cooper-
ation that increases from A to C: from distributed nodes and relays in scenario

A to multi-antenna nodes and relays in scenario C.

of high complexity. Finally, scenario C comprises
one multi-antenna source/destination pair and a
multi-antenna relay. This configuration could
correspond to a single link in a cellular system
with high-data-rate bidirectional communication.

With increasing cooperation between the
relay antennas (scenario B) and between the
source and destination antennas (scenario C),
increasing performance gains are available. In
this sense, scenario C constitutes an upper bound
on the performance of scenario B. Note that for
scenarios A and B, the extension to the case
where some of the sources and destinations
employ multiple antennas is straightforward.

Two-way relaying can basically be used in all
three scenarios. In [5] it has been extended from
a single-antenna configuration to the MIMO
case for DF relaying, in [6] to MIMO AF relay-
ing. Scenario C allows very efficient implementa-
tion of two-way relaying, because there is no
interuser interference, and the self-interference
can be completely subtracted from the data
stream at both nodes. In contrast to that, the
relay has to suppress 2N — 1 interferers in sce-
narios A and B.

The mutual information is a measure of qual-
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|
The maximum
achievable distribut-
ed spatial multiplex-
ing gain, which
enters the sum rate
expression 1 as pre-
log factor, lies in the
order of the number
of source/destination
pairs. If the relay
gain factors are cho-
sen properly, this can
even be realized with
low-complexity sin-
gle-antenna nodes.

ity for the communication link. For a single
channel realization and source/destination pair,
it is given by [7]

I= %logz det(I+(R; +Ry)'Rg), (1)

where Ry, Ry, and Rg are the covariance matri-
ces of the interference (if present), noise, and
signal 1 at the destination, respectively. The pre-
log factor 1/2 comes from the fact that a two-
hop transmission cycle is assumed to require two
time slots of equal length. Averaging the mutual
information over many channel realizations
delivers the average rate.

SCENARIO A

In classical wireless multiple access scenarios, the
amount of resources available for each individual
user reduces with the number of terminals shar-
ing the channel. Coherent multiuser relaying is a
promising approach to break this paradigm by
allowing multiple users to communicate concur-
rently on the same physical channel (distributed
spatial multiplexing gain). Although we lose spec-
tral efficiency by requiring two time slots for each
transmission cycle, large gains are feasible for
more than two source/destination pairs. The max-
imum achievable distributed spatial multiplexing
gain, which enters the sum rate expression 1 as
pre-log factor, lies in the order of the number of
source/destination pairs. If the relay gain factors
are chosen properly, this can even be realized
with low-complexity single-antenna nodes.

RELAY GAIN ALLOCATION

In [8, references therein] coherent gain alloca-
tion schemes that achieve a distributed spatial
multiplexing gain are discussed. One approach
to allow multiple users to access the channel
simultaneously is to compute the relay gain fac-
tors such that the source/destination streams are
completely orthogonalized in space (multiuser
zero-forcing [MUZF] relaying). The complex
baseband signals are scaled and rotated at the
relays in such a way that interuser interference is
suppressed completely. A necessary but not suf-
ficient condition for this to be possible is M > N
(N - 1). Note that if we allow for relays with
multiple antennas, significantly fewer relays are
required. We refer to the case that M = N (N —
1) +1 as minimum relay configuration. The gain
vector is then (apart from a complex-valued scal-
ing factor) uniquely determined. If the number
of relays is larger than the minimum relay con-
figuration, there is room for further optimization
(e.g., to achieve additional diversity gain).

Another coherent gain allocation scheme that
achieves a distributed spatial multiplexing gain is
based on a minimum mean squared error
(MMSE) criterion. This approach achieves even
better performance than MUZF but requires
additional knowledge of the noise covariance
matrices in order to compute the relay gain fac-
tors. Furthermore, since a small amount of
interuser interference is tolerated, no minimum
number of relays is required. Performance
instead degrades smoothly for decreasing M,
which makes this scheme also suitable for small-
er system configurations.

MAJOR CHALLENGES IN
DiSTRIBUTED WIRELESS NETWORKS

Compared to classical point-to-point communi-
cations links, new challenges (e.g., distributed
time synchronization) arise if multiple distribut-
ed nodes want to cooperate. However, since AF
relaying is transparent to modulation and cod-
ing, the relays need only to be synchronized on a
time slot — not a sample — basis. This is a great
alleviation of a major demand. Furthermore, in
order to coherently forward the signals, the
relays require channel knowledge. For the gain
allocation schemes described above (MUZF and
MMSE relaying) they have to know the com-
plete first-hop and second-hop channel matrix.
This involves channel estimation and dissemina-
tion of the estimates between all relays so that
the gain factors can be computed locally at the
relays. Although this is a major effort, in low-
mobility scenarios the gain largely outweighs the
cost. Finally, it was widely believed that all relays
require a global phase reference in order to be
able to coherently forward the signal. We showed
that this is not true if a basic principle is fol-
lowed when the channels are estimated. Our
results have been proven on a real-world demon-
strator, where we successfully implemented the
MUZF and MMSE gain allocation schemes [9].

Channel Estimation — In order to provide all
relay nodes with knowledge of the first-hop and
second-hop channels (we speak of “global chan-
nel state information”), a channel estimation and
a dissemination phase are required. If the relays
are not phase synchronous, it is important to
estimate all channels in the same “direction.”
Consider a point-to-point communication situa-
tion where node A wants to transmit data to
node B. The propagation channel between the
two nodes can be estimated in two directions:
either node A transmits a training sequence to
node B that estimates the channel (“forward
direction”), or B transmits the training sequence
and the estimation is done by A (“backward
direction”). Although the wireless propagation
channel between the two nodes is reciprocal, the
equivalent baseband channels are generally not
if A and B are not phase-synchronous. This is
because the transmission involves shifting the
signal to and from passband. The current (ran-
dom and unknown) local oscillator (LO) phases
of the nodes enter the signal as a positive (shift-
ing from baseband to passband) or negative
(shifting from passband to baseband) phase rota-
tion. Consequently, in order to obtain knowledge
of the forward (backward) channel at node A
(B), it has to be estimated at B (A) and fed back
to A (B). Likewise, the first-hop and second-hop
channel coefficients in the two-hop scenario
have to be estimated all in forward direction
(from sources to relays and from relays to desti-
nations) or all in backward direction (from desti-
nations to relays and relays to sources). The
estimated product channels (i.e. the product of
estimated first-hop and second-hop channel
matrices) are then independent of the LO phase
offsets of the relays. For MUZF and MMSE
relaying this means that the computed gain fac-
tors are also independent of the LO phases.
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Once the channel coefficients are estimated,
they have to be disseminated to the relays. The
number of required channel uses is 2NM. In
order to broadcast a channel coefficient, the
respective node has to transmit the signal at a
rate that all relays are able to decode. A short-
range secondary system (e.g., Bluetooth or ultra-
wideband (UWB)) could provide a very efficient
means of exchanging the required channel state
information (CSI).

LO Imperfections and Phase Noise — Anoth-
er crucial issue that arises in distributed net-
works with multiple relays is LO accuracy. In
contrast to point-to-point communication sys-
tems or single-relay networks (e.g., scenarios B
and C), the unknown and random LO phases at
the relay terminals pose a potential problem for
networks where multiple relays want to coher-
ently forward the signal at the same time. The
individual relays’ LO phase enters the signal in
the mixer, where the received passband signal is
shifted to baseband. Fortunately, this phase
error is compensated if the signal is mixed to
passband again given that the LO phase has not
changed in the meantime. Thus, phase stability is
a crucial point. In practical systems, LO phase
noise introduces a random change of the LO
phases during the time between reception and
retransmission, thus destroying coherency
between the relays. In general, the phase uncer-
tainty increases with time (e.g., Wiener phase
noise model, which is widely used in orthogonal
frequency-division multiplexing [OFDM] litera-
ture). Therefore, the larger the time difference
between reception and retransmission, the larger
the potential phase error.

In practical systems the LO of each node also
exhibits a frequency offset. Fortunately, the error
introduced by a carrier frequency offset when
mixing the signal to baseband at a relay is com-
pensated for when mixing it to passband again.

PERFORMANCE EVALUATION AND
DEMONSTRATION

In this section we assess the performance gain of
two-hop multiuser relaying in scenario A over a
classic single-hop (point-to-point) reference sce-
nario, where N single-antenna source/destination
pairs communicate in a time-division duplexing
(TDD) manner. In both cases the total transmit
power for each transmission cycle (i.e., two time
slots for the relaying case and N time slots for
the point-to-point reference case) is the same. In
the two-hop case, the sum transmit power of all
sources is equal to the sum transmit power of all
relays. For the Matlab simulation results, all
channels are frequency-flat and subject to i.i.d.
Rayleigh block fading of unit variance.

In the simulation results, the same transmit
power is used for both the relaying and refer-
ence scenarios. The resulting average sum rates
are then plotted vs. the receive signal-to-noise
ratio (SNR) of the reference case (simply denot-
ed SNR in Fig. 2). First, we show results of
Monte Carlo simulations in MATLAB, where
the simulation environment is perfectly defined.
Then we prove that our findings regarding phase
noise and channel estimation hold in practical

—o~MMSE]'
-5-MUZF

Reference 2

Reference 1
.

Average sum rate (b/s/Hz)

-5 0 5
SNR (dB)

20

B Figure 2. Average sum rate versus SNR for 4 single-antenna source/destina-

tion pairs and 13 relays.

systems by providing performance results of the
real-world demonstrator.

Simulation Results — We performed Monte
Carlo simulations in Matlab, where all channel
estimates are perfect and there is no phase
noise. Two cases for the reference scenario are
considered:

¢ All channel coefficients exhibit unit variance
(denoted reference 1).

* The variance of the channel coefficients in
the reference scenario is 1/4, while it is one
for the first-hop and second-hop channel
coefficients in the relaying case (reference
2). In an environment where the path loss
is similar to free-space propagation, this
corresponds to a situation where the relays
are halfway between sources and destina-
tions.

Figure 2 shows the average sum rate for MUZF
and MMSE relaying as well as the two reference
cases. Obviously, the relaying schemes are able
to offer performance gains over the reference
cases. MUZF and MMSE relaying will converge
for high SNR and offer a distributed spatial mul-
tiplexing gain in the order of the number of
source/destination pairs.

Measurement Results — A custom-built radio
testbed called Radio Access with Cooperating
Nodes (RACooN), which can be used to demon-
strate multiuser relaying scenarios, is available at
the Communications Technology Laboratory at
ETH. Ten identical single-antenna nodes can
each act as either source, relay, or destination
node in a wireless network.

We set up a network comprising two source/
destination pairs and three relays operating at a
carrier frequency of f, =5.5 GHz. This is the
minimum relay configuration for MUZF. The
propagation environment is a typical laboratory
room of about 8 m X 4 m containing cupboards
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and tables with electronic equipment. In Fig. 3
we plot the average signal-to-interference ratio
(SIR) at destination 1 for MUZF relaying and
noncoherent forwarding (mere amplitude scaling
at the relays). Compared to noncoherent for-
warding, the ZF gain allocation is able to sup-
press the interference on average by about 20
dB in this system configuration. Correlation of
the source-relay-destination channels has a large
impact on the performance. The less correlated
the channels, the better the gain allocation is
able to suppress interference. The results prove
that coherent multiuser relaying indeed works in
the real world even if there is no LO phase ref-
erence at the relays.

50

Mean SIR (dB)

-20 |- "V,\ Noncoherent, destination 2 5
i Noncoherent, destination 1 i
-30 [N Y NN T TN N NN (NN TN T N (N TN N TN T N N N NN T Y N NN Y TN SN S
-30 -20 -10 0 10 20 30
f—f. (MHz)

B Figure 3. Measured mean SIR for MUZF relaying and noncoherent forward-

ing.
L o o o o o o o o e
o :
101 | E
510'2 F
(=) =
103 |
- b
——Noncoherent forwarding 1
—=-MMSE ]
10'4_6_MUZF I T O T I
-12 -10 -8 -6 -4 -2 0 2 4 6
Source transmit power (dBm)

B Figure 4. Bit error rate at destination 1 versus the transmit power of each

source.

Finally, we use OFDM to obtain frequency-
flat subchannels and compute the gain factors
for each of them. Bit error curves are then gen-
erated for a single subcarrier. In Fig. 4 we show
the results at destination 1 for MUZF relaying,
MMSE relaying, and noncoherent forwarding as
reference. We see that with the coherent gain
allocation schemes, communication between
both source/destination pairs indeed becomes
possible. Note that these experiments not only
validate the feasibility of scenario A, but also of
scenarios B and C because increasing the amount
of cooperation among the nodes actually reduces
the challenges.

SCENARIO B

Compared to scenario A, in scenario B it is
much easier to provide the relay with global CSI
because the antennas are collocated and the dis-
semination phase is thus not required. Further-
more, since a single LO reference is used for all
relay antennas, phase noise does not destroy
coherence. Finally, each relay transmit antenna
may forward a linear combination of the received
signals of all receive antennas. In the following
we discuss how these simplifications can be
exploited in one-way and two-way relaying.

In one-way relaying N sources share the phys-
ical channel, which means that N — 1 interferers
are received at each destination. The gain alloca-
tion at the relay is required to suppress this
interference because it cannot be canceled by
the destinations themselves. However, there are
additional degrees of freedom available for the
gain allocation compared to scenario A because
the relay antennas can cooperate. The number
of required antennas is thus reduced significant-
ly. In general, M = N relay antennas are suffi-
cient in order to separate the data streams of all
N sources. The separation can be achieved by
multiuser beamforming approaches at the relay
(e.g., according to the ZF or MMSE criterion).
This beamforming is a combination of receive
beamforming in the first-hop multiple access
channel and transmit beamforming in the sec-
ond-hop broadcast channel.

In two-way relaying, 2N sources access the
channel simultaneously. Since each destination
can eliminate the self-interference coming from
its own transmitted data stream, 2(N — 1) effec-
tive interferers are present. This essentially
means that the gain allocation at the relay has to
suppress about double the amount of interfering
data streams as in one-way relaying. If the relay
has at least 2N antennas, it can also suppress the
self-interference at all destinations, allowing to
sources and destinations of low complexity to be
implemented. In this case multiuser beamform-
ing approaches similar to the one-way relaying
case can be applied [6].

SCENARIO C

With respect to channel estimation/dissemina-
tion and the impact of relay phase noise, sce-
nario C behaves as scenario B. Since all source
and destination antennas are also collocated,
joint processing of their transmit and receive sig-
nals now becomes possible.
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For one-way relaying, N data streams can be
transmitted simultaneously if M > N. Since the
destination node can apply joint decoding, there
is no interference in scenario C. The relay anten-
nas can then be used exclusively to maximize the
desired figure of merit (e.g., sum rate). Note
that for M < N the rank of the equivalent two-
hop channel collapses. In [10] the authors show
how to maximize the instantaneous sum rate for
one-way relaying in scenario C by beamforming
at the relay. The spatial substreams can be sepa-
rated by beamforming matched to the eigen-
modes of the first-hop and second-hop channels.
By appropriate pairing of the first- and second-
hop subchannels, and using water filling to
weight the subchannels, the instantaneous sum
rate can be maximized.

In two-way relaying 2N data streams can be
transmitted simultaneously if M > 2N. Since the
self-interference can be completely suppressed at
the destinations, the beamforming at the relay
can be used exclusively to maximize the instanta-
neous sum rate as in one-way relaying. The relay
cannot adapt simultaneously to the eigenmodes
of both first-hop channels and both second-hop
channels. However, it can adapt to the eigen-
modes of the joint first-hop channel and joint
second-hop channel, where the joint channels
are concatenations of the two matrix channels
between the nodes and the relay. With this adap-
tion, the number of optimization variables for
the beamforming at the relay is always given by
(2N)? even for the case M > 2N. Up to now, the
beamformers at the relay are determined by
numerical methods; analytical solutions achiev-
ing the maximum sum rate are subject to future
research.

In this article a comparison of the sum rates
of one-way and two-way relaying in scenarios B
and C is presented. Figure 5 shows a comparison
of the sum rates in one-way and two-way relay-
ing for M = 4 and N = 2. The SNR is given by
the ratio between the transmit power of each
transmitter and the noise variance at the respec-
tive receiver. It is assumed that the SNR for the
transmission from each source to the relay is the
same as the SNR from the relay to each destina-
tion. Obviously, the two-way relaying scheme sig-
nificantly outperforms the one-way relaying
scheme due to the more efficient utilization of
the available channel resources.

As a reference, the average sum rate of a
point-to-point one-hop MIMO system with N =
2 antennas is depicted for SNR(®) = 8 dB and
SNR( = 16 dB, where SNR(® is the SNR of
the point-to-point link between source and desti-
nation. The plot shows that two-way relaying
outperforms the reference case if the relay is
placed such that the source/relay and relay/desti-
nation links exhibit an SNR of at least 12 dB
and 19 dB, respectively.

Figure 6 finally shows the average sum rate
vs. M for SNR = 12 dB and N = 2. Obviously,
for M = 4 the spatial multiplexing gain is already
fully exploited in two-way relaying. By increasing
M, the array gain as well as the spatial diversity
increase. The relative increase in average sum
rate is the same for one-way and two-way relay-
ing. For large M, the average sum rate of two-
way relaying in scenario B converges to the sum
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rate of two-way relaying in scenario C because
the interference in scenario B can be suppressed
more efficiently by the relay if M increases.

OPEN ISSUES AND
FUTURE RESEARCH

A lot of research is currently being done on the
topic of wireless multiuser communications. AF
relaying is a promising candidate technology for
future wireless cooperative systems. Although
some interesting and very promising results have
been obtained, there are still many issues that
have not received much attention yet. These are,
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Efficient protocols for
the dissemination of
system coordination
data or CSI using for
example a secondary
communication
system like Bluetooth
or UWB will be key
issues for future
cooperative
communication
systems.

for example, two-way relaying schemes in the
presence of multiple distributed relays or gain
allocation schemes for broadband systems, the
assignment of sources, relays, and destinations
among a set of nodes, efficient strategies to cope
with mobile nodes entering or leaving the sys-
tem, or robust signal processing schemes taking
system imperfections like noisy or outdated CSI,
timing errors, phase noise, or hardware imper-
fections into account. Furthermore, efficient
protocols for the dissemination of system coordi-
nation data or CSI, using, for example, a sec-
ondary communication system like Bluetooth or
UWB, will be key issues for future cooperative
communication systems. And finally, fundamen-
tal performance bounds of distributed communi-
cation protocols remain to be found.
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ABSTRACT

In this article we illustrate the performance of
Transmission Control Protocol in an overlay cog-
nitive radio network under dynamic spectrum
access. We show that the performance of TCP in
overlay CR networks that implement DSA to be
quite different from its performance in conven-
tional networks, which do not allow DSA. The
key difference is that secondary users in an over-
lay CR network have to cope with a new type of
loss called service interruption loss, due to the
existence of primary users. We demonstrate on an
NS2 simulation testbed the surprising result:
Excessive radio resource usage leads to a decrease
in aggregate TCP throughput. This behavior is in
contrast to the behavior of TCP in conventional
networks, where throughput increases monotoni-
cally with the available radio resource.

INTRODUCTION

Cognitive radio (CR) is an emerging communi-
cations paradigm, wherein a wireless transceiver
unit can sense the surrounding environment and
adapt itself accordingly. CR technology, along
with dynamic spectrum access (DSA), has the
potential to alleviate the shortage of radio
resource. For many years, it was believed that
the spectrum shortage was due to an increasing
number of wireless applications and their sub-
stantial bandwidth usage. However, spectrum
measurements in Washington, DC, New Orleans,
San Diego, Atlanta, Chicago, and other
metropolitan areas show that vast portions of
licensed spectrum are not in use (i.e., they are
underutilized) [1]. This finding suggests that an
improvement in spectrum utilization can allevi-
ate the spectrum shortage problem. A transceiv-
er equipped with CR capability can access and
release spectrum with more agility. Such agility
can allow secondary users (who are unlicensed)
to access the spectrum when primary users (i.e.,
spectrum licensees) are inactive. Referred to in
the literature as DSA, this approach clearly
reduces spectrum underutilization, hence allevi-
ating the spectrum shortage problem.

Most of the CR research focused on the lower
layers (i.e., physical and medium access control
[MAC] layers) of the network protocol stack.
Despite sporadic works that study routing issues
in CR networks, no work to date has considered
transport layer issues in CR networks [2]. In this
article we study the performance of Transmis-
sion Control Protocol (TCP) in a CR network.

TCP has become a ubiquitous transport layer
protocol for reliable non-real-time data trans-
mission over the Internet. TCP was originally
designed to control network congestion in wired
networks, and was later enhanced to cope with
channel errors in wireless networks [3]. The
advent of DSA introduces a new type of packet
loss called service interruption loss (see the defini-
tion given later), in addition to the existing pack-
et losses resulting from network congestion and
channel errors. Consequently, there is a strong
motivation to study the performance of TCP
under service interruption loss in CR networks
that employ DSA.

This article provides a detailed survey of CR
networks. We present their salient features,
access techniques, and architectures. We also dis-
cuss a surprising result regarding TCP perfor-
mance in overlay CR networks (see the definition
given in the next section): the TCP throughput of
a secondary user does not always increase with
the available radio resource. Due to service inter-
ruption from the primary user, TCP performance
of a secondary user could degrade when it tries
to acquire too much radio resource. This finding
poses the need to optimally control how sec-
ondary users obtain the radio resource in order
to fully utilize the available radio resource.

The rest of this article is organized as follows.
The next section discusses CR evolution and
provides a survey of various regulatory issues,
access techniques, and architectures proposed in
the literature. We then describe the basic opera-
tion of TCP in conventional networks, and
emphasize the need to study TCP performance
over a CR network. The following section shows
our simulation study of TCP performance in CR
networks allowing DSA. Conclusions are given
in the final section.
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A general centralized
network architecture
consists of two main
entities. One is a
base station, which
schedules the data
transmission of users
in the network.
The other entity is
the spectrum broker,
which is responsible
for allocating the
radio resource
to users.

CR: EvoOLUTION, ACCESS
TECHNIQUES, AND ARCHITECTURES
EVOLUTION AND SALIENT FEATURES OF CR

CR is a key enabling technology to achieve DSA

of licensed spectrum bands. The current interest

in CR technologies is due to a report published
by the Federal Communications Commission

(FCC) pointing out that vast portions of spectrum

are underutilized [1]. This finding suggested that

granting access to unlicensed users could lead to
significant improvement in spectrum utilization.

The term CR was coined by Mitola in [4],
although its genesis can be traced to the concept
of software defined radio (SDR). According to
the FCC, “an SDR is one in which operating
parameters such as frequency range, modulation
type, or output power can be altered by software
without making any changes to the hardware
components.” Taking the definition of SDR a
step further, Mitola defined CR as “an SDR that
senses its environment, tracks changes and reacts
accordingly” [4].

CR is characterized by two main features:
 Cognitive capability: This refers to the ability

of the radio to identify spectrum opportuni-

ties and adapt to the situation accordingly.

The typical steps involved in this adaptive

operation are spectrum sensing, spectrum

analysis, and spectrum decision. Spectrum
sensing involves detection of white spaces

(i.e., the spectrum portion not in use).

Spectrum analysis involves analyzing the

characteristics of the detected white space

(e.g., characterizing the white space based

on its time-varying radio characteristics and

the primary user activity). The spectrum
decision specifies the action (e.g., adjusting
transmission rate, power levels, and/or
bandwidth) that should be taken after spec-

trum sensing and analysis [2, 5].

* Reconfigurability: This refers to the ability of
the radio to be configured dynamically
according to the environment. The various
parameters that can be reconfigured are,
for example, operating frequency, modula-
tion type, and transmission power [5].

A general CR network consists of two subnet-
works: a primary network and a secondary net-
work. The primary network consists of primary
users and the primary base station, whose func-
tion is to control and regulate the users of the
network, similar to a cellular system. The sec-
ondary network does not own a license and tries
to utilize the spectrum in an opportunistic man-
ner. A secondary network may or may not have
a base station, depending on the architecture.

We note that CRs can be conceived for even
the unlicensed bands of the spectrum, as noted
in [2]. However, in this article we focus our
attention on CR networks for access to the
licensed bands only.

SPECTRUM ACCESS PoLicy:
OWN IT OR SHARE IT?

The inception of CR has raised spectrum regula-
tory issues. Two schools of thought — property
rights and spectrum commons — are being debat-

ed extensively [6]. Advocates of property rights
argue that spectrum owners should have an
absolute right over their spectrum. Proponents
of spectrum commons, on the other hand,
believe that sharing spectrum would be more
efficient and greatly alleviate the problem of
spectrum underutilization. Hence, there are con-
stant regulatory and legal policy discussions on
these two conflicting ideas, the result of which is
still inconclusive.

ACCESS TECHNIQUES FOR CR NETWORKS

Access techniques for CR networks can be clas-

sified into two types:

* Overlay approach (or interference-free
approach): In this approach the secondary
users access the portion of the spectrum
that is not used by primary users. As a
result, there is virtually no interference to
the primary users. We refer to CR net-
works that employ overlay access tech-
niques as overlay CR networks.

e Underlay approach (or interference-tolerant
approach): In this approach the secondary
users access the network by spreading
their signals over a wide frequency band.
The underlay approach imposes severe
constraints on the transmission power of
secondary users. Operating below the
noise floor of primary users, secondary
users are allowed to interfere with prima-
ry users up to a certain tolerable level.
We refer toCR networks that employ
underlay access techniques as underlay
CR networks.

The current spectrum management policy
adopted by the FCC, based on the property
rights model, does not allow secondary user
operation in the licensed spectrum, irrespective
of the access techniques. Hence, there may be
regulatory and legal discussions on how sec-
ondary users should operate in the licensed
spectrum.

ARCHITECTURES FOR CR NETWORKS

The architecture for CR networks can be either
centralized or distributed. Table 1 summarizes
various CR architectures proposed in the litera-
ture.

Centralized CR Network Architectures — A
general centralized network architecture consists
of two main entities. One is a base station, which
schedules the data transmission of users in the
network. The other entity is the spectrum bro-
ker, which is responsible for allocating the radio
resource to users (primary, secondary, or both).
The spectrum broker can be a primary or sec-
ondary base station [2], or a dedicated entity
dealing with spectrum allocation [7, 9]. The sens-
ing functionality in a centralized CR network
can be performed by secondary users or the
spectrum broker. The sensed spectrum informa-
tion is used by the spectrum broker to create a
spectrum allocation map for radio resource allo-
cation.

The following are examples of centralized CR
architectures proposed in the literature. A more
comprehensive survey of CR architectures is
given in [2].
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Centralized

Distributed

Sensing entity
Spectrum broker
Access granted to

Spectrum pooling [7]

Examples DIMSUMnet [9]

B Table 1. Summary of cognitive radio architectures.

Spectrum Pooling — In this architecture spec-
trum from different owners is put together in a
common pool [7]. The architecture is based on
the well-known orthogonal frequency-division
multiplexing (OFDM). The advantage of an
architecture based on OFDM is that interfer-
ence to primary users can be minimized by allo-
cating zero power to the subcarriers occupied by
them.

Dynamic Intelligent Management of Spec-
trum for a Ubiquitous Mobile Network — In
dynamic intelligent management of spectrum for
a ubiquitous mobile network (DIMSUMnet) [9],
a spectrum broker owns a contiguous chunk of
spectrum called the coordinated access band
(CAB).! The CAB is then leased according to
requests from different users for a specified time.

Distributed CR Network Architectures —
This type of architecture has no centralized
agent like a spectrum broker or base station to
coordinate spectrum access of secondary users.
It is similar to that used in wireless ad hoc net-
works. The main difference from wireless ad hoc
networks is the presence of primary users and
service interruption loss, which will be defined in
the next section.

Distributed CR networks can be classified
into cooperative or non-cooperative networks. In
a cooperative network the users share the inter-
ference information and determine spectrum
allocation based on this shared information. In a
non-cooperative network the users access the
spectrum based on local policies, since there is
no communication regarding interference infor-
mation among users of the network. In general,
the cooperative approach achieves better
throughput than the non-cooperative approach.
However, a cooperative approach may incur
extra overhead due to the communication among
users.

We now briefly summarize the existing dis-
tributed CR network architectures.

Cognitive Radio Approach for Usage of Vir-
tual Unlicensed Spectrum — In the CR
approach for usage of virtual unlicensed spec-
trum (CORVUS) [8], secondary users form a
communication group called a secondary user
group (SUG). The secondary users in an SUG
help each other in sensing the channel for pri-
mary user activity. If primary users are inactive
on a channel, the SUG takes that channel for
communication within the group.

Secondary users/spectrum broker
Separate entity/primary base station/secondary base station

Primary and secondary users

Secondary users
None
Secondary users

CORVUS [8]
Nautilus [10, 11]

We note that CORVUS can be used even in
the centralized mode. In each SUG a secondary
user could be selected to control spectrum access
of other secondary users.

Nautilus — This project devises distributed,
efficient, and scalable algorithms for spectrum
sharing in CR ad hoc networks [10, 11]. The
project proposes spectrum access algorithms
based on two approaches: one based on graph
coloring [10] and another based on local bar-
gaining [11]. In the former approach the spec-
trum allocation is transformed into a graph-
coloring problem, where a secondary user corre-
sponds to a vertex, while a radio channel corre-
sponds to a color. Since a graph-coloring
problem is NP-hard, the authors propose heuris-
tic approximation algorithms to solve the prob-
lem [10]. In the latter approach the secondary
users affected by topological changes form local
bargaining groups and adapt their spectrum
assignment to a new optimal conflict free assign-
ment [11].

TCP IN CONVENTIONAL VS.
CR NETWORKS

TCP IN WIRED AND
CONVENTIONAL WIRELESS NETWORKS

TCP was originally conceived for wired networks
as a means to avoid and control network conges-
tion, and to provide reliable end-to-end delivery
of user data. Whenever the sender identifies loss
of data (either in the form of several duplicated
acknowledgments or an absence of acknowledg-
ment for a timeout interval), TCP reacts to the
loss by reducing its transmission window size
before retransmitting lost packets. This reduc-
tion in window size eases the load on intermedi-
ate links, hence controlling congestion in the
network. The subsequent increase in window
size depends on whether TCP is in slow start
phase or congestion avoidance phase. In the slow
start phase the window size grows linearly in
response to every acknowledged packet, while
the window size grows sublinearly in the conges-
tion avoidance phase. In general, the essential
functionality of TCP remains the same, despite
the modifications to improve its performance.
For example, TCP variants (TCP-Tahoe, TCP-
Reno, and TCP-Vegas) implement the same
window-based adaptation mechanism, but have
minor differences.

|
In general, the
suggested solutions
to improve
performance of TCP
in wireless networks
are classified into
three basic groups
based on their
fundamental
philosophies: end-to-
end solutions,
split-connection
solutions, and
link-layer solutions.

1 CABs can be designated
frequency bands in cellu-
lar, PCS, or TV broad-
casting systems.
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|
TCP performance
under the
congestion losses,
channel error losses,
and/or data collision
losses has been
studied extensively.
However, due to the
service interruption
loss, TCP perfor-
mance in an overlay
CR network could be
significantly different
from that in a con-
ventional network.

TCP was originally developed for wired net-
works and later enhanced for wireless networks.
Unlike in a wired network where packet loss is
mainly caused by congestion, the majority of
packet loss in a wireless network is due to chan-
nel errors (caused by fading, interference, and
shadowing) or packet collision (i.e., when more
than one mobile accesses the channel simultane-
ously). While two consecutive packet losses due
to network congestion are highly correlated,
those due to channel errors or collision may not
be related at all.

In general, the suggested solutions to improve
performance of TCP in wireless networks are
classified into three basic groups based on their
fundamental philosophies: end-to-end solutions,
split-connection solutions, and link-layer solutions
[3]. Among these three solution approaches,
link-layer solutions are the most popular, since
they do not require any modification of the net-
work architecture or TCP operation.

SERVICE INTERRUPTION LOSS IN
OVERLAY CR NETWORKS

The concept of DSA introduces a new type of
loss called service interruption loss for the sec-
ondary users of an overlay CR network. Ser-
vice interruption loss refers to the loss
experienced by secondary users due to the inter-
vention of primary users while transmitting data.
Service interruption loss is absent in underlay
CR networks, since in an underlay approach
the secondary users operate far below the
power level of the primary users, hence ruling
out the possibility of collisions with the prima-
ry users of the spectrum.

The amount of service interruption loss for
the secondary users of the overlay CR network is
determined by the amount of primary user activ-
ity in the network. To capture the amount of pri-
mary user activity, we define load factor (4) as
the amount of traffic all the primary users gener-
ate on a single channel. Mathematically, it is stat-
ed as

Az—TON Xﬁ’ (1)
Ton +Topr L

where Ty and Topr denote the mean ON time
and OFF time of the primary users, N, denotes
the number of primary users, and L denotes the
total number of channels in the spectrum.

The rationale behind Eq. 1 is as follows. First,
the average traffic generated by each primary
user is Ton/(Ton + Torr). Hence, the total traf-
fic generated by all the primary users is N, -
Ton/(Ton + Torr). Since this traffic is generated
over L radio channels, the total traffic (or load)
generated by the primary users on a single chan-
nel is given by (4) defined as in Eq. 1. In other
words, if the traffic generated by all the primary
users is distributed equally among all the radio
channels, 4 in Eq. 1 denotes the amount of pri-
mary user traffic on one radio channel. For
example, 4 = 0.5 implies that every radio chan-
nel is used by all primary users on average 50
percent of the time. In general, a higher value of
the load factor (4) implies lower aggregate TCP
throughput of the secondary users.

The service interruption loss is different
from the following three major losses that occur
in a conventional network. First, losses due to
network congestion are usually caused by buffer
overflow and are assumed to be correlated.
Second, losses due to channel errors depend on
channel characteristics. Depending on whether
the user is moving slowly or rapidly, the losses
due to channel errors can be assumed correlat-
ed or independent. The third and final type of
losses are due to collision between various
users of the network that depend on the under-
lying medium access control (MAC) mecha-
nism. Service interruption loss due to DSA, on
the other hand, does not depend on network
conditions, channel characteristics, or the
underlying MAC mechanism. It depends on the
amount of primary user activity in the spec-
trum, which in turn depends on extraneous fac-
tors such as geographical location and time of
the day. The report in [1] notes that in a given
geographical area, for the most part the spec-
trum is devoid of primary user activity. In such
cases the duration of service interruption loss
may be small, since it is possible for the sec-
ondary user to find an alternate channel for
transmission almost immediately. However, if a
given geographical region has heavy primary
user activity, it may not be possible for a sec-
ondary user to find an alternate channel imme-
diately, hence leading to a longer duration of
service interruption loss.

TCP performance under congestion losses,
channel error losses, and/or data collision losses
has been studied extensively. However, due to
service interruption loss, TCP performance in an
overlay CR network could be significantly differ-
ent from that in a conventional network. This
poses a clear need to study TCP performance in
an overlay CR network. As we shall see from
our simulation study presented in the next sec-
tion, a definite number of channels must be
carefully chosen in order to optimize TCP per-
formance in an overlay CR network.

SIMULATION STUDY OF
TCP PERFORMANCE IN AN
OVERLAY CR NETWORK
SYSTEM MODEL OF AN OVERLAY CR NETWORK

In this article we consider an overlay CR net-
work with N, primary users and Nj secondary
users (Fig. 1). Primary users send their data to a
primary network via its base station. On the
other hand, each secondary user transfers a file
with infinite size to the server connecting to its
base station. Both primary and secondary users
share L radio channels to communicate with
their base stations. We assume that the data rate
and propagation delay of each radio channel are
b, b/s and d, s, respectively. Also, the link that
connects the base station and server has a data
rate of b; b/s and a propagation delay of d; s.
Each secondary user is allowed to access the free
channels only. While using a channel, a sec-
ondary user may be asked (by a primary user) to
give up its ongoing transmission and return the
channel to the primary user. In this case the
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packet transmitted by the secondary user will be
lost due to service interruption.

We model the primary user activity according
to a continuous-time Markov chain with two
states, ON and OFF. This modeling assumption
implies each primary user generates a data pack-
et that holds the channel for an exponentially
distributed time with mean Ty. After transmit-
ting a packet, a primary user turns off for an
exponentially distributed time with mean Tppp.
When switching to an ON state, a primary user
first looks for a free channel to transmit data. If
there is no free channel, a primary user will
force one of the secondary users (if any) to give
up transmission on the radio channel. If all the
channels are occupied by primary users, the new
primary user will not be able to transmit its data.

Each secondary user transfers a file using
TCP as its transport layer protocol. Again, based
on a perceived packet loss pattern, TCP feeds
and stops feeding packets to the underlying link
layer. A secondary user attempts to transmit
each link layer packet according to the following
spectrum access mechanism. At any time, a sec-
ondary user can access a maximum of L; radio
channels, which implies there are always (L — Ly)
channels reserved for the primary users. Among
the L channels, a secondary user chooses to
transmit (or) not to transmit on a free channel
with probability p and 1 - p, respectively.? If
more than one secondary user chooses to trans-
mit on the same channel simultaneously, all the
transmitted packets will be lost. The above
access mechanism is invoked repeatedly until all
the link layer packets are transmitted or the
number of occupied channels is greater than L.

SIMULATION PARAMETERS

We run the simulation using an open source net-
work simulation tool, NS2. Unless specified oth-
erwise, we assume N, = 30, L = 20, Topr =0.1
s, b, = 100 kb/s, d, =2 ms, b; = 100 Mb/s, and d,
=2 ms. The value of Tpy is determined by the
choice of the load factor value (4). The value of
b, chosen above is typical for wireless data appli-
cations. For example, the code-division multiple
access (CDMA) 2000 1xEV-DO standard (which
is one of the six radio interfaces under IMT-
2000) supports a maximum data rate of 154 kb/s
[12]. We run the simulation for a duration of 500
s, which we found to be sufficient for TCP to
reach its steady state. Each secondary user
employs TCP New Reno? to upload the file, and
chooses transmission probability value (p) equal
to 1/N, where Ny denotes the number of sec-
ondary users.* Finally, we assume there are no
losses due to channel errors (or) buffer overflow
on all the TCP flows of secondary users.

SIMULATION RESULTS

Figure 2 shows the plot of aggregate TCP
throughput of secondary users vs. the maximum
channels for secondary users (L) for the case
when there are no primary users (i.e., N, = 0).
With no primary users, this case corresponds to
a conventional random access ad hoc network.
As can be seen from Fig. 2, without service inter-
ruption from primary users, the aggregate TCP
throughput of secondary users increases mono-
tonically as L increases. Using random access,

((teeqpn)

network
/ ({1

(¢ ))))))
Link speed = b; b/s é
Server

Secondary
base station

[e=0 ] & |

\Y3

] 1
PN Ns secondary users
y (e.g., cell phones, .
. - PDAs) .-

Primary base station
(e.g., TV broadcasters)

Radio channels: |
bandwidth = b, b/s

T 7

. Np primary users
3 (e g., TV sets)

B Figure 1. System model of an overlay CR network: N, primary users and N
secondary users access their base stations via L sharedp adio channels. Each
radio channel has a bandwidth of b, b/s. The primary base station connects to
the primary network, while the secondary base station connects to a server via
a wired link with a bandwidth of by b/s. When needed, a primary user can
force a secondary user to give up transmission so that it can use the released
channel.

18 X 0°

T T
—o—Number of secondary users (Ng) = 1
—A-Number of secondary users (N )=5
—%—Number of secondary users (N ) =1

16 H
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Aggregate secondary user TCP throughput (b/s)
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Number of channels captured by secondary users (L)

B Figure 2. Aggregate secondary user TCP throughput vs. the maximum chan-
nels for secondary users (Lg)when N, = 0. Due to the absence of service inter-
ruption from the primary users, this case is similar to an ad hoc network with
random access. The figure shows that the aggregate TCP throughput of sec-
ondary users increases monotonically with Ly

the secondary user experiences no collision for
N; = 1. Therefore, this case has higher aggre-
gate TCP throughput than the multi-user case
(i.e., Ny = 5 and Ny = 10). Note that the aggre-
gate TCP throughput for Ny =1 saturates at L;
= 18 since the TCP window size has reached its
maximum value. However, for the multi-user
case (i.e., Ny = 5 and 10), the aggregate TCP
throughput increases continuously since in these

2 This type of random
access is widely used for
ad hoc wireless networks,
where there is no base sta-
tion to control and coor-
dinate the transmission of
secondary users.
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B Figure 3. Aggregate secondary user TCP throughput vs. the maximum chan-
nels for secondary users (Lg) in the presence of service interruption due to 30
primary users. The figure shows that the throughput is no longer monotone
with respect to Ly There exists a well defined optimal value of L that maxi-
mizes the aggregate TCP throughput.
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B Figure 4. Aggregate secondary user TCP throughput vs. the maximum chan-
nels for secondary users (Lg) for various values of load factor (A) with service
interruption due to 30 primary users. The figure shows that the aggregate TCP
throughput of secondary users decreases as the load factor increases.

3 TCP New Reno is an
improved version of Reno
that avoids multiple
reductions of congestion
window size when several
TCP packets from the
same window of data are
lost [13].

4 This choice of p = 1/Ng
minimizes the collision
probability among N sec-
ondary users.

cases the TCP window size has not reached its
maximum.

Figure 3 shows the impact of service interrup-
tion on the aggregate TCP throughput of sec-
ondary users. Here, we set the number of
primary users (N,) equal to 30. In this case the
throughput gradually increases as the maximum
channels for secondary users (L) increase up to
a certain point beyond which the throughput
decreases. Hence, there exists a well defined
optimal value of L; (denoted L) that maximizes
the aggregate TCP throughput.

This non-monotonic behavior of TCP in
overlay CR networks that implement DSA can

be explained as follows. Intuitively, as the maxi-
mum channels for secondary users (L) increase,
we expect an increase in aggregate TCP
throughput. However, an increase in L; also
increases the probability of service interruption
from a primary user, leading to increased packet
loss. This packet loss (detected via timeout or
duplicate acknowledgment) leads to a decrease
in TCP window size, and hence significant
degradation of aggregate TCP throughput of
secondary users. When adopting DSA in overlay
CR networks, secondary users need to be judi-
cious in choosing the number of channels for
data transmission.

We also observe from Fig. 3 that the optimal
value of L (L) also increases as the number of
secondary users increases. Since every secondary
user accesses the channel with the same proba-
bility p = 1/N, on average, all the free channels
are distributed equally among the secondary
users. For example, suppose the number of free
channels are 15. In a single-user case all 15 free
channels are used by only one user. When N =
5, each secondary user employs, on average, 15/5
= 3 channels to transmit TCP packets. With a
small number of channels per user, a success in
single transmission could gain a significant
increase in TCP throughput compared to the
packet loss due to service interruption. There-
fore, the peaks (i.e., L) in Fig. 3 shift to the
right as the number of secondary users increases.

Figure 4 shows the variation of aggregate
TCP throughput with respect to the maximum
number of channels L, for different values of the
load factor (4). In this case we set N, = 30 and
N, = 10, and the load factor A4 is chosen to be
10, 30, and 50 percent, respectively. A higher
value of the load factor implies an increase in
the probability of service interruption from the
primary user and also a decrease in transmission
opportunities for a secondary user. Hence, the
aggregate TCP throughput of the secondary
users decreases as the load factor increases.

Figure 5 plots the optimal value of L (L) vs.
the load factor (4). We set the number of pri-
mary and secondary users to be 30 and 1, respec-
tively. The non-monotone behavior of L with
respect to the load factor 4 in Fig. 5 can be
explained as follows. First, a small load factor
implies that primary users rarely need the chan-
nel; service interruption is rare in this case. With
small service interruption probability, a sec-
ondary user should take a chance and transmit
on as many channels as possible to increase TCP
throughput. Second, as the load factor increases,
the service interruption probability increases. In
this case we should decrease L to avoid service
interruption. The decrease of L (with respect to
A) stops when the traffic load is extremely large.
In this case primary users tend to occupy all the
channels for most of the time, and secondary
users may not be able to acquire a channel.
Therefore, secondary users should take a chance
and transmit packets on as many channels as
possible, even though they are prone to
increased service interruption from the primary
users. Due to the above non-monotone behavior,
a secondary user needs to be judicious in setting
the maximum number of channels for the sec-
ondary users viz. L;.
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Figure 5 also shows the effect of radio chan-
nel bandwidth on L. An increase in radio chan-
nel bandwidth decreases packet transmission
time. In this case packet transmission could be
complete before a primary user service interrup-
tion. Increasing radio channel bandwidth there-
fore decreases the service interruption
probability. In a high bandwidth case we can
allow a secondary user to acquire more radio
channels without increasing the risk of service
interruption. Hence, we observe in Fig. 5 that
increasing the radio channel bandwidth can lead
to a higher optimal value of L, (i.e., L}).

CONCLUSIONS

In this article we review the evolution of CR
and the various architectures envisaged for its
realization. The DSA technique introduces a
new type of loss called service interruption loss
for the secondary users in an overlay CR net-
work. We show via simulations that TCP perfor-
mance under service interruption loss in an overlay
CR network is significantly different to its perfor-
mance in a conventional network. In particular,
we observe that in an overlay CR network that
adopts DSA, there is an optimal number of
channels the secondary users need to capture to
maximize their aggregate TCP throughput.
After all, a secondary user cannot blindly utilize
all the available channels and expect the best
result.
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ABSTRACT

This article introduces various handover sce-
narios in multihop cellular networks. In addition,
this article presents handover schemes where
relay stations are located either inside a cell or
on the boundary between two adjacent cells and
investigates the effects of the deployment posi-
tion of relay stations to handover performance.
The simulation results show that multihop cellu-
lar networks for both deployment scenarios can
achieve 90 percent throughput increase over sin-
gle-hop cellular networks. The results also show
that the overall throughput of the multihop cel-
lular networks with relay stations inside a cell is
higher than for those with relay stations on the
boundary between two adjacent cells, whereas
the opposite is observed for the throughput of
cell-boundary users. The intercell handover
latency in multihop cellular networks is increased
by 20 ~ 56 percent compared with that in single-
hop cellular networks because of the increased
number of handovers and signaling overhead.
However, by deploying relay stations on the
boundary between two adjacent cells, the ser-
vice-interruption time caused by inter-cell han-
dover is reduced by 80 percent compared with
that of single-hop cellular networks.

INTRODUCTION

Recently, multihop or relay networks have been
widely considered as supplementary technology
in next-generation wireless systems such as
fourth generation (4G), Third Generation Part-
nership Project Long-Term Evolution (3GPP
LTE), and IEEE 802.16m to increase the cell
radius or combat the shadowing effect, which is
mainly caused by large obstacles between
transceivers [1-5]. The application of the multi-
hop concept to cellular networks, however, raises
many technical issues, such as the best positions
for the base station (BS) and relay stations
(RSs); the number of RSs; spectrum allocation
and multiplexing between the BS and RSs;
scheduling; and handover [1, 2]. Especially, the
introduction of RS in cellular networks creates
additional handover scenarios and increases the
number of handovers. In conventional cellular
systems, handover occurs only when a mobile
station (MS) moves to different cells or different
sectors of the same cell, whereas additional han-
dovers occur in a multihop cellular network

(MCN) between the BS and the RSs or between
two different RSs. These additional MCN han-
dovers can cause serious ping-pong problems
and increase signaling overhead.

Unfortunately, only a few research articles
have studied handover issues in relay networks
[6-8]. Reference [6] proposes a relay-assisted
vertical handover scheme for hybrid cellular and
wireless local area network (WLAN) systems. In
this scheme, an active MS, which has an active
connection, uses non-active MSs as relay stations
in handover regions when a handover request is
rejected or delayed for an unacceptable period
of time. Reference [7] categorizes and evaluates
the performance of different types of handovers
in multihop radio-access networks (MRANS). In
[7], the multihop handover schemes are catego-
rized into forced handover and route optimiza-
tion-based handover, according to the handover
initiation method. In addition, the signaling
mechanisms for these handover scenarios are
proposed, and handover delay and signaling
overhead are also investigated. Reference [8]
proposes relay-assisted handover with geo-locat-
ing information in a hybrid ad hoc cellular sys-
tem. An MS is assumed to be able to establish
direct connections with nearby MSs to form a
temporary wireless relay network, and the MS-
to-MS interface is based on a WLAN protocol
like the integrated cellular and ad hoc relaying
(i-CAR) system proposed in [2]. The relay-assist-
ed handover in [8] uses relaying technology to
avoid unnecessary handovers and call drop
caused by abrupt channel degradation.

Although these works studied relay-handover
problems, the main interest of using the multi-
hop concepts is not in cellular networks but in
ad hoc networks. Recently, the handover
schemes in MCNs have been defined in the
baseline document for the draft standard of
IEEE 802.16j [9]. Media-access-control (MAC)-
layer handover procedures in IEEE 802.16j are
almost the same as handover procedures in
IEEE 802.16e, except that an RS relays han-
dover-associated messages between an MS and a
BS. However, scanning procedures in IEEE
802.16j are more complicated than those in
IEEE 802.16e. IEEE 802.16j defines two differ-
ent types of RS such as transparent-mode RS
and non-transparent-mode RS, which support
the one-hop relay and the two-hop relay, respec-
tively. Only a non-transparent-mode RS broad-
casts its own preamble, time-aligned with its
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serving BS preamble. Therefore, a non-transpar-
ent-mode RS is included in a neighbor list for
handover scanning and broadcasts a different
neighbor advertisement message that is suitable
for its service area [9]. On the other hand, a
transparent-mode RS is excluded from a neigh-

«E

RS2a

(9)
Scpnéﬁé 1 ’é
RS1a

[
,' “Scenario 2

bor list, and a neighbor advertisement message is i MS1 M2

broadcasted by a BS. IEEE 802.16j also defines “5’ %

a mobile RS handover to support an RS migra- RS2d
RS1b

tion from a serving BS to another BS. However,
few technical contributions in IEEE 802.16j have
studied the effect of relay-deployment structures
to the design of handover algorithms and the
handover performance of the cellular systems | >~ oo Tt z
because IEEE 802.16j must be backward-com-
patible with the IEEE 802.16e systems, and con-
sequently, the main interesting points are to B Figure 1. Handover scenarios in multihop cellular networks.
design handover-signaling procedures and amend
the current mobile-broadband wireless access
(MBWA) specification [10]. 1. In this case, the BS easily can control the han-

This article investigates handover schemes for dover process as in scenario 1, and the ARQ sta-
two different RS deployment structures, where tus transfer and the L3 address renewal are not
an RS is located either inside a cell or on the required.
boundary between two adjacent cells. Detailed

cell planning, spectrum allocation, frame struc- INTERCELL HANDOVER

ture, and handover signaling for MCNs are also Scenario 3 (Intercell BS-BS Handover) —
explained. The performance of the handover Scenario 3 is exactly the same as the inter-BS
schemes in an MCN is compared with a single- handover in the conventional cellular systems.

hop cellular network (SCN) in terms of the aver- The ARQ status should be transferred during
age throughput of all users and the cell-boundary the handover process if the ARQ is controlled
users, the handover latency, and the signaling by the BS, and the L3 address is also reassigned
overhead. when the subnet is changed by the handover.

scenario 4, an MS performs handover from an
This section describes all possible handover sce- RS to the RS of different cells, which is the han-

narios in MCNs regardless of the RS deploy- dover of MS4 in Fig. 1. This scenario can cause
ment structure. Handovers in MCNs can occur relatively larger signaling overhead than other
when an MS moves between different BSs, scenarios because it requires inter-BS signaling

between different RSs, or between a BS and an and RS-BS signaling in both cells. In addition,
RS. Figure 1 depicts diverse handover scenarios the channel quality of the MS in this handover

in MCNs. This article classifies each handover region can be seriously attenuated by the inter-
scenario into intracell handover and intercell cell interference from the adjacent BSs and RSs.
handover with the inter-sector or softer han- The ARQ status and the L3 address manage-
dover excluded. The detailed handover scenarios ment are similar to those of scenario 3.

are explained in the following sections.
Scenario 5 (Intercell BS-RS Handover) — In
INTRACELL HANDOVER scenario 5, an MS moves from a BS to the RS of
Scenario 1 (Intracell RS-RS Handover) — In different cells, or vice versa, which is the han-
this scenario, an MS performs handover between dover of MSS in Fig. 1. Inter-BS signaling is also
two different RSs in the same cell. In Fig. 1, required in this scenario, and the ARQ status
MS1 moving from RS1b to RS1a in cell 1 illus- and the L3 address management are the same as
trates handover scenario 1. The BS easily can scenario 3 except for additional signaling
control the handover process because both the between the RS and the BS.
serving RS and the target RS are under their
own control, and inter-BS information or signal-
ing is not required. To prevent packet loss dur- HANDOVERS FOR THE
ing the handover process, automatic
retransmission request (ARQ) status should be DIFFERENT MCN STRUCTURES
consistent between a serving RS and a target The design principle and performance of han-
RS. In this scenario, transfer of the ARQ status dovers depend highly on the RS deployment
to the target RS is not required during handover structure in the MCN. This section describes the
if the ARQ function is located in the BS. In detailed handover operation and signaling
addition, the current layer 3 (L3) address can be according to the RS deployment structures. This
used after the handover. section focuses especially on the intercell RS-RS
or BS-RS handover schemes for different RS
Scenario 2 (Intracell BS-RS Handover) — In deployment structures because these handovers
scenario 2, an MS changes its communication are the most complicated scenarios among the

node from a BS to the RS of the same cell, or available handover scenarios in MCNs and occur
vice versa, which is the handover of MS2 in Fig. more frequently than intercell BS-BS handovers
IEEE Communications Magazine * July 2009 65
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|
The frequency-reuse
factor (FRF) of the
MCN s basically
assumed to be one,
which means that all
BSs and RSs share
the same spectrum
band. However,
fractional frequency
reuse schemes can
be used to mitigate
inter-cell
interference.

if the RSs are densely deployed on the cell-
boundary region. This article considers the fixed
multihop systems where RSs are fixed like a BS.
In addition, it is assumed that the handover
decision is made by BSs to increase the han-
dover efficiency and reduce the cost of RSs. The
following sections describe two different RS
deployment structures and the detailed intercell
handover schemes under the described RS
deployment structures.

RELAY-DEPLOYMENT STRUCTURES

Cell Structure — The cell structure of an MCN
can be varied according to the deployment
method of RSs. This article considers two kinds
of RS deployment methods as shown in Fig. 2a
and Fig. 2b. As shown in Fig. 2a and Fig. 2b,
RSs are located inside a cell in MCN structure 1
(MCN 1), while RSs are located on the bound-
ary between two adjacent cells in MCN structure
2 (MCN 2). This article considers these two
structures because MCN 1 is most widely used in
the previous works [1-3], whereas MCN 2 is
much preferable to intercell RS-RS handover.
Most of the previous work [1-3] assumes that
RSs are located inside a cell and controlled by
the BS to increase the cell coverage or high-
data-rate region, as in MCN 1. Meanwhile, RSs
are supposed to be synchronized with the adja-
cent two BSs and controlled by the BSs in MCN
2; for example, RS1 is synchronized with BSO
and BS1 in Fig. 2b and shares the radio
resources and control information with BSO and
BS1. The frequency-reuse factor (FRF) of the
MCN is basically assumed to be one, which
means that all BSs and RSs share the same spec-
trum band. However, fractional frequency reuse
schemes [10, 11] can be used to mitigate inter-
cell interference.

Multiplexing and Frame Structure —
Because BSs and RSs are assumed to use the
same frequency bands, the resources of BSs and
RSs should be coordinated for multiplexing.
Time-division multiplexing (TDM) and frequen-
cy-division multiplexing (FDM) mainly were
used in the latest works [1, 2]. This article main-
ly considers TDM between BS and RSs; where-
as, FDM also can be used without significant
modification of the considered frame structure.
Figure 2c depicts an example of TDM-based
frame structure for an MCN, which is compati-
ble with the non-transparent-mode frame struc-
ture of IEEE 802.16j [9] except that an RS can
transmit its preamble. In this frame structure,
the duplexing between downlink (DL) and uplink
(UL) is based on time-division duplexing (TDD).
Each frame in the DL transmission begins with a
preamble followed by a frame-control header
(FCH), a DL map (DL-MAP), and possibly a
UL map (UL-MAP). BSs and RSs transmit their
own preamble signal in a preamble region. An
FCH is a control header to inform the transmis-
sion scheme and length of MAP. The DL-MAP
and UL-MAP include DL and UL channel-usage
information, respectively. The R-MAP, which
indicates the DL and UL relay channel usage, is
located following the UL-MAP or defined as an
extension of the MAP. For the frame synchro-
nization among a BS, RSs, and MSs in a cell,

RSs and MSs must receive control information
such as the FCH, DL-MAP, and UL-MAP
regardless of channel quality. Therefore, the
FCH, DL-MAP, and UL-MAP would be trans-
mitted using low-order modulation with lower
code rate. The frame structure following the
MAP consists of a DL sub-frame period and UL
sub-frame period. The DL sub-frame includes at
least one DL access zone for the BS to its subor-
dinate MS or RS transmissions, and optionally,
includes a transparent zone for the RS to its
subordinate MS transmissions. The UL sub-
frame includes the UL access zone and UL relay
zone. The MS can transmit UL control or data
information to the BS or RS during the UL
access zone; meanwhile the RS can transmit UL
control or data information to the BS or another
RS during the UL relay zone. The ranging chan-
nel in the UL access zone is shared by the RS
and MS. In each frame, a relay receive/transmit
transition gap (R-RTG) is inserted between the
DL access zone and the DL transparent zone
and between the UL access zone and the UL
relay zone. In MCN 2, the same DL and UL
sub-frame for an RS are allocated by the adja-
cent two BSs.

INTERCELL HANDOVER SCHEMES IN MCN

Handover Scenarios — Although intracell
handover scenarios are almost the same for
both deployment schemes, intercell handover
scenarios can be quite different. Figure 3a shows
the point of handover executions and the relat-
ed handover scenarios of two different RS
deployment structures. As seen in this figure,
MST1 located in MCN 1, moves from cell 1 to
cell 2, and accordingly, performs three han-
dovers, namely, intracell BS-RS handover, inter-
cell RS-RS handover, and intracell BS-RS
handover. However, MS2 located in MCN 2
moves from cell 2 to cell 3 and performs only
two handovers, namely, intracell BS-RS han-
dover and intercell BS-RS handover. In this
case, MS2 can perform the intercell handover
without switching the current serving RS, which
is quite different from the previously defined
handover scenario 4 or 5. Thus, this type of
handover is newly defined as the advanced han-
dover scenario 5 or advanced intercell BS-RS
handover, whereas the MS handover procedure
in IEEE 802.16j falls under handover scenario
4. The detailed intercell handover procedures
and signaling in MCN 1 and 2 are compared in
the following section.

Received-Signal-Strength Measurement
and Handover Decision — The received-sig-
nal-strength (RSS) measurement process can
cause packet-loss or packet-transmission delay
because an MS cannot receive data packets from
the serving BS during the RSS measurement for
the neighbor BSs. To minimize the packet-loss
or the transmission delay during measurement,
puncturing has been used in conventional code-
division multiple-access systems. In mobile
WiMAX systems based on IEEE 802.16e stan-
dardization [10], an MS requests a measurement
period during which a BS does not send any data
packets to the MS to prevent the packet loss. In
an MCN, the RSS measurement overhead
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B Figure 2. The cell and frame structures for multihop cellular networks: a) multihop cellular network structure 1; b) multihop cellular
network structure 2; c) an example of frame structure for multihop cellular networks.

increases because an MS should measure the
RSS of the neighbor RSs, as well as the neigh-
bor BSs. Therefore, packet-loss or packet-trans-
mission delay caused by handover can be
increased in an MCN compared to an SCN. In
IEEE 802.16j, a non-transparent-mode RS can
make its own neighbor list based on its service
area; accordingly, an MS should receive neigh-
bor lists from a serving BS and an RS for precise
measurement. In the advanced handover sce-
nario 5, an RS can generate its own neighbor
list, or a serving BS can make a neighbor list for

RSs and forward the list to each RS. Regardless
of the signaling procedures for RSS measure-
ment, the MCN 2 can reduce the measurement
overhead compared with the MCN 1 because the
number of RSs in the measurement list is small-
er than it is in the MCN 1. In Fig. 3a, MS2 mea-
sures the RSS of BS2, RS3, and BS3, while MS1
measures the RSS of BS1, RS1, RS2, and BS2.
The handover decision is based on the RSS mea-
surement result. When the serving BS receives
the measurement report from the MS or the RS,
it determines the handover execution and direc-
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Numeric range

Format

S = sign bit
M = mantissa
0 = exponent
1 = separator

Significant binary digits

|
This format provides
almost double the
dynamic range of

standard fixed point
1.0-0.5 SMMMMMMMMMMMMMM1 15 at the cost of
0.5-0.25 SMMMMMMMMMMMMM10 14 decreased precision
at the very top of
0.25-0.125 SMMMMMMMMMMMM100 13 the numeric range
0.125-0.0625 SMMMMMMMMMMM1000 12 (1.0-0.5). It also
provides improved
0.0625-0.03125 SMMMMMMMMMM10000 1 . .
precision over fixed
0.03125-0.015625 SMMMMMMMMM 100000 10 point throughout the
remainder of the
0.015625-0.0078125 SMMMMMMMM 1000000 9 .
numeric range.
0.0078125-0.00390625 SMMMMMMM10000000 8
0.00390625-0.001953125 SMMMMMM100000000 7
0.001953125-0.0009765625 SMMMMM1000000000 6
0.0009765625- 0.00048828125 SMMMM 10000000000 5
0.00048828125-0.000244140625 SMMM 100000000000 4
0.000244140625-0.0001220703125 SMM1000000000000 3
0.0001220703125-0.00006103515625 SM10000000000000 2
0.000030517578125 $100000000000000 1
0 s000000000000000 0

B Table 2. Fractional fixed point data format recast with trailing zeros.

article we examine only one new data format, a
new fractional format. The main reasons for intro-
ducing a new fractional format are that this format
has a path into a C data type with the embedded-C
standard (ISO, 2003a), and it has a proven record
for use in signal-processing applications. If we can
develop a fractional format with improved dynamic
range that doesn’t sacrifice noise performance, we
will have accomplished something worthwhile.

Any format optimized for fractional DSP
should take a clue from the noise performance
of fixed point and have the largest mantissas at
the top of the range. The mantissa should then
fall off gradually to the smallest mantissa. Such a
format derived from our new class is shown in
Table 4 and illustrated in Fig. 1b. This format
provides a significant dynamic-range improve-
ment over the standard fixed-point format and
the prevailing 16-bit floating-point format (s10e5
or binary16). It should also provide significantly
improved noise performance over the binaryl6
floating-point format. Its only weakness is that a
single bit of precision was sacrificed in the top
two ranges when compared to fixed point. For a
fractional format, this is significant, and we can
do better by sacrificing some dynamic range.

By examining the binary fixed-point format,
we learn that a single term from each of the

ranges (Al through M13 in Table 4) is combined
to form a single 15-bit magnitude. This procedure
is repeated to form a single 14-bit magnitude and
on down the line. The result is that the binary
fixed-point format can be considered a single
instance of the new class of floating-point formats
we developed in Table 3. To develop a new frac-
tional format, we follow the same approach, but
skip the creation of the first 15-bit magnitude.
This leaves us with two terms of each exponent
size, and we order them in decreasing precision as
shown in Table 5 and illustrated in Fig. 1c.

This format provides almost double the
dynamic range of standard fixed point at the cost
of decreased precision at the very top of the
numeric range (1.0-0.5). It also provides
improved precision over fixed point throughout
the remainder of the numeric range. As we dis-
cover, the increased dynamic range and addi-
tional overall precision actually improve the
round-off noise performance of this format when
compared to 16-bit fixed point.

SIMULATION AND RESULTS

A simulation was performed to validate
improved noise performance for the second new
fractional format. Here we provide a summary
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Format A er . .

S = sign bit Slgnlflc_ant bmary_dlglts Identifier
. (assuming normalized

M = mantissa . Lo (for later

Mantissa and implied
0 = exponent . reference)
leading 1)

1 = separator

STMMMMMMMMMMMMM1 14 A1l

STMMMMMMMMMMMM10, 13 B1

SOTMMMMMMMMMMMM1 B2

STMMMMMMMMMMM100, 12 (@]

SO1MMMMMMMMMMM10, c2

S00TMMMMMMMMMMM1 c3

STMMMMMMMMMM 1000, 11 D1

SOTMMMMMMMMMM 100, D2

S001MMMMMMMMMM10, D3

S0001MMMMMMMMMM11 D4

5 values 10 E1=E5

$1100...-S0...011 1 M1-M14

$1000...-S0...001 1 N1-N15

S000000000000000 0 & special use for S =1 01, 02

B Table 3. A new class of floating point formats.

of the simulation and results, which are
described in greater detail elsewhere [8].

An amplitude modulation (AM) receiver sim-
ulation was used to compare the noise perfor-
mance for various data formats. The AM format
was selected because the problem is well under-
stood, and even if in decline, the format is still
widely used. This simulation contained several
typical DSP algorithms, which include the fol-
lowing: quantization to simulate 16-bit analog-
to-digital (A/D) conversion, finite impulse
response (FIR), and infinite impulse response
(IIR) filters, demodulation, AGC, Hanning win-
dow, fast Fourier transform (FFT), and signal-
to-noise ratio (SNR) measurement through
Parseval’s Theorem. AGC techniques were used
following several stages to improve the native
performance of the fractional format.

The following formats were simulated: IEEE
32-bit floating point (as a comparison baseline),
s10e5 16-bit floating point, a 16-bit logarithmic
format, fractional 16-bit fixed point, and the sec-
ond new fractional format presented here. The
simulation was performed for both weak-signal
and strong-signal cases and both with and with-
out the use of a single, large, post-multiply accu-
mulator. Noise was not added to the simulation,
so the resulting noise is a consequence of round-
off errors during calculation, quantization to
simulate A/D conversion, and out-of-band filter
rejection (just over 50 dB). The simulation
results are shown in Table 6.

As can be seen from Table 6, the new frac-
tional format significantly outperformed the
other 16-bit formats in terms of noise perfor-
mance, and it approaches the performance of

32-bit floating point for this simulation. It also
provides almost twice the dynamic range of tra-
ditional fixed point. The first fractional format
was not simulated, but would drastically
increase dynamic range with only a minor
degradation of noise performance when com-
pared to the second fractional format. It is still
very useful for problems that require a larger
dynamic range.

Better digital filters can also be achieved
using the new fractional format than are possible
using either fixed- or floating-point data types of
equivalent word width. As shown in Fig. 2, a
FIR-notch filter was created using the IEEE 32-
bit floating-point format. The coefficients were
then converted (with rounding) to the 16-bit
fixed-point fractional format, the s10e5 16-bit
floating-point format, and the 16-bit new frac-
tional format. The coefficients were then con-
verted back to floating point, and their
magnitude response was plotted. As seen in Fig.
2, when the digital coefficients were expressed in
the new fractional format, the rejection band
improved by approximately 10 dB compared to
the other two 16-bit formats. This improvement
may become even more pronounced in IIR fil-
ters, which employ feedback.

IMPLEMENTATION CONSIDERATIONS

Having derived a data format that actually
improves numeric performance for 16-bit DSP
applications, we are left with several implemen-
tation issues that must be addressed before the
format is truly useful. For non-real-time soft-
ware applications such as simulation or data
storage, the new fractional format has been
coded into a C+ + class with overloaded arith-
metic operators that has provided excellent
results. Unfortunately, this class performs arith-
metic operations at a much slower rate than a
traditional fractional format would. Further-
more, a data format with two exponent fields
and a table-lookup mechanism may be difficult
to implement in hardware and may execute
more slowly than a traditional fractional for-
mat. The next logical step in our format devel-
opment process is to render the second new
fractional format into a form that is easily
implemented in hardware. We accomplish this
with a reorganization of the second new frac-
tional format that allows easy encoding and
decoding of the format into a 32-bit two’s com-
plement number.

Assume a 16-bit number partitioned into two
fields. The first field is a single-bit field repre-
senting a shift flag. The second field is a 15-bit
compressed two’s complement number. The
number of sign bits (leading ones or zeros) in
the two’s complement field is reduced by half
(rounding up). This organization of bits proves
equivalent to the new fractional format illustrat-
ed in Fig. 1c and defined in Table 5. Here we
provide a mechanism for expanding the 15-bit
field into a 32-bit two’s complement number,
and the shift bit indicates if the number is to be
shifted to the left by one bit or not.

To decode the format, the leading digits of
the 15-bit two’s complement field that are all
of the same binary value are to be doubled. In
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Format

S = sign bit

M = mantissa
Numeric range 0 = exponent N F

1 = separator

Red = actual digit

Black = implied digit
1.0-0.5 SO0. TMMNMMMNMMMMMMMM1 14 Al
0.5-0.25 S0.0TMMMMMNMMMMMMM1 13 B2
0.25-0.125 S0.001MMMMMMMMMMMM10 13 B1
0.125-0.0625 $0.0001 MMMMMMMMMMM10 12 2
0.0625-0.03125 $0.0000 T MMMMMMMMMMM 100 12 (@
0.03125-0.015625 $0.000001 MMMMMMMMMMM 1 12 c3
0.015625-0.0078125 $0.0000001MMMMMMMMMM 1 11 D4
0.0078125-0.00390625 $0.00000001 MMMMMMMMMM1000 11 D1
0.00390625-0.001953125 $0.000000001 MMMMMMMMMM 100 11 D2
0.001953125-0.0009765625 $0.000000000 1T MMMMMMMMMM 10 11 D3

S0. “104 0s” 000000000000001 1 N15
0.0 0000000000000000 0 01

Notes: N = number of significant binary digits. F = format from Table 3.

B Table 4. A first attempt at a new fractional format.

other words, if there are five ones or five
zeros at the beginning of this field, you
replace them with ten ones or ten zeros. If the
shift bit is a zero, then you remove one of the
leading sign bits at the front of the field. This
number is then left justified into a 32-bit two’s
complement format, and the least significant
bits are all set to zero. You now have expand-
ed your 16-bit number into a 32-bit number
with maximum precision for the very largest
fractions.

The data can now be operated upon with a
traditional 32-bit two’s complement arithmetic
unit. However, we should point out that a 15-bit
DSP multiplier may be more appropriate
because there are not more than 15 bits of preci-
sion in either multiplicand. The resulting prod-
uct can be shifted into a 32-bit format after the
15 x 15 bit multiplication is complete.

Encoding from a 32-bit (or larger) two’s com-
plement word to a 16-bit new fractional format
is accomplished by following the reverse opera-
tion. The number of leading zeros is halved
(rounding up). The shift bit is then set to zero if
the original number of leading sign bits is odd.
Once the number of leading sign bits has been
halved and the shift bit set, then rounding must
be performed to compress the value into the
resulting 15-bit two’s complement format.

Although the number format itself has not

increased in size (16-bits) with this approach, the
computational element (multiplier, arithmetic
logic unit [ALU], accumulator) may now have
increased in size from 16 to 32 bits (at least for
addition). This format should prove easy to
implement in hardware but may result in a drop
in throughput and an increase in power con-
sumption due to the use of a 32-bit arithmetic
unit together with encoding and decoding logic.
Though this approach may slightly reduce the
throughput of a 16-bit DSP device, it should not
significantly affect the size or cost of the device
because these attributes are driven primarily by
the size of the main data and address buses. The
use of a smaller 15 x 15-bit multiplier may also
help with the size issue.

Some might argue that a hardware imple-
mentation of this new format would not be
worthwhile because it does not directly improve
important hardware performance parameters
such as circuit complexity, delay, and power con-
sumption. This point is granted. However, imple-
menting this new format in hardware directly
improves algorithm performance for many DSP
applications. Obviously, not all DSP applications
require additional dynamic range or improved
noise performance, but other DSP applications
go to great lengths algorithmically to obtain
additional performance in these two categories.
For these types of systems, improved algorithm

Having derived a
data format that
actually improves
numeric perfor-
mance for 16-bit
DSP applications,
we are left with

several implementa-

tion issues that must

be addressed before

the format is
truly useful.
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|
to be useful in a
real-time application,
the new format
should be directly
implemented in
hardware, most
conveniently in the
arithmetic element
of a programmable

performance may indirectly improve power con-
sumption, delay, algorithm complexity, cost, and
size.

For many applications, the slight trade-off in
throughput and power is well worth the
improved dynamic range and noise performance
achieved with the new format. Many applications
that now require 32-bit floating point could be
realized at less cost if this new data format were
natively provided in a 16-bit programmable DSP
device. Furthermore, many applications that cur-
rently utilize programmable 16-bit DSPs could
experience improved performance with this new
format.

CONCLUSIONS

In this article we introduced a new class of float-
ing-point formats with uneven numeric preci-
sion. We illustrated how to derive specific
formats from this class by creating two new frac-
tional formats. We then presented simulation
results to verify that the second new fractional
format outperformed traditional 16-bit fixed-
and floating-point formats in terms of noise per-
formance and also dynamic range (for fixed
point). Finally we remapped the new derived
format into a form that is more convenient for
hardware implementation.

16-bit DSP proces-
sor. Almost every

Format
application that uses S = sign bit
. M = mantissa
a 16-bit DSP could
! Y Numeric range 0 = exponent N F

be improved by 1 = separator
using the new Red = a?tual_dlglt_ )
Black = implied digit

fractional format.

1.0-0.5 S0. 1MMMNMMMMMNMMMMM1 14 Al
0.5-0.25 S0.0TMMMMMMMMNMMMMM 10 14 B1, C2, D3,..., M13
0.25-0.125 S0.00TMMNMMMMMMMMNMM1 13 B2
0.125-0.0625 $0.0001 MMMMMMMMMMMM100 13 C1, D2, ...
0.0625-0.03125 $0.00001 MMMMMMMMMMM 1 12 c3
0.03125-0.015625 $0.000001 MMMMMMMMNMMM1000 12 D1, E2, ...
0.015625-0.0078125 $0.0000001 MMMMMMMMMM1 11 D4
0.0078125-0.00390625 $0.00000001 MMMMMMMMNMM 10000 11 E1, F2, ...
0.00390625-0.001953125 $0.000000001 MMMMMMMMM1 10 E5
S0. “16 0s” 000000000000001 1 M13
0.0 0000000000000000 0 o1
Notes: N = number of significant binary digits. F = format from Table 3.
B Table 5. 4 second attempt at a new fractional format.
Format W.eak signal SNR W'eak signal SNR S.trong Dynamic range
without accum with accum signal SNR
IEEE 754 32-bit floating point ~ 31.97 31.97 50.53 1530
s10e5 8.44 7.90 42.06 252
16-bit logarithmic 8.23 8.32 38.61 385
16-bit fixed point fractional 13.30 24.93 44.42 96
New fractional (#2) 21.91 27.16 50.13 181

Note: Among the 16-bit formats blue indicates the best performer and red the second best performer.

B Table 6. Summary of simulation results (dB).
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We emphasized the fact that to be useful in a
real-time application, the new format should be
directly implemented in hardware, most conve-
niently in the arithmetic element of a pro-
grammable 16-bit DSP processor. Almost every
application that uses a 16-bit DSP could be
improved by using the new fractional format.
Some obvious potential applications are:

e CD audio and other digital audio data for-
mats

e Satellite TV and HDTYV radio frequency
(RF) data formats for signal processing

* Modems and other telephony applications

* Toys that employ speech generation or
recognition

¢ Cell phone and software radio applications

e Implanted DSP devices (e.g., cochlear ear
implants)

Some important aspects of this article that
must be emphasized are:

* Both the new class of floating-point formats
and the new fractional formats are applica-
ble to data sizes other than 16-bits.

* The new class of formats may have applica-
tions outside the realm of DSP.

e Additional new data formats and more
detailed development is provided in the
authors’ previous work [8].

For many years, the signal-processing indus-
try has used primarily either fixed-point or bina-
ry floating-point number formats to represent
digital signals. If the field of data formatting is
opened up to include irregular formats, actual
performance in terms of dynamic range and
round-off noise can improve.
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ABSTRACT

Wireless mesh networks aim to provide high-
speed Internet service without costly network
infrastructure deployment and maintenance. The
main obstacle in achieving high-capacity wireless
mesh networks is interference between the mesh
links. In this article, we analyze the carrier sens-
ing and interference relations between two wire-
less links and measure the impact of these
relations on link capacity on an indoor 802.11a
mesh network testbed. We show that asymmetric
carrier sensing and/or interference relations
commonly exist in wireless mesh networks, and
we study their impact on the link capacity and
fair-channel access. In addition, we investigate
the effect of traffic rate on link capacity in the
presence of interference.

INTRODUCTION

Most research in wireless mesh networks
(WMN5s) focuses on the capacity improvement
in the mesh backbone. As wireless mesh nodes
typically have no mobility and employ carrier-
sense multiple-access (CSMA) protocols in a
multihop environment, interference is the main
obstacle in achieving high capacity. Understand-
ing the wireless link behavior in the face of
interference helps to manage the network per-
formance by various measures: traffic engineer-
ing, route selection, layout planning, and so on.
Because of the multihop nature of WMNGs,
WMNSs suffer from hidden interference and self
interference. Hence, the effect of interference is
more severe than in single-hop, wireless local-
area networks (WLANSs). Recent work proposes
to use multiple channels and/or multiple radios
[1] to overcome interference and increase capac-
ity. Nevertheless, we concentrate our effort on
studying interference together with carrier sens-
ing in a single-channel WMN because:
e [t is a good first step in investigating the
wireless-channel behavior with interference.
* The findings still apply to networks with
multiple channels and radios.
* Many deployed WMNs use only a single

radio and channel because of low cost and

complexity [2].

We study interference in a WMN by investi-
gating its relation with carrier sensing (CS). We
categorize their relations on two wireless links
and perform testbed experiments to evaluate
their effect on the link performance. Using our
indoor 802.11a testbed measurements, we study
the degree of interference on each relation cate-
gory and also the fairness of channel access
between the two links. We use both saturated
and rate-controlled network traffic to investigate
the impact of traffic load on link performance.

The IEEE 802.11 standard suggests the use
of request-to-send/clear-to-send (RTS/CTS) to
solve the hidden interference problem. However,
the RTS/CTS mechanism is shown to be ineffec-
tive in eliminating the hidden node problem [3]
and fails to increase the multihop capacity [4].
Therefore, we investigate the CS and interfer-
ence relations without considering RTC/CTS.

We believe the testbed experimental analysis
helps us better understand interference and its
impact on capacity—an aspect that is critical for
the protocol design and wireless capacity improve-
ment. We characterize non-endpoint- sharing,
pairwise 802.11 links, based on their CS and inter-
ference relation. This method of link-pair catego-
rization was proposed by Garetto et al. [5] using
modeling and simulation. But there is a require-
ment to validate models in a real system deploy-
ment. We describe the behavior of 802.11 links
based on measurements and present new findings
that modeling and simulation cannot reveal.

The rest of the article is organized as follows.
We provide a background study in the next sec-
tion. The following two sections present testbed
results and analyses; the relation of CS and
interference with saturated traffic is investigated,
and then the rate-controlled traffic is discussed.
We conclude in the final section.

BACKGROUND

To define CS and interference relations, we con-
sider two links, Ly and L,, that do not share
end-points. On L and L,, nodes §; and S, trans-
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mit data to nodes R; and R,, respectively, as
illustrated in Fig. 1. Arrows in the figure indicate
the directions of data/acknowledgment (ACK)
packets, interference signals, and sensed signals.
The CS relation between the two links is decided
by the two senders S and §,, whereas the inter-
ference relation depends on how one sender
affects the other link: that is, S;’s effect on L,
and S,’s effect on L.

CS RELATION

In the 802.11 CS mechanism, a wireless station
withholds its transmission when it senses an
ongoing transmission on the medium. In Fig. 1,
when §; senses S,’s transmission, a CS relation
exists between the two links, and we say L, is
carrier sensed by L. We estimate whether S
senses the transmission of S, by observing S;’s
broadcast transmission throughput when S, is
transmitting simultaneously. When S senses S,’s
transmission due to the 802.11 CSMA/CA
mechanism, its transmission throughput is about
one-half of the throughput measured when $;
does not sense S;’s transmission. Figure 1 illus-
trates an asymmetric CS relation. In our testbed
network deployed at Hewlett-Packard Laborato-
ries (HP Labs) in Palo Alto, 17 percent of the
node pairs exhibit an asymmetric CS relation, 14
percent exhibit a mutual CS relation, and 69
percent of node pairs do not sense each other.

INTERFERENCE RELATION

We define the interference relation independently
of the CS relation. In Fig. 1, if §1 and §, simulta-
neously transmit and S,’s transmission hinders R;’s
reception of S;’s packet, we say L is interfered by
L, (or S,) regardless of whether the interferer S,
is carrier sensed by S;. In reality, if both S; and S,
sense each other, they do not transmit simultane-
ously, assuming the CS and collision-avoidance
mechanisms. However, we define the interference
relation independently of the CS relation for the
simplicity of case enumeration.

Interference becomes more effective as the
signal-to-interference ratio (SIR) at R; becomes
smaller due to §,’s transmission. The SIR is
defined as “received signal strength (RSS) from
S1 minus RSS from S,” in dB scale. If the SIR at
Ry goes below a certain threshold (which
depends on the PHY bit rate of S;’s transmis-
sion), S, effectively interferes R;’s reception of
packets from S;. If the SIR is above the thresh-
old, the physical layer capture (PLC) in 802.11
occurs, and Sy’s signal is successfully received at
R despite S,’s simultaneous transmission. The
arrival-timing order and the RSS of two packets
at a receiver determines whether PLC occurs [6].

Note that Ry’s ability to receive S,’s packets
does not necessarily mean that R; is interfered
by S,. Its converse is not true, either. For exam-
ple, if § is much closer to R; than S, is, Ry can
still decode the packets from §; due to the high
SIR despite the interferer S,. In general, inter-
ference is determined by the SIR relation
between the two senders and one receiver. Thus,
estimating interference, based solely on the exis-
tence of a communication link, which is popular
in the literature, is not correct, and hence, recent
research tends to use the SIR-based interference
models.

S 4+—» Ry

S-S

Data and ACK
communication

Sq senses S’s
transmission

S, interferes Ry's
reception from S,

B Figure 1. Example of carrier sensing and interference between Ly and L.

As we consider large data packets (i.e., a
medium access control [MAC] frame size of
1064 bytes), we ignore the interference caused
by ACK packets because the frame size is 14
bytes. Supporting observations have been made
in [7]. This simplification helps us to focus on
the interaction between CS and inter-data pack-
et interference.

STATE REPRESENTATION OF
CS AND INTERFERENCE

Although CS and interference states can be con-
tinuous, for the sake of simplicity, we consider a
binary state for both CS and interference. If §;
senses Sy’s transmission, the CS state of L by L,
is expressed as Cy:1 and otherwise, C;:0. Similar-
ly, if Ly suffers interference from L, (or S,), the
interference state of L; by L, is F:1 and other-
wise, F1:0. Thus, the CS and interference rela-
tion of a link to the other link is defined as one
of four states: 11, 10, 01, or 00. In the example
in Fig. 1, Ly’s state by L, is C1:1/F;:1, and the
state of L, by Ly is C,:0/F,:0. We use a subscript
X for a don’t care state; X can be either 1 or 0.

CS AND INTERFERENCE WITH
SATURATED TRAFFIC

To help in understanding, we distinguish
between the throughput at a transmitter (TX)
and the goodput at a receiver (RX). Throughput
is defined as the number of bits-per-second
transmitted at the transmitter’s application;
whereas, goodput is defined as the number of
bits-per-second received at the receiver’s appli-
cation. In the presence of interference, RX
goodput may be smaller than TX throughput.

In this section, to understand the effect of CS
and interference on the capacity of two links, we
first consider the case-by-case, link
throughput/goodput when both senders always
have packets to send (i.e., traffic is saturated).
Because each of the CS and interference rela-
tions between two links can have one of four
states (11, 10, 01, or 00) as shown in the previous
section, the number of combinations is 16 for the
CS and interference states of the two links.

We first exclude the four cases when two
senders sense each other (C{C;y:11, F{F:XX)
because our measurement shows that there is little
interference in these cases. Both links have a fair
share of broadcast/unicast throughput/goodput.
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In general, interfer-
ence is determined
by the SIR relation
between the two
senders and one
receiver. Thus, esti-
mating interference,
based solely on the
existence of a com-
munication link,
which is popular in
the literature, is not
correct, and hence,
recent research tends
to use the SIR-based
interference models.

FiFy: 11 | 10 | 00
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B Figure 2. Nine distinct cases and four groups. In the group names, INT denotes interference.

After excluding the above four cases, we have
12 remaining cases. The cases where only Ly is
interfered and the cases where only L, is inter-
fered result in symmetric throughput/goodput
scenarios. We thus ignore one of two symmetric
interference states and exclude three cases when
only L, suffers interference (F1F,:01). We con-
sider three cases where only L; suffers interfer-
ence (F1F,:10).

We now have nine remaining cases as shown
in Fig. 2a. The row index represents the CS rela-
tion, and the column index represents the inter-

ference relation. Although we see two pairs of
symmetric cases (cases 1, 4 and cases 3, 6), we
do not remove them for the sake of presenta-
tion. Based on the distinctive performance char-
acteristics of the nine cases, we classify them
into four groups as shown in Fig. 2b.

TESTBED EXPERIMENTS

We embodied nine network topologies corre-
sponding to Fig. 2a in our testbed, which consists
of small-form factor, single-board computers
with mini-PCI 802.11a cards using the Atheros
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B Figure 3. Link throughput/goodput for nine cases in two saturated links.

chipset. To embody each topology case with dif-
ferent CS and interference relations, we con-
trolled the node placement, transmission power,
and transmission/receiving antennas. The appli-
cations on S; and §; generate User Datagram
Protocol (UDP) packets of 1000 bytes and con-
tinuously send them to R; and R,, respectively,
to make their output queue always backlogged
(saturated). Each broadcast/unicast transmission
period was 30 seconds. During the entire experi-
ment, the PHY rate is fixed at 6 Mb/s, which is
the lowest and the most robust bit rate in IEEE
802.11a. We used a clear 802.11a channel to
avoid interference from other networks.

We first measure the maximum achievable
throughput/goodput of a link, which is used as a
reference value. The maximum TX throughput
(sending-traffic rate at a transmitter) and RX
goodput (traffic rate successfully delivered to a
receiver) of each link are measured by activating
one link while deactivating the other link. The
measured maximum throughput/goodput of broad-
cast/unicast is about 5 Mb/s in our experiments.
Because of the PHY/MAC overhead, the maxi-
mum throughput/goodput is approximately 5 Mb/s,
although the PHY bit rate is 6 Mb/s. We designate
this 5 Mby/s, interference-free throughput/goodput as
the channel capacity of the 6 Mb/s PHY rate.

For each nine topology cases, we measured
the throughput and goodput of UDP broadcast
and unicast of L and L, when both links are
simultaneously active and the input traffic is
always backlogged. Before testing the simultane-
ous transmissions, we verified that the interfer-
ence-free throughput and goodput of each link
reaches the channel capacity. Figure 3 shows the
throughput/goodput of each link for the nine

cases with saturated traffic. We now analyze the
unique performance characteristics of the four
groups classified in Fig. 2b, based on the obser-
vations from Fig. 3.

NO INTERFERENCE

Because both links in this group (cases 3, 6, and
9) are free from interference, goodput is the
same as throughput for every case. Analyzing
this group helps us understand the effects of
(especially, asymmetric) CS on TX throughput.

Case 9 shows the expected results: when two
links operate independently without sensing each
other, both links fully utilize the channel capacity.

When the CS relation is asymmetric, the TX
throughput of the sender, which does not sense
the other sender, is the channel capacity as expect-
ed (L, in case 3 and L in case 6). The throughput
of the CS sender, however, differs from the expec-
tation that it is half of the channel capacity. For
broadcast, TX throughput is 2 Mb/s (smaller than
2.5) while it is 3.1 Mb/s for unicast. For broadcast,
we identify the extended inter-frame spacing
(EIFS) of 802.11 as the cause of smaller through-
put. In 802.11 MAC, a node that received a pack-
et that it cannot decode may go into the EIFS
mode and waits until either receiving an error-free
frame or the expiration of the EIFS time, which is
longer than the double of distributed inter-frame-
spacing (DIFS) time in 802.11.

For example, consider case 6. Suppose the CS
sender S, attempts to transmit broadcast data
and chooses a back-off counter that is smaller
than S¢’s, as illustrated by “S, wins” in Fig. 4a.
Because §; does not sense S;’s transmission, S
also starts its transmission. As S;’s transmission
starts later then S,’s, S, receives only the latter
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B Figure 4. Channel access scenario of asymmetric CS links: a) broadcast;
b) unicast. The dark blue area indicates CS busy state sensed by S,.

part of S¢’s transmission right after finishing its
own transmission. Because S, missed the pream-
ble and PHY header of S’s packet, S, is unable
to decode S’s packet and hence goes into the
EIFS mode. While S, waits for EIFS duration,
S begins its back-off counter earlier than S,,
which increases the possibility that §; will win
the channel contention and start the next trans-
mission before S,’s back-off counter expires (“S;
wins” in Fig. 4a). In this manner, S5, the sender
that carrier senses, has transmission probability
of less than 50 percent after its previous trans-
mission. According to the 802.11 MAC standard,
EIFS occurs only when the PHY indicates to the
MAC that an 802.11 frame transmission has
begun but did not result in the correct reception
of a complete MAC frame. In Fig. 4a, where S,
cannot recognize the beginning of S;’s frame
transmission which occurs while S, is transmit-
ting, based on the standard, EIFS should not
occur. Our back-off time measurement and anal-
ysis, however, prove that EIFS occurs in the case
of Fig. 4a with our Atheros 802.11 cards. We
believe the card can recognize a 802.11 frame
transmission with its preamble missed, although
the card cannot decode the frame correctly.

When unicast traffic is examined, we observe
a different scenario, as illustrated in Fig. 4b. In
this case, the CS sender, S5, receives an ACK
from its receiver R, after its data transmission;
thus, S, is less likely to sense the latter part of
S1’s transmission and go into the EIFS mode
than the broadcast scenario. Furthermore,
because S, does not sense Ry’s ACK transmis-
sion, S, will start a decrement of its back-off
counter while Sy is receiving an ACK from R;.
Thus, S,, with unicast transmission, has a trans-
mission probability greater than 50 percent not
only after its previous transmission (second “S,
wins” in Fig. 4b), but also after yielding the
channel by sensing §;’s data transmission (first
“S, wins” after busy state).

We confirmed the above arguments by

observing the transmission order and inter-trans-
mission time of Sy and S, by using a 802.11 pack-
et sniffer.

ONE-WAY HIDDEN INTERFERENCE

In this group of cases 2, 5, and 8, where the
interference relation is asymmetric and at least
one of two senders cannot sense the other, the
goodput exhibits severe unfairness between the
two links. In particular, with unicast transmis-
sion, the link whose interference state is F:1 has
nearly zero goodput, while the other link’s good-
put is close to the channel capacity. We can
learn the following:

The Hidden Node Problem Occurs No Mat-
ter Which Sender is Hidden — We observe
that a link is interfered when at least one of the
senders of the link pair is hidden; either the
sender of the link or the interfering sender of
the other link (i.e., C1C5, is 10, 01, or 00). The
term hidden interference commonly refers to
only the case, C1C,:00. However, two more cases
should be addressed:
¢ The sender is hidden from the interferer
(e.g., in case 2, §; is hidden from its inter-
ferer S,, and L has almost zero unicast
goodput).
* The interferer is hidden from the sender
(e.g., the interferer S, in case 5 is hidden,
and L has almost zero unicast goodput).

The Winner Takes All — In this group, the
interference-free (F:0) link takes most, if not all,
of the channel capacity with unicast traffic. This
is evident in case 5, where the broadcast good-
put result shows a nearly fair share between the
two links; whereas, the unicast goodput share is
extremely unfair. This is due to the exponential
back-off mechanism, which forms a vicious cycle
in case 5 as follows:

1. S, of the interfered link L increases its
contention window when it does not receive
an ACK from R;.

. S1’s packet transmission rate decreases.

. S, has more chances to transmit while S
refrains its transmission due to the
increased contention window. Hence, S,’s
TX throughput increases.

4. As the interferer S,’s TX throughput
increases, the packet-drop rate of L
increases, and S;’s contention window is
doubled again.

As the above cycle repeats, L1’s unicast RX
goodput drastically drops and reaches near zero,
while L, takes most of the channel capacity. Note
that this phenomenon in unicast contrasts with
that of broadcast. Because there is no explicit
ACK mechanism for broadcast packets, the
sender does not know whether its broadcast pack-
et collided, and no backoff occurs. That is why
the broadcast TX throughput of the interfered
links in this group does not decrease despite
packet collisions resulting from interference.

W N

MUTUAL INTERFERENCE AND ASYMMETRIC CS

In this group of cases 1 and 4, we find that if
both links suffer from interference and the CS
relation is asymmetric, the link that does not
sense takes most of the channel capacity. The
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B Figure 5. Snapshot of a testbed deployment.

sender sensing the other sender’s transmissions,
for example S in case 1, begins to yield the
channel which in turn, decreases the other link’s
(L,) collision probability at R,. However, L1’s
collision probability at Ry remains high as L,
does not sense L and hence, does not yield the
channel. Thus, S;’s contention window increases
faster than S,’s. Therefore, L, takes most of the
channel capacity, and L{’s goodput reaches
almost zero.

In this group, the aggregate broadcast good-
put (3 Mb/s) is much less than the aggregate uni-
cast goodput (4.4 Mb/s). In broadcast, the CS
sender (e.g., S in case 1) is not aware of the
interference due to the lack of ACK feedback
and does not back off or decrease its transmis-
sion rate. Thus, both links suffer from interfer-
ence and broadcast goodput degradation.

MUTUALLY HIDDEN INTERFERENCE

In this group of case 7, both links interfere and
are hidden from each other, which results in the
poor performance of both links. The goodput
degradation becomes intensified because of satu-
rated traffic from both senders. This problematic
topology scenario commonly exists; 22 percent of
link pairs in our 10-node testbed fall into this
category. Note that in this case, the payload size,
as well as the PHY bit rate can yield a somewhat
different throughput/goodput as reported in [8].
We found that our measurement results follow
the model in [8]. For example, the performance
degradation becomes intensified as the larger
payload size is used.

When we observe the aggregate goodput with
unicast for all four groups, there are important
findings. The aggregate unicast goodput reaches
almost the channel capacity in all groups except
this mutually hidden interference (INT) group. In
the other groups, if any one of two senders sens-
es the other, the aggregate unicast goodput
reaches almost the channel capacity regardless
of the interference relation. This is true even in
cases when both links interfere with each other,
as shown in cases 1 and 4. In the example of

case 1, due to the back-off mechanism, S
decreases its transmission rate, which helps the
other to survive interference.

OCCURRENCE FREQUENCY

We measured how frequently each of four
groups occurs in our 10-node testbed deployed
at HP Labs. Figure 5 shows the layout of the
deployed testbed from our topology manage-
ment program. Note that in this experiment, we
did not control the antenna/node positions and
transmission power to observe the natural topo-
logical characteristics. We chose a pair of links
where each link has greater than 2.5 Mb/s-inter-
ference-free goodput. We found a total of 152
such pairs. In Fig. 5, we can observe that many
links are asymmetric in the natural deployment.
Figure 2b shows the occurrence percentage of
each group from the 152 pairs in our testbed.
Note that here we examine link pairs and not
node pairs. The occurrence frequency of the
one-way hidden-interference group contains all
the six cases including the three excluded sym-
metric cases. As for the cases when both senders
sense each other (which are omitted in Fig. 2),
the occurrence frequency is 39 percent.

SUMMARY

The major findings from our measurement study
are listed as follows. First, when the CS relation
is asymmetric, the CS sender has more TX
throughput with unicast transmission than with
broadcast transmission due to 802.11 MAC
mechanisms (EIFS and unicast ACK). Second,
hidden interference should include two asym-
metric cases: when the interferer is hidden from
the sender and when the sender is hidden from
the interferer. Third, in the one-way hidden-inter-
ference group and the mutual-interference and
asymmetric-CS group, the unicast goodput share
is extremely unfair. In our testbed results, about
24 percent of link pairs suffer from this extreme
unfairness. Fourth, in the mutually hidden INT
group, which occurs frequently (22 percent),
both links suffer from poor performance.

|
In 802.11 MAC,
a node that received
a packet that it can-
not decode may go
into the EIFS mode
and waits until either
receiving an error-
free frame or the
expiration of the EIFS
time, which is longer
than the double of
distributed inter-
frame-spacing (DIFS)
time in 802.11.
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B Figure 6. Link throughput/goodput for nine cases with 2.5 Mb/s traffic.

CS AND INTERFERENCE WITH
RATE-CONTROLLED TRAFFIC

We now investigate the link behavior with rate-
controlled traffic. A sender’s application pro-
gram periodically transmits packets by the given
traffic rate. The UDP transmission rate (TX
throughput) cannot exceed the given rate in any
of the cases. We observed that the broadcast/uni-
cast throughput/goodput results for the 1-Mb/s
traffic-rate range is between 0.8 and 1 Mb/s in
all cases. Two links have a fair share of goodput
regardless of the relation between interference
and CS when the traffic load is light (1 Mb/s).

We present the 2.5-Mb/s traffic-rate results in
Fig. 6. Below are the findings from this experi-
ment.

The links that had low goodput in the satu-
rated channel scenario have greater goodput
(up to 2.5 Mb/s) when we test with the rate-
controlled traffic. Furthermore, the aggregate
unicast goodput with rate-controlled traffic
becomes almost as high as the aggregate good-
put from the saturated scenarios in some cases;
compare cases 5 and 8 in Figs. 3 and 6. This
observation gives an important clue for traffic
engineering and network management. As
most off-the-shelf wireless LAN and mesh
devices do not support time-division multiple-
access (TDMA)-like link scheduling, we can-
not avoid link interference in the CSMA MAC
systems even if the link interference informa-
tion is available. Mesh backbone networks are
usually stationary and operated/managed by a
single operator. Thus, after we obtain the CS
and interference information (by measurement
or prediction), we can control the traffic inten-

sity on each link by selecting the appropriate
routing paths and shaping the traffic at the
mesh nodes. By doing so, although it is not
possible to completely avoid link interference
and packet collisions in CSMA systems, we
can control the effect of link interference and
eventually utilize the network capacity more
efficiently, as the given CS and interference
relations allow.

Packet-drop rate is significantly reduced with
rate-controlled traffic. In case 1 in Fig. 6, L suf-
fers (hidden) interference from L,, and its uni-
cast TX throughput is smaller than broadcast
TX throughput. In unicast mode, how frequently
S performs backoff depends on L;’s traffic rate.
However, note that its unicast RX goodput is
equal to the unicast TX throughput; whereas,
broadcast RX goodput is less than half of the
broadcast TX throughput. With rate-controlled
interfering traffic, we observe that the transmis-
sion failure rate is not so high as to cause packet
drops. By default in 802.11 MAC, the failure of
four consecutive retransmissions indicates a
packet drop. Because the traffic rate of the
interfering L, is controlled, L, does not exploit
all the channel-idle time during L;’s backoff.
This allows L to use some portion of the chan-
nel.

This observation of reduced packet-drop rate
indicates another implication of traffic engineer-
ing in multihop wireless networks. Multihop
routing protocols consider a wireless link to be
broken when consecutive packets drop and use
an alternate path or attempt to rediscover a
route even though the link is active and could be
suffering from only temporary interference. This
re-routing instability [9] causes drastic perfor-
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mance degradation. Thus, rate control can allevi-
ate the MAC-level fairness problem and also
mitigate upper-layer performance variation in
wireless mesh networks.

CONCLUSION

Understanding the link behavior in the presence
of interference is the key to achieving high-
capacity wireless mesh networks. We address
this important task by studying the interaction of
interference and CS. We experimentally charac-
terize the different couplings of CS and interfer-
ence relations that are possible between two
802.11 links. We investigate the impact of these
relations on the capacity of the link pairs, with
both saturated and rate-controlled traffic. We
show that the asymmetric CS and interference
relations, together with the traffic intensity,
determine the link capacity and the channel
access fairness.

We value this experimental study as a first
step toward a more comprehensive understand-
ing of interference in wireless mesh networks.
First, we are now studying a measurement-based
approach to estimate the topology of a given
(deployed) wireless network — CS relation,
interference relation, and link performance. The
RSS-based prediction (RBP) methodology [10]
shows that we can estimate link
throughput/goodput by using the measurement
data of this article. Second, although we study
only one-hop links in this article, we can apply
our scheme to multihop routes. In fact, because
our scheme identifies hidden interferers and
their impact on link capacity, we can estimate
the self interference (or intra-flow interference)
of multihop routes by evaluating the relation
between each pair of non-adjacent links on the
route (e.g., first and third links of the route, first
and fourth links, second and fourth links, etc.).
Extending our work to multiple interferers is not
as straightforward. A simple solution is to gener-
ate additional CS/interference relations that con-
sider multiple links. This approach, however, will
result in a large number of relation cases, and
generating each case topology is a difficult task.
We believe a measurement-based modeling is a
more efficient and effective approach for multi-
link interference. Applying the major findings of
this study, such as the impact of asymmetric CS
relations on hidden interference and link capaci-
ty, into multi-link interference modeling is part
of our ongoing work.
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neering at the same university since 2004. Before that,
he was a post-doctoral research associate at the Universi-
ty of California at Los Angeles and City University of New
York. During his graduate studies he was a visiting stu-
dent at IBM T. J. Watson Research Center and the Uni-
versity of North Texas. His research interest lies in sensor
networks, wireless networks, IP mobility, and ubiquitous
computing.

YANGHEE CHOI (yhchoi@snu.ac.kr) received a B.S. from Seoul
National University, an M.S. from the Korea Advanced Insti-
tute of Science, and a D.Eng. in computer science from the
Ecole Nationale Superieure des Telecommunications Paris,
in 1975, 1977, and 1984, respectively. Since 1991 he has
been a professor at the School of Computer Science and
Engineering, Seoul National University. He was with the
Electronics and Telecommunications Research Institute
from 1977 to 1979 and spent 1984 to 1991 as the director
of the Data Communication Laboratory and the Protocol
Engineering Center. He also worked at the Centre National
D’Etude des Telecommunications, France, from 1981 to
1984, and at the IBM Thomas J. Watson Research Center
from 1988 t01989 as a visiting scientist. He is the director
of the Future Internet Forum of Korea and president-elect
of the Korea Institute of Information Scientists and Engi-
neers.

|
We believe a
measurement-based
modeling is a more
efficient and
effective approach
for multi-link
interference.
Applying the major
findings of this study
into multi-link
interference
modeling is part of
our ongoing Work.
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M FIVE DAYS Il FOUR CONFERENCES Il ONE EXHIBITION

EUMW2009 PUTS CUTTING EDGE TECHNOLOGY

ON A GLOBAL STAGE
EUROPEAN

MICROWAVE

WEEK

Rome

- 28 September - 2 October 2009
P e e Www.eumweek.com

The historical, cultural and stylish city of Rome will be the backdrop for the 12th
European Microwave Week when it plays host to Europe’s premier Microwave, RF,
Wireless Technology and Radar event for the very first time. The vibrant ltalian
capital complements the focussed and challenging Week, which covers FIVE days,
encompassing FOUR cutting edge conferences and ONE dynamic trade and
technology exhibition featuring leading players from across the globe

THE EXHIBITION
29 September - 1 October 2009
e 7,500 sqm of gross exhibition space ¢
* 5,000 key visitors from around the globe
¢ 1,700 - 2,000 conference delegates ¢
e In excess of 250 exhibitors ¢

VISIT & SEE

e International Companies - meet the industry’s biggest names and network on a global scale
e Cutting-edge Technology - exhibitors showcase the latest product innovations, offer hands-
on demonstrations and provide the opportunity to talk technical with the experts
e Technical Workshops - get first hand technical advice and guidance from some of the
industry’s leading innovators
¢ Four Conferences - European Microwave Integrated Circuits Conference (EuMIC)

- European Microwave Conference (EuMC)

- European Wireless Technology Conference (EuWiT)

- European Radar Conference (EuRAD)

SIGN UP!
To apply to exhibit, register for FREE as a visitor to the exhibition or to discover
prices related to conference attendance, log ontoVMAMW.eunvveek.com

EuMW 2009

Co-sponsored by Endorsed by: Organised by:
" v ‘ @ I E E E horizon TH ON
J}\L_’ \au house 3 9EUROPEAN \ C FERENCE ’iyw
MTT- sr MICROWAVE
7l \™ The 39th European Microwave Conference
_—.‘.'1__5 -
) EuMA

. Association o 7/
Supported by: 2 0 0 9 ;; 009 2 U 0 9

'H The 2nd European Wireless The 6th European The 4th European Microwave

Technology Conference Radar Conference Integrated Circuits Conference
S——

Official Publication:

T{J / 4 ﬁx‘f /-"‘IFI;(I:‘:,JN European Microwave ( ) EuWiT ,- I) -;;-‘.' "y EUM|C
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INTERNATIONAL CONFERENCE
ON COMMUNICATIONS

a paper from distribution after the conference (e.g.,

PLANNED TECHNICAL SYMPOSIA

EXECUTIVE COMMITTEE

Minister Naledi Pandor (General Chair)
(Department of S&T, South Africa)

Khaled B. Letaief Vice General Chair)
(eekhaled@ust.edu.hk)

Reuben September (Vice General Chair)
(Telkom, South Africa)

Fambirai Takawira (Executive Co-Chair)
(frakaw@ukzn.ac za)

Wilhelm Leuschner (Executive Co-Chair)

Leuschner@up.ac.za)

Jan C. Olivier (TPC Co-Chair)
corne.olivier@eng.up.ac.za)

Chengshan Xiao (TPC Co-chair)
(xiaoc@mst.edu)

Sherman Shen (Sympasia Chair)
lxshen@bber uwaterloo.ca)

Jerry D. Gibson (Panel Co-Chair)
gibson@ece uesb.edu)

Dumisa W. Ngwenya (Panel Co-Chair)
dwnawenya®icasa.org.zal

Abbas Jamalipour (Workshop Co-Chair)
| ¢ @i |

Andreas Molisch (Workshop Co-Chair)
(molisch@usc.edu

Geoffrey Li (Tutorial Co-Chair)
(llye@ece gatech.edu)

Mischa Dohler (Tutarial Co-Chair)
(mischa.dohler@ctic.es)

Ross Murch (Keynaote Chair)
{eermurch@ee.ust.hk)

Ted Rappaport (GITC Advisor)
wireless@mail.utexas.edu

Merrily Hartmann (GIMS Advisor)

Roger Peplow (Finance Chair}

{roger@ukzn.ac.za)

Sunil Maharaj (Conf. Operations Chair)
i @ ;

Marius Mestert (Businass Chair)

(mostert@telkom,co.za)

Steve Alves (Exhibition Chair)

steve alves@concilium.co.za)

Viv Crone (Patronage Chair)

(vcrone@za spescom.com)

Bea Lacquet (Publication Chair)

{beatrys.|lacquet@wits ac.za)
Saurabh Sinha (Registration Chair)
(saurabh.sinha@up.ac za)

Jingxian Wu (Student Travel Grant Chair)
Qui@uark.edu

23-27 May 2010 * Cape Town, South

www.ieee<icc.org/2010

IEEE International Conference on Communications (ICC 2010)

will be held in Cape Town, South Africa, from 23-27 May 2010, prior to the Soccer World Cup also being held in South Africa. The conference is aimed
at addressing key themes on "Communications: Accelerating Growth and Development.”
Discussions, and Workshops. Full details of submission procedures are available on the |[EEE ICC 2010 website, www.ieee-icc.orq/2010/.

The program will feature major Symposia, Tutorials, Panel

The organizers of IEEE ICC 2010 as well as our attendees expect accepted papers to be presented at the conference. |EEE reserves the right to exclude
removal from IEEE Xplore) if the paper is not presented at the conference.

> Paper Submission: 4 Sep 2009

Authors are invited to submit original technical papers for presentation at symposia and publication in
the conference proceedings from the following list: oriented information in a broad range of
communication areas from cognitive radio networks, ultrawide bandwidth systems and automotive
networking and telematics to cognitive and cooperative wireless networks and peer-to-peer

communications.

General Symposium on Selected Areas in
Communications

Tarik Taleb, talebtarik@ieee.org

Sumit Roy, sroy@u washington.edu

Chunming Qiao, giso@computerorg

Yacine Ghamri-Doudane, ghamri@ensiie.fr
Riccardo Raheli, raheli@unipr.it

Communication Theory Symposium
Daniela Tuninetti, danielat@uic.edu

Holger Boche, holgerboche@mk.tu-berlin.de
Guosen Yue, yueg@nec-labs.com

Signal Processing for Communications
Symposium (SPS)

S. Boussakta, s.boussakta@ncl.ac.uk

Donglai Xu, d.xu@tees.ac.uk

T.J. Lim, limtj@comm.utoronto.ca

Wireless Communications Symposium
Yi Qian, ygian@nist.gov

Ranjan K. Mallik, rkmallik@ee iitd.ernet.in
Sennur Ulukus,

Wei Chen, wchen@tsinghua.edu.cn

Wireless & Mobile Networking Symposium
Thomas Hou, thou@vt.edu
Randall Berry,

Hai Jianig, hai.jiang@ece.ualberta.ca

Farid Nait-Abdesselam, farid.nait-abdesselam@Iifl.fr

Optical Networks and Systems Sympaosium
Mounir Hamdi, hamdi@cse.ust.hk
Andrea Bianco, andrea blanco@palito.it

Srinivasan Ramasubramanian,_srini@ece.arizona.edu

TUTORIALS

Next-Generation Networking and Internet
Symposium

Wanjiun Liao, wijliao@cc.ee.ntu.edu.tw

Achille Pattavina, pattavina@elet.polimiit

Hussein Mouftah, mouftah@site.uottawa.ca

Communication QoS, Reliability and Modeling
Symposium

Nelson Fonseca, nfonseca@ic unicamp.br

Charalabos Skianis, csklams@ae_gean ar

Toshinori Tsuboi, tsuboi@cs.teu.ac.jp

Ad Hoc, Sensor and Mesh Networking
Symposium

Nirwan Ansari, Nirwan.Ansari@njit.edu

Walaa Hamouda, hamouda@ece.concordia.ca
Nei Kato, kato@it.eceitohoku.acip

Hongchi Shi,_hs15@txstate.edu_

Multimedia Communications, Communication
Software and Services Symposium
Mohammed Atiquzzaman, atiq@ou.edu

Zhu Li, zhu.li@ieee.org
Marcus Brunner, brunner@nw.neclab.eu

Communication and Information System
Security

Wenjing Lou, wilou@ece . wpi.edu

Pramode K Verma, pverma@ou.edu
Abderrahim Benslimane,
abderrahim.benslimane@univ-avignon.fr

> Tutorial Proposal Due: 4 Sep 2009

Proposals are invited for half- or full-day tutorials in communications and networking topics. Proposals should be
submitted to liye@ece.gatech.edu and mischa.dohler@ctte.es for review.

PANEL DISCUSSIONS > Panel Proposal Due: 28 Aug 2009

Submissions are sought for panel discussions the latest technical and business issues in telecommunications topics.

Proposals should be submitted to_gibson

and dwngwenya@icasa.org.za for review.

WORKSHOPS > Workshops Proposal Dua: 30 June 2009

Submissions are sought for workshops on the Iatest technical and business issues in communications and

networking topics. Proposals should be submitted to

and molisch@usc.edu for review. /
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Convergent Technologie

Don't Forget Your IEEE Member Discount

Advanced Wireless Networks
Cognitive, Cooperative &
Opportunistic 4G Technology, 2nd
Edition

SAVO GLISIC and BEATRIZ LORENZO

Presents a comprehensive integral presentation
of the main issues in 4G wireless networks,
showing the wide scope and inter-relation
between different elements of the networks. It
provides systematic coverage of the latest global
research results in the field of advanced wireless
technology networks at a time when the industry
is paving the way for 4G.

978-0-470-74250-1 * June 2009 * Hbk * 896pp

$170.00

Femtocells

Opportunities and Challenges for Business Femtocells
and Technology a

SIMON SAUNDERS; STUART CARLAW; ANDREA GIUSTINA; b =
RAVI RAI BHAT; SRINIVASA RAO and RASA SIEGBERG L Ja'i
Outlines how low-power wireless access points can be used M
by mobile operators to provide high-speed wireless access .
to existing mobile handsets in home and offices, enhancing = &
coverage and capacity and delivering new services, while

maximising the benefits of licensed spectrum.

978-0-470-74816-9 * June 2009 ° Pbk * 248pp
$69.95

Mobile Peer to Peer
A Tutorial Guide

FRANK H. P. FITZEK and HASSAN CHARAF

This book provides the basic programming skills required
to set up wireless communication links between mobile
devices, offering a guide to the development process of
mobile peer to peer networks.

Wiley series on Communications Networking & Distributed Systems
978-0-470-69992-8 * July 2009 * Hbk * 264pp
$50.00

MOEILE
PEER TD PEER [P2F]

Near-Capacity Multi-Functional MIMO
Systems

Sphere-Packing, Iterative Detection and
Cooperation

LAJOS HANZO; OSAMAH ALAMRI;

MOHAMMED EL-HAJJAR and NAN WU

This book consolidates a large body of knowledge in one
place, providing a unified treatment of differentially

encoded space-time codes. Material is logically presented
allowing advanced readers to turn directly to any relevant chapter of interest.

978-0-470-77965-1 » May 2009 * Hbk * 712pp
$200.00

Mear-Capacily
Multi-Funcrional
MIMOD Sysboms

HOW TO ORDER

FWILEY

www.wiley.com

Networking Fundamentals
Wide, Local and Personal Area
Communications

KAVEH PAHLAVAN and PRASHANT
KRISHNAMURTHY

Provides essential information on networking
technologies that are used in both wired and
wireless networks designed for local area
networks (LANs) and wide-area networks (WANs).
Contains numerous illustrations, case studies

and tables to supplement the text.

978-0-470-99289-0 » May 2009 * Hbk * 656pp
$180.00

978-0-470-99290-6 * May 2009 * Pbk ¢ 656pp
$90.00

Networking

Fundamentals

P i e w1 e

Storage Networks Explained

Basics and Application of Fibre Channel
SAN, NAS, iSCSI,InfiniBand and FCoE,
2nd Edition

ULF TROPPENS; RAINER ERKENS;

WOLFGANG MUELLE-FRIEDT; RAINER WOLAFKA and
NILS HAUSTEIN

covers the fundaments, techniques and functions of
storage networks such as disk subsystems, Fibre Channel
SAN, Internet SCSI (iSCSI), Fibre Channel over Ethernet (FCoE), Network
Attached Storage (NAS), file systems, and storage virtualization.

978-0-470-74143-6 * July 2009 * Hbk * 568pp
$110.00

STORAGE
NETWORKS

Space-Time Layered Information
Processing for Wireless
Communications

MATHINI SELLATHURAI and SIMON HAYKIN

This comprehensive book provides coverage of cutting-
edge research in the field, with an emphasis on Multiple-
Input Multiple-Output (MIMO) wireless communication
systems. Examples illustrate theory wherever possible, st ]
while end-of-chapter problems challenge readers to

reinforce their understanding of the subject matter.

978-0-471-20921-8 * April 2009 * Hbk 204pp
$95.95

Worrirs. D sines

o

A Guide to the Wireless

Engineering Body of Knowledge -—

wesoo oy

EEE icati i -
ommunications Society _

Included in the WEBOK is a large list of additional
publications and documents that candidates should
review to become completely prepared for the WCET
exam. The book is also a valuable reference for any
wireless professional.

978-0-470-43366-9 * April 2009 * Pbk * 253pp
$69.95

ORDER WILEY ONLINE
age: www.wiley.com/electrical
www.wiley.com/go/commstech/
bookstore: www.amazon.com/professional/

to press but subject to change.
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Why did Samsung develop WiMAX?
We like speed.

Samsung has taken a leading role in WiMAX since the beginning. We were on the board of
the WiMAX Forum and helped develop the iEEE 802.16e standard. We’ve been involved with
everything from infrastructure to chip design and devices. We launched the first commercial
Mobile WiMAX network in the world, then in the United States. Today, we’re working hard

to bring WiMAX technology to everyone. We’re working fast, too.

For the latest information on Samsung and WiMAX, go to www.samsung.com/wss.

©2009 Samsung Telecommunications America, LLC (“Samsung”). All rights reserved. @
All product and brand names are trademarks or registered trademarks of their respective companies.
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