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Abstract. Business process compliance has become a crucial challenge for enterprises throughout different
domains. However, little thought has been spent on the management and verification of compliance rules
in large process repositories so far, even though several case studies show, that the amount of business
processes can reach from a small set to hundreds of business processes being subject to several hundreds of
compliance rules. In this paper we present activity-oriented indexing techniques for efficient compliance
checking which are particularly applicable in process and rule repositories where no a-priori knowledge,
e. g. based on policies, is available. Different applications beyond compliance checking are discussed
such as process similarity notions or maintenance issues. The effects of applying indexing on the effort
for compliance checks are discussed along with further aspects such as maintenance of process model
and compliance rule repositories. Finally, a case study from the higher education domain in Austria is
provided. The presented techniques constitute a first step towards a cost- and effort-aware management of
large business process and compliance rule repositories.
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1 Introduction specifically at the presence of large process model
and compliance rule repositories. Process model
repositories capture process models and model
variants describing a certain process type such as

Nowadays, many organizations integrate business
process management (BPM) in order to manage

their daily business in an efficient way. Business an order process.

process compliance (BPC) has become a crucial The IT-based support for checking business pro-
challenge for enterprises nowadays, since they cess compliance has gained significant momentum
have to prove that their business processes are in research (Ghose and Koliadis 2007; Ly et al.
executed in accordance with certain regulations, 2008). Several approaches to design, integrate,
policies, or controls (Awad et al. 2008; Ghose and and verify compliance rules over business pro-
Koliadis 2007; Goedertier and Vanthienen 2006b; cesses in an at least semi-automatic manner have
Governatori et al. 2006; Karagiannis 2008; Ly et al. been proposed (e. g. Ly et al. 2008). Since these
2012b). The associated compliance verification approaches are often based on model checking
mechanisms are often accomplished manually by techniques, considerations on how to reduce the
audits (Rinderle-Ma et al. 2008; van der Aalst effort for compliance checking have been made
et al. 2010) that might be complex and costly, (Awad et al. 2008; Hoffmann et al. 2012). How-

ever, no particular thought has been spent on
* Corresponding author. . . .
. Lo . the management and verification of compliance
E-mail. stefanie.rinderle-ma@univie.ac.at

Note: This article revises and extends an earlier conference rules in large process repositories, even though
publication, cf. Rinderle-Ma et al. (2012). several case studies show, that the amount of
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business processes can reach from a small set
to hundreds of business processes being subject
to several hundred compliance rules (Valkenburg
2010). Without any further knowledge such as
policy-based grouping of compliance rules, this
means to verify all compliance rules for each
business process in the repository. This might
turn out very costly, since compliance verification
itself—depending on the particular technique—is
a non-trivial task (Hoffmann et al. 2012).

1.1 Research questions

Hence, an important question is how to support
compliance checks as well as maintenance of
large-scale process model and compliance rule
repositories in an efficient way. The basic idea is
to define index structures on the process model
and/or compliance rule repositories as typically
done in the database field (e. g. Guttman 1984).
Monitoring the compliance of process instances
(e.g. Ly et al. 2015) is outside the scope of this
paper. This overarching question can be broken
down into the following sub-questions which will
be addressed in this paper:

1. How to find out which compliance rules are
associated to which process models?

2. How to create index structures for compliance
rule as well as process model collections?

3. How to cope with compliance rules that refer
to several process models?

4. How to evaluate the performance gain of ap-
plying indexing techniques?

5. How to utilize index structures in order to de-
termine semantic similarities between process
models?

6. How to deal with changes of the compliance
rule collection (maintenance issues)?

Research questions 1-3 refer to the elaboration
of indexing techniques. Basically, it is possible to
cluster compliance rules for each process model
or vice versa. Possibly, clusters might be also ag-
gregated if, for example, a set of compliance rules
refers to different process models. Question 4
deals with the evaluation of applying indexing in

terms of performance considerations. Question 5
asks how indexing information can be exploited
in order to determine similarities between process
models. Process model similarity constitutes an
important prerequisite for maintaining process
model repositories: similar process models or
fragments can be detected and possibly merged to-
gether. In general, maintenance of process model
repositories refers to the management and refact-
oring of different process model versions and
variants (Weber et al. 2011).

So far, mostly structural or behavioral similarity
metrics between process models have been con-
sidered (Becker et al. 2012; Dijkman et al. 2011).
The question is whether the information that two
process models are associated to the same or a
similar set of compliance rules can be used for
establishing a semantic similarity metric between
process models.

A promising technique for associating process
models and compliance rules and to subsequently
reduce the effort for compliance checks is the cre-
ation of an index structure on the compliance rule
and process model repositories. One approach
to build an index structure is based on clustering;
either the compliance rules can be clustered along
the process models or vice versa. Note that the
focus is on process model repositories, i.e. re-
positories that capture process models and model
variants describing a certain process type such as
an order process. Monitoring the compliance of
process instances (Ly et al. 2015) is not considered
yet.

Index structures support query processing in
database applications such as data warehouse sys-
tems (Chaudhuri and Dayal 1997). Contrary, in
the BPM area, indexing techniques have been ap-
plied only in selected scenarios, for example, by
clustering process instances along their execution
states in order to support their efficient migration
to change process schemas (Kreher and Reichert
2010). For large process model collections, index-
ing has been investigated to support queries (Awad
and Sakr 2010) on the process model repositories
(Jin et al. 2010).
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Altogether, the novelty of the presented tech-
nique can be seen in the application of well-known
principles to the problem at hand and in the result-
ing conclusions, for example, whether the index
structures can be used for supporting maintenance
of process model and compliance rule collections
or for new notions of process similarity.

The last Research Question 6 refers to main-
tenance of compliance rule collections, when, for
example, adding new rules to the collection.

1.2 Contribution

This paper presents activity-oriented indexing
techniques for compliance rules and process mod-
els. The basic idea is illustrated in Fig. 1. Instead
of checking all compliance rules for all process
models, rules and process models are clustered
along their association to each other. The effect
is that only those compliance rules have to be
checked for a particular process model that are
actually associated with this model.

In particular, three algorithms for indexing com-
pliance rules along process models and vice versa
are provided. The applicability of both approaches
is discussed based on qualitative as well as quant-
itative considerations. Further on, it is shown how
clusters can be further optimized by aggregating
them along their similarity. All presented index-
ing techniques can be applied independently of
any a-priori knowledge such as policies associ-
ated to compliance rules and independently of any
process meta model. In addition, we investigate
whether the knowledge on existing clusters can be
exploited in order to establish a notion of semantic
similarity between process models. We discuss
the effectiveness of the different techniques based
on performance considerations as well as on their
effects on compliance rule consistency and main-
tenance. Exemplary, for conflict-freeness of the
compliance rule base we introduce a theorem
that reduces the number of necessary consistency
checks. The techniques are illustrated based on the
IT Baseline Security use case (Federal Agency for
Security in IT 2006) as well as discussed consid-
ering different aspects such as transferability and
applicability. We also provide a real-world case

study from the area of higher education in Austria.
Altogether, the presented techniques constitute a
first step towards a cost- and effort-aware manage-
ment of large business process and compliance
rule repositories.

This paper constitutes a substantial extension
of Rinderle-Ma et al. (2012). In detail, this pa-
per provides a deeper discussion on the different
indexing techniques including a discussion on
updating the index structure as a consequence
of process model or compliance rule repository
changes. Additional contributions are provided
by process model similarity notions based on
indexing structures and a real-world case study.
Further on, discussions on implementation issues
and transferability of the proposed technique to
other compliance rule notions and process meta
models were added.

The paper starts with discussing related ap-
proaches in Sect. 2. In Sect. 3, the research meth-
odology as well as the main assumptions are out-
lined. Sect. 4 summarises necessary background
information. In Sect. 5, activity-oriented index-
ing techniques are provided and discussed (—
Research Questions 1 and 2). Sect. 6 introduces
a process similarity notion based on indexing (—
Research Questions 3 and 5). Sect. 7 discusses
qualitative as well as quantitative factors that in-
fluence the effectiveness of the proposed solution
(— Research Question 4). Sect. 8 provides the
case study (— Research Question 4 and 5). Sect. 9
closes with a summary of the presented results as
well as an outlook on future research work in this
area.

2 Related Work

As mentioned in the introduction, indexing struc-
tures have a long tradition in the database research
and serve as a powerful mechanism for acceler-
ating query execution. Examples comprise tree
structures such as the R* tree (see Guttman 1984).
Further on, the basic idea of the proposed index
to split the overall set of compliance rules and
process models into sub sets based on which the
compliance checks are conducted. The novelty


http://dx.doi.org/10.18417/emisa.11.2

Enterprise Modelling and Information Systems Architectures

Vol. 11, No.2 (2016). DOI:10.18417/emisa.11.2

Stefanie Rinderle-Ma, Sonja Kabicher-Fuchs

Without Indexing

—
S

Large-scale rule repository

Rule 201
Rule 202
Rule 203
Rule 204
Rule 205
Rule 206

Rule 301
Rule 302
Rule 303
Rule 304
Rule 305
Rule 306

Rule 11
Rule 12
Rule 13

Rule 101
Rule 102
Rule 103
Rule 104
Rule 105
Rule 106

Rule 1
Rule 2
Rule 3
Rule4 | | Rule 14
Rule 5 Rule 15
Rule6 | | Rule 16

Rule7 |  Rule.... Rule....... Rule..... | | Rule....
Rule8 |  Rule.... Rule...... || Rule.... |Rule..
Rule9 | | Rule...... Rule....... Rule.... | |Rule....

Rule 10| | Rule 100 || Rule 200 | | Rule 300 | | Rule.....

\_//

With Indexing

Large-scale rule repository

Rule cluster35
Rule 201 | Rule 301

Rule cluster2
Rule 101

Rule clusterl
Rulel| Rule1l

Rule 2 Rule 12 Rule 102 || Rule 202 Rule 302

Rule3 | Rule13 Rule 103 Rule 203 | Rule 303

Rule 4 Rule 14
Rule5| Rule15
Rule6 | Rule16

Rule 204 | Rule 304
Rule cluster12

Rule 104
Rule 105

Rule cluster12

Rule7 | Rule......

Rule 106

Rule 205

Rule 206 | Rule 306

Rule......

Rule9 | Rule

Rule8 | Rule....

Rule......
«we | Rule....

Rule 300

Rule cluster...

RIS

Rule 10| Rule 100 | Rule 200 |

\

L

Rule 305

|

—
7

Large-scale process repository

Large-scale process repository
/ S

:

|

:

:

%

[

J31sN|2 [9pow S$Sa20.d

:

J433SN|J [9pow ssad0.d

Process model cluster

:

Process model cluster

Figure 1: Indexing for compliance checking in large-scale process and rule repositories.

of this approach therefore is not to be found in
the basic techniques, but their application to a
novel question, i. e. using indexing techniques for
accelerating compliance checks and can be also
used for further questions such as maintenance of
compliance rule collections and possibly for new
process similarity notions.

Another relation to the database area is the
relation between integrity rules and compliance
rules. As discussed in Goedertier and Vanthienen
(20064), integrity rules are one type of compliance
rules that specify pre-conditions for the activation
of process activities. This is an interesting aspect
for future work as the pre-conditions might further
the restriction of the set of compliance rules to
be checked, in particular, if also process instances
are monitored with respect to compliance during
runtime.

Approaches related to the work presented in
this paper span from business process compliance
over the management of large process collections

to the specification and configuration of process
models. Hence we will discuss these issues in the
aforementioned order in the following.

2.1 Business process compliance

Since the indexing techniques presented in this
paper do not necessitate any particular compliance
checking approach, it can be combined with ex-
isting process model verification approaches such
as Awad et al. (2008), Ghose and Koliadis (2007),
Goedertier and Vanthienen (2006b), Governatori
et al. (2006), Knuplesch et al. (2010), Liu et al.
(2007) and Sadiq et al. (2007). Our approach can
further be combined with approaches to manage
compliance rules and their relations to process
models such as Namiri (2008) and Namiri and Sto-
janovic (2008). Specifically, if a-priori knowledge
based on, for example, policy-based compliance
rule specification is available, this knowledge can
be exploited in order to further develop semantic
similarity notions for process models.


http://dx.doi.org/10.18417/emisa.11.2

Enterprise Modelling and Information Systems Architectures

Vol. 11, No.2 (2016). DOI:10.18417/emisa.11.2

An Indexing Technique for Compliance Checking and Maintenance in Large Process and Rule Repositories

2.2 Querying and managing process
collections

For querying large process repositories, query lan-
guages on process models have been developed
(Awad and Sakr 2010; Francescomarino and Ton-
ella2008; Hornung et al. 2007). BPMN-Q proposed
by Awad and Sakr (2010), for example, is a graph-
based language for querying process models. A
process model will be contained in the result set
of a BPMN-Q query if the query graph matches
the process graph. In the context of compliance
checking, BPMN-Q can be used to query process
model repositories for those process models con-
taining activities or structures that are relevant to
a compliance rule (see Awad et al. 2008). Hence,
finding associated process models for compliance
rules as necessary for indexing can be supported
by such query languages, particularly in combina-
tion with platforms for large process repositories,
for example, APROMORE (see La Rosa et al. 2011).

Another current stream of research deals with
the efficient evaluation of queries on process model
repositories. For this, indexing techniques on pro-
cess models have been developed (Jin et al. 2010).
As stated above, these indexing techniques can be
applied to support the efficient finding of associ-
ations between process models and compliance
rules. However, approaches for indexing and in-
dexing process models for compliance checking
as well as for the compliance rules themselves
have not been addressed so far.

2.3 Process similarity

Defining and determining similarities between
process models has been identified as an import-
ant issue in literature. Similarity notions and
queries can be used for consolidation of process
models within repositories, for example, when
similar process models or fragments are merged.
Dijkman et al. (2011) distinguishes similarity of
process model elements, structural similarity, and
behavioral similarity where the later two notions
refer to process models. A semantic similarity no-
tion is provided for process model elements ‘based
on equivalence between the words they consist

of” as stated by Dijkman et al. (2011). The work
presented by Becker et al. (2012) utilizes both,
structural and behavorial similarity for determ-
ining similarity between activities. Approaches
for activity similarity can be utilized for establish-
ing the connection between compliance rules and
process models.

Similarity notions and queries can be used for
consolidation of process models within repositor-
ies, for example, when similar process models or
fragments are merged. In a current study on pro-
cess similarity provided by Dijkman et al. (2011),
the following similarity notions are distinguished:
similarity of process model elements, structural
similarity, and behavioral similarity where the
later two notions refer to process models.

The similarity metric introduced in Sect. 6 is
activity-oriented, i.e. similarity metrics as pro-
posed in literature can be utilized for activity
matching (e. g. Becker et al. 2012). The distinc-
tion to existing metrics can be illustrated as follows:
existing metrics compare process models in an im-
perative manner, i. e. the activities and structures
should match as exactly as possible. The metrics
proposed in the following, employs a declarative
comparison, i. e. two (imperative) process models
are similar if they possess a more or less common
declarative description. A declarative description
is based on some kind of rules that set out what
can be done in a process model rather than strictly
specifying what must be done (as for imperative
models) (Weber et al. 2009).

Hence, the proposed metrics can be seen as
a step towards a notion for semantic similarity
between process models based on exploiting the
fact which compliance rules are associated with the
process models. This step is somehow a bottom-up
derivation of the top-down policy-based modeling
of compliance rules provided by Namiri and Sto-
janovic (2008), i. e. instead of grouping process
models by policies imposed on them (constituting
some kind of semantic similarity), we show how
the indexing of compliance rules along process
models can lead to semantic similarity metric that
might result in deriving policies or compliance
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rule packages. As already mentioned, the ap-
proach proposed in this paper can be used without
any a-priori knowledge.

Another way to determine process similarity
is based on change operations as proposed by Li
et al. (2008). Specifically, the delta between two
process models can be expressed by the number
of high-level process change operations that trans-
form one process model into the other. How the
change operations can be determined is shown
in Li et al. (2008). Also related to process sim-
ilarity is process conformance (Rozinat and van
der Aalst 2008) where it is measured how well
process models that have been mined from process
event logs conform to the corresponding ‘original’
process models. Note that this technique can be
also applied for compliance checking or auditing
(see van der Aalst et al. 2010). However, semantic
similarity between process models with respect
to the number and kind of compliance rules that
they have in common has not been considered yet.
The metrics for semantic similarity as provided in
this paper could be used for, for example, the re-
factoring of process model collections as well, i. e.
the metrics could be utilized for process merging
as well.

2.4 Process configuration

The configuration of reference or baseline pro-
cesses has been identified as major challenge in
practice (Gottschalk et al. 2008). Companies can
buy or adopt reference processes for different do-
mains and application scenarios and configure
them to their requirements. Basically, there are
different possibilities to specify configuration of a
reference process: by either using reference pro-
cess modeling approaches such as configurable
EPCs (La Rosa et al. 2007; Rosemann and van der
Aalst 2007) or by applying pre-defined change op-
erations on the reference process (Hallerbach et al.
2010). In the latter variant, process configuration
results in different variants of the reference process.
The reference process together with its variants
is referred to as process family (Hallerbach et al.
2010).

2.5 Representation of process structures

In Kreher and Reichert (2010), different repres-
entations for process structures such as process
models, process instances, and process changes
have been presented. For efficiently migrating pro-
cess instances to a new process schema version,
indexing techniques based on process instance
states have been provided. For the efficient rep-
resentation of process changes, the Deltalayer
approach has been presented and implemented
within the ADEPT prototype for an adaptive pro-
cess management system (Rinderle et al. 2006).
Its applicability to other application scenarios
such as data warehousing have been discussed in
Rinderle et al. (2007). All these approaches, how-
ever, cannot be directly transferred to the problem
at hand. However, the principle techniques can be
of inspiration for further development.

3 Research Methodology and
Assumptions

The methodology followed in this paper bases on
design research (see Peffers et al. 2007, Fig. 1):

1. Problem identification: The problem is to find
an indexing structure for (large) process model
and compliance rule repositories. The relevance
of this problem is motivated by practical studies
(e. g. Valkenburg 2010) as well as literature (e. g.
Awad et al. 2008). The problem identification
includes the specification of assumptions made
to scope the subsequent elaboration of artifacts.

2. Objectives of solution: The main objective is
the reduction of necessary compliance checks
for business process models.

3. Design and development: Respecting the as-
sumptions, algorithms (artifacts) for indexing
compliance rules over process models as well
as a similarity metrics (artifact) are elaborated
in a systematic and comprehensive way, all pos-
sible combinations for constructing clusters for
a set of process models and a set of compliance
rules are respected. Precisely, one algorithm
considers the clustering of compliance rules
for process models. Another algorithm clusters
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process models along the compliance rules. In
addition, an algorithm is developed that ag-
gregates similar clusters. A rule for deciding
which algorithm to apply in which situation is
provided. As an additional artifact, a similarity
metric for process models based on indexing is
suggested.

4. Demonstration: The artifacts or algorithms
respectively are demonstrated based on use
case IT baseline security (Federal Agency for
Security in IT 2006).

5. Evaluation: The approach is evaluated based
on a case study in the higher education domain
along the following questions:

* Does the index structure reduce the effort for
compliance checking in terms of numbers of
necessary compliance checks?

* Can clusters be aggregated based on simil-
arity between process models? Does this
result in further reduction of the number of
compliance checks?

* Is the application of the proposed similarity
metrics useful? A case study was chosen to
demonstrate the applicability of the approach
in a realistic setting. Generalization might be
restricted from one case study (Hays 2004);
hence, it is planned to conduct further case
studies in future research.

Specifically, the effort for checking compliance
for the case study scenario is determined in
terms of number of compliance checks at first.
Following the decision rule provided in Step 2,
the algorithm for clustering the rules along the
process models is applied and the resulting
effort reduction is determined. The proposed
similarity metrics is applied to the scenario and
yields the input for the follow-up aggregation.

6. Communication is fostered by the publication
of this article.

Scoping the problem formulation requires a set of
assumptions:

 This paper assumes a co-existence of process
models and compliance rules. Literature (e. g.

Ly et al. 2010b) as well as experience, for ex-
ample, in the higher education domain (Ly et al.
2012a) show that assuming such hybrid scen-
arios of process models and compliance rules
is realistic. Work on business rules claims that
in practice business (and hence compliance)
rules should be modeled and maintained sep-
arately from the business processes (Halle and
Goldberg 2009).

* Large collections of process models and com-
pliance rules (Valkenburg 2010).

* Compliance rules as defined in Rinderle-Ma
and Mangler (2011) and Ly et al. (2015), i.e.
it exists at least one process activity in the
scope of each rule; the rule might refer to
further process aspects such as data, time, and
resources. Further on, compliance rules might
be applied at different times of the process life
cycle, i.e. design time, runtime, and change
time.

* No a-priori knowledge on

— process meta models.

— compliance rule grouping for process models
(such as policy-based compliance rule mod-
eling as suggested by Namiri and Stojanovic
(2008)).

The latter is motivated by the fact that companies
own different process models and have to follow a
possibly large number of compliance rules. Within
the resulting repositories, often, compliance rules
are not specified exactly for the process models
they refer to, but are rather extracted from regulat-
ory packages such as BASEL 11 (Basler Ausschuss
fiir Bankenaufsicht 2006) and then ‘arbitrarily’ im-
posed on the process models. Then the question
is how to determine which compliance rules are
associated to which process models. Particularly,
it cannot be assumed that there is a 1:1 association
between process model and compliance rule, i. e.
compliance rules might refer to different process
models and process models might be subject to
different compliance rules (Namiri and Stojanovic
2008).
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4 Background Information

The developed indexing structure should not be
confined to a certain process meta model or lan-
guage.

Hence, in the following, process models are
defined similar to control flow graphs (see Allen
1970), i. e. they are based on the set of activities
N and set of edges E they consist of. A process
model P is defined as P := (N, E). To each node
n € N either an activity type AT from the domain
of interest A or a connector type CT € { ANDSplit,
ANDJoin, XORSplit, XORJoin} is assigned to.
An edge e is defined as tuple e := (n, ny) where
ni,ny €N A

Following this definition, a node reflects either
an activity of a certain type or a connector. The
proposed techniques can be directly applied to
activity-oriented process meta models such as
BPMN models or Activity Nets. State and activity-
based process meta models such as Petri nets or
Event-driven Process Chains can be also used for
activity-oriented indexing when restricting con-
siderations to transitions or functions respectively.

Note that in a first step, we abstract from data
flow and temporal issues. A discussion on the
effects of considering data and temporal informa-
tion when building index structures can be found
in Sect. 7.

For illustration of the following notions and
the proposed techniques, we use the ‘IT baseline
security’ example (see Federal Agency for Secur-
ity in IT 2006). Fig. 2 depicts a fictive company’s
business process repository including six business
processes that refer to password protection (P1),
screen lock protection (P2), protection against in-
ternet services (P3), malware scan of the database
(P4), malware scan of outgoing data (P5), and
malware scan of incoming data (P6).

After defining the process models it is necessary
to provide a presentation for the compliance rules
as well.

! CT might be extended by further connector types such as
ORSplit.

This paper adopts Compliance Rule Graphs
(CRGs) as proposed in Ly et al. (2010b) due to
the following reasons:

* Pattern-based definition of compliance rules en-
ables determination of which process activities
are referred to by the compliance rule, specific-
ally, which process activities trigger the rule,
i.e. are ‘responsible’ for its activation.

» Graph-based visualization of compliance rules.

* CRGs have been successfully applied in differ-
ent case studies, e. g. in the higher education
domain (see Ly et al. 2012a).

» Pattern-based comparison with other compli-
ance rule notions supports that most existing
compliance rules can be expressed using CRGs.

* Prototypical implementation (see, e. g. Ly et al.
2010a).

An evaluation of the CRG formalism with re-
spect to its expressiveness and in comparison with
other existing formalisms, e. g. based on Linear
Temporal Logic (LTL) can be found in Ly et al.
(2015). Sect. 7 provides a discussion of transfer-
ability to other formalisms.

CRGs can be defined in a set-based manner as
follows (see Rinderle-Ma et al. 2012):

Definition 1 (Compliance Rule Graph CRG)
A compliance rule graph is a 7-tuple
R = (Na, Nc, Ea, Ec, Eac, nt, p) where:

* Nj4: set of nodes of the antecedent graph of R

* Nc: set of nodes of the consequence graph of
R

* E4: set of directed edges connecting nodes of
Na

* Ec: set of directed edges connecting nodes of
Nc

* Ec: set of directed edges connecting nodes of
the antecedent and the consequence graph of R

e nt : NyUNc - {ANTEOCC, ANTEABS,
CONSOCC,CONSABS}: function assigning
a node type to the nodes of R

» p: function assigning a set of properties (e. g.
activity type) to each node of R
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Figure 2: IT Baseline Security: Process Models (in Bpmn Notation), taken from Rinderle-Ma et al. (2012).

A CRG comprises an antecedent pattern (reflect-
ing the process activities that trigger the compli-
ance rule) and a consequence pattern. Antecedent
and consequence patterns consist of occurrence
(ANTOCC and CONSOCC) and absence nodes
(ANTEABS and CONSABS). Occurrence nodes
refer to the presence of certain activities during
process execution whereas absence nodes refer to
the absence of certain activities respectively.

In Fig. 3, for example, compliance rule R1 is
triggered by occurrence of activity PC Power up
within the process model of interest. It can be con-
cluded that the process activities contained within
the antecedent pattern decide whether a compli-
ance rule refers to a process model or not. As
the CRGs as well as the process model definitions
are set-based, checking whether the antecedent
pattern refers to at least one activity contained in
a process model becomes very simple and con-
stitutes the main idea of the following indexing
technique. Antecedent patterns might also be
empty as for, e. g. CRGs R7 and R8 in Fig. 3. This
means that a compliance rule is triggered for every
process. For R7, for example, this means that the
security change setup must not be changed for any

of the processes in the repository. By defining
more complex antecedent and occurrence patterns,
certain orders between activity occurrences or ab-
sences within the process models can be expressed,
for example, that there must be no malware scan
between data receipt and data access. As a last
example, take CRG R6 expressing that if activity
Data receipt occurs within a process, activity
Malware scan has to be conducted immediately
after (cf. Fig. 3). Note that ‘immediately after’
does not refer to a notion of time, but expresses in
this context that no other activity must be executed
in between Data receipt and Malware scan.

5 Indexing Techniques for Compliance
Rule and Process Model Collections

Without any further knowledge on compliance
rule and process model collections, compliance
rule and process model collections mostly co-exist,
i. e. without any established relation between com-
pliance rules and process models. This situation is
sketched in Fig. 4, Initial Situation. Consequently,
for verifying compliance of a process model, it
must be verified against all rules in the compliance
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R1: The proof of authority must follow immediately after the power up
of the computer.

R2: Access must not be granted if authorization is denied.

R3: The screen lock must automatically activate after 15 minutes of
missing user input.

R4: The malware scan of the complete data base is to be conducted, if
the IT resources are not highly loaded.

RS: Datamust be malware scanned immediately before it is sent.

R6: Datamust be malware scanned immediately after its receipt.

R7: The configuration of malware protection programs installed on
clients and devices must not be changed by the user.

R8: The malware protection programs must not be deactivated.

Compliance rule R1 Compliancerule R2 Node explanation

COMPLIANCE RULE

REPOSITORY

PC power up

Antecedent
accurrence

Authentication |Authorizationdenial ~ Grantaccess

Compliance rule R3 Compliancerule R4

naD

Idle (no user input) Screen lock

Check capacity Antecedent
of IT resources Scandatabase | absence

Compliance rule RS Compliancerule R6

=)

O

Malware scan

Consequence
oc

Datasending Data receipt Malware scan

e

Compliance rule R7 Compliancerule RE

Consequence
Deactivate security mechanisms s

Change security setup

Figure 3: Use Case IT Baseline Security — The Compliance Rule Repository (Left) and the Compliance Rule Graphs

(Right), taken from Rinderle-Ma et al. (2012).

rule collection. The effort can be estimated as
discussed in Rinderle-Ma et al. (2012):

O(IC| # [P * CEmax)

for

* set of process models P
* set of compliance rules C

* maximum compliance checking effort CE,, .
VP € P,VC € C; CE,qx typically depends
on the compliance checking technique, but
might become quite complex. Many compli-
ance checking techniques such as model check-
ing depend on exploring the state space of a
process (without further optimization) which is
‘exponential in the size of the process’ as stated
by Hoffmann et al. (2012).

It is questionable whether in all cases, process
models are subject to all rules in a compliance
rule collection. Looking at real-world scenarios
such as the case study presented in Sect. 8, pro-
cess models are rather subject to subsets of the
compliance rule collection, e. g. they obey a cer-
tain law or regulatory package. If the connection
between process models and compliance rules is
known beforehand, approaches such as proposed
by Namiri and Stojanovic (2008) can be applied.

In this approach, it is assumed that there is
no a priori knowledge on relations between com-
pliance rule and process model repositories at
hand. Instead, it works in an activity-oriented way
by comparing the process activities referred to
by the compliance rule and the process activities
present in a process model. More specifically, a
process model is considered as being subject to
a compliance rule if the antecedent pattern of the
compliance rule (cf. Def. 1) refers to at least one of
the activities contained within the process. In this
case, the indexing techniques either cluster com-
pliance rules that refer to the same process model
(see Fig. 4, Scenario 1), or cluster process models
that are subject to the same set of compliance
rules (Scenario 2), or cluster compliance rules and
process models at the same time (Scenario 3).
Scenario 1: Activity-oriented compliance rule
indexing determines all compliance rules that are
to be checked for a particular process model.

According to Def. 1 a compliance rule is
triggered over a process model, if the antecedent
pattern of the compliance rule is potentially activ-
ated. This holds true if all activities associated
with antecedent occurrence nodes of a compli-
ance rule are contained in a process model. In
general, this criterion can be used for optimiza-
tion of compliance checks, e. g. as pre-selection
before applying model-checking based techniques.
Compliance rules that are not associated with any
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a) Initial Situation b) Scenario 1 (Algorithm 1)
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Figure 4: Basic Indexing Scenarios, taken from Rinderle-Ma et al. (2012).

process model are collected in complementary
cluster Clcomp. Based on the set-oriented defini-
tion of compliance rules and process models this

can be determined as described by Alg. 1.

Algorithm 1 Activity-oriented compliance rule
indexing.
Require: #,C
Ensure: Clp := OVP € P,Cleomp =0
forall P = (N,E) € P do
for all C = (NA, Nc, Ey, Ec, EAc, nt, p) S
Cdo
if ({n € Nglnt(n) = ANTEOCC} =0)V
({n € Nalnt(n) = ANTEOCC} Cc N)
:=Cond then
Clp :=ClpU{C}
end if
end for
end for
forall C € (C\JpClp)do
Clcomp = Clcomp U {C}
end for
return Clp, Clcomp

Applying Alg. 1 to our use case results in the
clusters depicted in Fig. 5. Note that compliance
rules R7 and R8 are contained within every cluster
since their antecedent pattern is empty and thus
they are activated for every process model. As
there are no compliance rules that do not refer
to any process model, the complementary cluster
Clcomp is empty. The number of necessary com-
pliance checks is reduced from 48 to 19.

The complexity of Alg. 1is O(|P| = |C|) which
has to be considered as initial effort for indexing,
i. e. the effort typically occurs once. The effort for
compliance checking can be determined as

OZp|Clp| # CEpax) < O(IP| * |C| * CEpax)

This means that each process model has to be
checked for the compliance rules contained within
the associated cluster. Based on the degree of the
indexing the reduction in effort might be signific-
ant. In the worst case, no indexing is achieved, i. e.
all compliance rules refer to all process models.
In this case the effort for compliance checking
remains the same as the effort without applying
indexing techniques. When comparing effort for
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Figure 5: Use Case IT Baseline Security — Activity-Oriented Compliance Rule indexing, taken from Rinderle-Ma et al.

(2012).

compliance checking and effort for building up
the indexing we obtain the following conclusion:
O(Cl* P + OZplClp| * CEmax)
< O(ICl # |P| * CEmax)

The effect of indexing on maintaining compli-

ance rule and process model repositories will be
discussed in Sect. 7.
Scenario 2: Compliance checking with process
model indexing can be conducted based on Alg. 2.
Process models are clustered for each compliance
rule in C resulting in clusters C/cVYC € C. Again
the membership within a cluster can be determined
by evaluating condition Cond set out in Alg. 1.
The complexity of Alg. 2 results in O(|P] * |C]).
Effort for compliance checking can be determined
as Xc|Clc| < |P] +|C].

For the use case depicted in Fig. 5, we obtain
the following clusters: CLg, = {P1}, CLgy =
{P1, P2}, CLr3 = {P2}, CLra = {P4}, CLgs
= {P5}, CLgs = {P6}, CLgr7; = {P1, P2, P3,
P4, P5, P6}, CLgs = {P1, P2, P3, P4, P5, P6}.
Obviously, the clusters for R7 and R8 contain all
process models. Hence, both compliance rules
are either triggered for all process models or—
more likely—are always triggered due to an empty
antecedent pattern as the case in this scenario.
Again, complementary cluster Clqm,p is empty.
Discussion on Scenario 1 and Scenario 2: Which
indexing scenario (Alg. 1 or 2) should be applied
in which situation? This depends on, for example,
on the following factors: (a) the relation between

Algorithm 2 Activity-oriented process model in-
dexing.
Require: P, C
Ensure: Clc :=0YC € C, Cleomp =0
for all C = (Na, Nc, Ea, Ec, Eac,nt,p) € C
do
forall P = (N,E) € P do
if ({n € Na|nt(n) = ANTEOCC} =0) Vv
({n € Nglnt(n) = ANTEOCC} C N)
:=Cond then
Clc :=Clc U {P}
end if
end for
end for
forall P € (P\UcClc)do
Clcomp = Clcomp U {P}
end for
return Clc, Cleomp

cardinalities of |#| and |C| and b) number of com-
pliance rules contained within C having an empty
antecedent pattern. For case a) the following rules
of thumb for deciding between Scenario 1 and
Scenario 2 can be applied:

e for || << |C| apply Scenario 1
e for |C| << |P| apply Scenario 2

In our case study presented in Sect. 8, the num-
ber of compliance rules is by four times more than
the number of process models. Hence, indexing
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compliance rules for each process model seems
to be more favorable due to the intially smaller
number of resulting clusters. In addition, as we
will discuss in Sect. 6, the comparison between
the different clusters with respect to finding out
about process model similarities is supported by
compliance rule rather than process model index-
ing.

As shown for the use case displayed in Fig. 5,

for each compliance rule with empty antecedent
pattern, all process models in £ have to be ad-
ded to the resulting clusters. At the presence of
a large number of compliance rules with empty
antecedent patterns, the resulting number of con-
sequently ‘unclustered’ process model clusters
might counteract the effort of indexing.
Scenario 3: Aggregated rule indexing addresses
the question whether the results of Alg. 1 could be
still optimized by aggregating clusters. Clp; and
Clp,, for example, both contain rule R2 (cf. Fig. 5).
Hence it could be considered to aggregate those
clusters as well as the associated process models.
The decision to aggregate can only be answered
by evaluating the trade-off between the benefit of
reducing the number of clusters and the potential
performance penalty by increasing the number of
unnecessary compliance checks.

Basically, different relations between two
clusters Clp; and Clp, are conceivable: a)
Clp = Clpg, b) Clp] C Clps, C) Clp1 D Clp»,
d)ClpiNClpy =0,ande) Clpy N Clpy # 0. In
case a), both clusters Clp; and Clp, are equal
if all of the compliance rules contained with the
clusters refer to process models P; and P,. By
merging compliance rule clusters Clpj and Clp;
into one cluster, the number of clusters is reduced
by one and there is no additional effort for any of
both process models Py and P;. Thus, in this case,
cluster aggregation is advisable. In all other cases,
the number of clusters will be also reduced by
one, but at the expense of additional (unnecessary)
compliance checks: either for P; against Clp;
or P, against Clp; or both. For case d), clusters
would not be aggregated as their intersection is
empty. Case e) is most interesting and hard to

decide as the overlap might be ‘big’ such that ag-
gregation could be advisable, but also ‘small’ such
that aggregation might lead to many unnecessary
checks which even out the effect of aggregation.

In a first step, Alg. 3 aggregates two clusters
only if they are equal. Based on the cluster-
based similarity notions provided in Sect. 6, the
condition for aggregating clusters can be adapted
by aggregating clusters if their overlapping degree
exceeds a certain threshold.

Algorithm 3 Aggregated rule indexing.

Require: Clp (cf. Alg. 1)
Ensure: Clp, ;=0
for all Clpl.,Clpj € Clp with Clpi = Clpj do
Clp,; = Clp,
Clp = (Clp\ (Clpi U Clpj)) U Clpl.’j
end for
return Clp

Generally, an aggregation of a process-model
indexing as suggested by Alg. 2 is also conceiv-
able. Here, similar considerations can be made
as for the rule indexing. In addition, relations
between process models in the sense of process
families and variants (see Hallerbach et al. 2010),
configurable process models (see Gottschalk et al.
2008; La Rosa et al. 2007; Rosemann and van
der Aalst 2007), or similiar process models (see
Dijkman et al. 2011; Li et al. 2008) can support a
more sophisticated process model indexing. Such
questions are part of future work.

Above, the effort for building the index struc-
ture is considered only. In real-world scenarios,
changes of process models or the compliance
rule repository might occur due to, for example,
changed environmental conditions or new laws
and regulations (Ly et al. 2008). As a consequence,
the index structures proposed in this paper might
have to be adapted accordingly. In the following,
the effort for an update of the index structure is
discussed along Alg. 1:

* Adding new process model Py, to the repos-
itory: determine the compliance rule cluster
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Clp,,,, for Py, based on Alg. 1 resulting in
o(ch.

* Deleting process model P from the repository:
delete corresponding compliance cluster Clp.

* Adding new compliance rule Cpey =
(N, ...) to the repository: if N = 0,
add Gy, to all existing clusters (O(| | Clp)));
otherwise find all process models P = (N, ...)
with N} NN # () and add C to the respective
clusters (O(|P])).

* Delete compliance rule C from repository:
delete C from all clusters (O(| | Clp|)).

» Inserting a new activity n into process model
P: check C for rules C" that refer to n; add C"
to cluster Clp associated to P (O(|C))).

* Delete activity n from process model P: check
cluster Clp associated to P; remove all com-
pliance rules from Clp = (Ng,...) for which
Na\ {n} =0 (O(Clp))).

Overall, the effort for updates turns out as the
maximum of O(|C|) and O(|P]). If, for example,
a new process model is added, the effort for de-
termining relevant compliance rules is balanced by
the reduction of the effort of resulting compliance
checks. If a process model is deleted, the effort
is limited to deleting the corresponding cluster.
If a new compliance rule is added, the effort for
sorting it into the right clusters, is balanced by
checking all process models against the new rule.
Deleting a compliance rule requires an overhead
for cleaning up the clusters. The update effort
for adding a new activity to a process model is
balanced by the reduced effort for the compliance
checks. Deleting an activity results in overhead
for cleaning up the cluster associated with the
process model.

6 Process Similarity Measure based on
Indexing Technique

In this section, we discuss how the index structure
proposed in the previous section can be used to
define a similarity metric for process models. The
basic idea is to consider two process models as

similar if they adhere to the same or a similar set
of compliance rules, cf. Def. 2:

Definition 2 Cluster-based semantic process
similarity metric Let P;, P, be two process
models, Py, P, € P. Let further C be a set of
compliance rules and Clp,, Cl p, be clusters associ-
ated with P; and P, by applying Alg. 1. Then, the
cluster-based process similarity metric m between
Py and P; is defined as follows:

|Clp] N Clp2|

m(Py, Py) := Cl

For the use case depicted in Fig. 5, all pro-
cess models P1, .. ., P6 ‘share’ compliance rules
R7 and R8. Hence, initially m(P;,P J')=th for
iLhj=1...,6,i # j,i# 1Vvj+# 2. ForPl
and P2 additionally R2 is associated, resulting
in m(P],P2)=%. These values, however, are not
very meaningful, since they consider the always
triggered compliance rules R7 and R8. Such com-
pliance rules do not contribute by any semantic
information except the fact that certain activit-
ies must not be present in the process models
what is completely independent of any process
model structure. Hence, in the following we
exclude always triggered compliance rules from
our considerations. Then, in the IT baseline se-
curity scenario, without considering R7 and RS,
m(Pl,P2)=% and for the remaining process model
pairs m(P;,P;)=0 results.

The numerator of metric m, i.e. |Clp, N Clp,|
corresponds to condition Cond in Alg. 1, however,
part {n € Nulnt(n) = ANTEOCC} = 0 is omit-
ted for m since it refers to compliance rules that
are always triggered. For the activities that trigger
the associated compliance rules by the respect-
ive ANTEOCC nodes of the antecedent pattern,
the condition corresponds to the activity cover-
age metric (e. g. Rinderle-Ma and Reichert 2010).
Activity coverage determines the ratio of activities
contained in both process models and the overall
number of activities in the process models. In the
cluster-based similarity metric, the corresponding
activities within both process models are grouped
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with respect to the different compliance rules. Fur-
ther, the cluster-based similarity metric weighs the
number of correspondences of activities that trig-
ger compliance rules by the number of compliance
rules that are not triggered by the process models.
The question is whether weighing by the overall
number of compliance rules is meaningful or not,
since compliance rules might refer to completely
different processes and have completely different
semantics. Probably, it might be more meaningful
to weigh the common compliance rules by the
overall number of compliance rules contained in
the associated clusters, i. e. by:

|Clp| N Clp2|

"(P,Py) i = ———M =
P P = L U Tl

€]

For clusters Clp; and Clp; (cf. Fig. 5), m’
turns out as % reflecting the ratio of shared com-
pliance rules, i.e. R2, and compliance rules that
are different for the clusters, i.e. R1 and R3.

As discussed in Sect. 5, similarity metric m’ can
be used for aggregating compliance rule clusters
as well. Then Alg. 3 can be adapted as follows:

Algorithm 4 Aggregated rule indexing based on
similarity metrics.
Require: #,C, Clp (cf. Alg. 1)
Ensure: P’ = P, Clp,; = 0, Clp, =0 Vk =
L... . |P|
for all P, with Clp, = 0 do
Clpk :=Clpk U {Py}
remove Py from P

end for
for all P;, P; € P,i # j do
|Clpl. NClp. |
m'(Pi, Pj) = 1t 0ctr
end for

for all P;, Pj € P with m’ (P, Pj) > x do
Clpi’j = Clpi U Clpj
remove Clp,, Clp,
Clp,; ={P:i} U {P;}
P =P \ (P} U{P}H

end for

return indexing Clp,, Clp, ., P’

i’

Alg. 4 is slightly abstracted, since it aggregates
pairs of process models within one ‘run’. However,
as we will show within our case study (cf. Sect. 8),
aggregation could be repeatedly possible, as long
as the similarity of newly created process clusters
exceeds threshold x (this requires an adaptation of
m’ to process clusters instead of process models).
Further on, before starting aggregating, all process
models with empty compliances rule cluster are
merged into one cluster and removed from the
considerations in order to avoid division by 0 in

m’.

7 Discussion

Maintenance Aspects: On top of the effort con-
siderations presented in Rinderle-Ma et al. (2012),
indexing can be of help for maintaining compli-
ance rule sets. By applying Alg. 1 (or 3 respect-
ively), the set of compliance rules that do not refer
to any process model are filtered out. Reason
for such orphaned compliance rules might be the
continuous evolution of the compliance rule set.
The other way round, we can also detect which
process models are not subject to any compliance
rule. Finally, by aggregating compliance rule
clusters as done in Alg. 3 might yield interesting
results, depending on the aggregation strategy. Re-
call that the presented algorithm only aggregates
equal clusters. Depending on the cluster relation
other strategies might be pursued. In any case,
if clusters can be aggregated for several process
models, this might also point to the existences of
similar processes or process families. In summary,
indexing contributes to the quality of compliance
rule and process model sets (repositories) in the
following ways:

 decreased effort for compliance checks and
maintenance

* filtering out orphaned or outdated compliance
rules (cf. Clcomp in Alg. 1)

* filtering out process models that are not subject
to any compliance rules

¢ finding process similarities with respect to the
imposed compliance rules.
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Transferability: The proposed techniques have
been defined based on the representation of com-
pliance rules by CRGs. As the basis for the
presented techniques is the set of activities A C N
the compliance rule is defined on, in principle, the
proposed indexing techniques can be transferred
to other languages used to describe compliance
rules such as LTL as well. Take, for example,
rule R1 expressed in terms of a CRG, stating that
execution of activity PC Power Up must be fol-
lowed by execution of activity Authentication.
Following, for example, the approach proposed by
Declare (Pesic et al. 2007), R1 can be realized as
LTL expression

O PC Power Up — ¢ Authentication

For the indexing technique proposed in this pa-
per, the relevant information is the set of activities
referred to by the compliance rule, in both cases,
{PC Power Up, Authentication}. More spe-
cifically, the index structure takes into considera-
tion those activities that trigger the activation of
the compliance rule (for CRGs represented as the
nodes of the antecedent pattern).

The index structures as proposed in this pa-
per refer to process design time. An important
question is the transferability of the techniques
to process runtime. As for the optimization tech-
niques presented in Knuplesch et al. (2010), the
number of compliance rules in a cluster can be
possibly reduced at runtime based on data values
provided by executing certain activities. Consider
the IT Baseline Security use case, process model
P1 Password protection as depicted in Fig. 2.
Obviously, P1 contains an alternative branching
with a decision whether the Authentication is
proofed or denied. Assume a compliance rule R’:
‘after the Authentication proof access must
be granted’. As R’ refers to activities contained
within P1, R’ is grouped into the associated com-
pliance cluster during design time. At process
runtime, based on the data value written for activ-
ity Authentication, i.e. whether it is proofed
or denied, R’ might be still to be considered
(proofed) or not (denied). This could be used to
dynamically reduce compliance clusters during
process monitoring. Similar considerations can

be made for temporal information referred to by
compliance rules.

Implementation: Asthe approach presented in this
paper constitutes a first step towards developing
and applying indexing techniques on compliance
rule repositories in Process-Aware Information
Systems (PAIS), several assumptions have been
made. First of all, we focused on the control flow
perspective of compliance rules, i. e. the activities
the compliance rules are referring to. As com-
pliance rules might refer to other process aspects
such as time, data, or resources as well (see, e. g.
Mangler and Rinderle-Ma 2011), respective exten-
sions of the proposed indexing techniques become
conceivable. Moreover, it has not been considered
that compliance rules might be only valid for cer-
tain time frames. This might be addressed by
regularly updating the index. Regarding the imple-
mentation of the proposed indexing technique, we
are currently implementing the proposed indexing
technique based on the existing SeaFlows proto-
type as presented in Ly et al. (2010a) which is
fully integrated with the adaptive process manage-
ment system AristaFlow (refer to, e. g. Lanz et al.
2010). The SeaFlows editor supports the design of
compliance rules as CRGs (cf. Sect. 4) and imple-
ments compliance checks during process design
and run time (i. e. for compliance monitoring). We
aim at implementing a set of different indexing
techniques (including the one presented in this
paper) based on SeaFlows providing the basis for
comparing the performance of compliance checks
in different scenarios.

8 Case Study

In this section, we present the case study ‘Large
Process and Rule Repositories in an Austrian
Higher Education Institution’ in which the optim-
ization techniques for compliance checking were
applied and discussed. The case study is described
in an anonymous way, and a fictitious institution
name (UNIQUE) is used.
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Figure 6: Case Study UNIQUE: Activity-Oriented Compliance Rule indexing.
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8.1 Case Study Setting and Findings

UNIQUE is a big educational and research insti-
tution with a wide range of various business pro-
cesses. The business processes were mainly cap-
tured and described in a business process manual,
retrieved in 2008. The business process manual
was partly out-dated, however that did not affect
our application analysis.

The business process manual contained a total
of 108 imperatively modeled business processes
consisting of a total of 5851 activities and 257 de-
cisions. A business process contained between
1 to 49 activities, and between 1 to 9 decisions.
The business processes referred to finances, In-
formation Technology, career and advanced train-
ing, teaching and examination, personnel, facil-
ity and resources, strategy, and studies. About
375 compliance rules could be identified.

On average, the compliance rules contained
1 to 2 antecedent nodes reflecting the precondition
for the rule and 1 to 7 consequence nodes that
express the actions to be set once the preconditions
hold. These consequence nodes were ordered as
sequence or as alternatives. The compliance rules
also contained data and time-related information,
e. g. necessary information or deadlines, and were
included in the activity descriptions. During
the analysis of the data, the compliance rules
were manually separated from the general activity
descriptions.

The effort for compliance checking without
applying any indexing techniques turned out as:

108 (business process models) = 375 (compliance
rules)= 40, 500 (checks).

UNIQUE contained four times as many compli-
ance rules as process models. Therefore, activity-
oriented compliance rule indexing was conducted
(cf. Alg. 1). As illustrated in Fig. 6, the compli-
ance rules were bundled for each process model.
Applying the activity-oriented indexing technique
resulted in a reduction from 40, 500 to 399 checks
(factor 100).

The result of activity-oriented compliance
checking was optimized by aggregating the com-
pliance rule clusters. For aggregated rule in-
dexing, the clusters containing compliance rules,
that affected more than one business process of
UNIQUE, were of particular interest. The rules
that were identified in more than one cluster, were
highlighted in red and gold color, cf. Fig. 6. The
red color indicates that the rules did not refer to
any policies and laws, for example, informing
an applicant about a negative decision by email.
The golden-colored rules, by contrast, referred
to policies and laws, e. g. referring to the Data
Protection Act. Compliance rule clusters were
aggregated if their relation was > 0.5. The results
of the aggregation are illustrated in Fig. 7. By per-
forming the aggregated rule indexing algorithm,
the number of clusters could be reduced to 80
(108 — 35 clusters + 7 new aggregated clusters).

Furthermore, compliance rules could be iden-
tified that referred to particular policies and
laws such as the University Act 2002 (UG
2002), Institution’s Statute (Satzung), Federal
Archive Law (Bundesarchivgesetz), Occupational
health and Safety (ArbeitnehmerInnenschutz),
Company Agreements (Betriebsvereinbarungen),
Austrian Law on Public Procurement (Bundes-
vergabegesetz), Act on Equal Treatment (Bundes
Gleichbehandlungsgesetz), and the Data Protec-
tion Act (Datenschutzgesetz). The information
was reported in the textual rule description, here
an example: ‘The head of the department has to
check the admissibility of the proposal according
to paragraph 4 of the Institution’s Statute.” Fig. 8
gives an overview of all the identified policies and
laws to which some of the compliance rules of
UNIQUE referred to (these rules are marked in
blue color in Fig. 6).

8.2 Lessons Learned and Open Questions

First of all, the number of compliance checks could
be reduced when applying indexing. In particular,
the case suggested to cluster compliance rules
along the process models (Alg. 1). Further ag-
gregation of clusters was applicable for 28 clusters
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AggClusterlD Aggregation Aggregation Result
C0006 ' CO009 v C0010 W C0017 w C0023 W C0025
w C0030w C0041 v CO067 w CO073 W CO077 w
C0078 ' C0079 v C0083  C0085 w C0088 v C0089
aggC0001  C0090 w C0091 W C0095 L C0096 ' C0107 {}
aggC0002 C0068 ' C0069 {R0O281, RO282, R0283, R0284, R0286}
aggC0003 0080 ' C0081  C0082 {R0337, RO339}
aggC0004 C0037 w C0038 {RO144, RO140}
aggC0005 C0093  C0094 {R0O348}
aggC0006 C0098 \ C0099 {R0O350, R0351}
agegC0007 C0100w C0101 {R0352}

Figure 7: Case Study UNIQUE: Aggregated Rule indexing.

as they shared more than 50% of the constraints
contained within these clusters.

The feasibility of the similarity metrics pro-
posed in Sect. 6 could be investigated in more
detail based on the case study. It was recognized
that the business processes affected by, for ex-
ample, the University-Act compliance rules highly
varied in their subject matter (e.g. PO029 Re-
gister for lecture, POO71 Appeal hearing, PO084
Intellectual capital report). In turn, a thematic
dependency between, for example, the business
processes affected by the Law on Public Procure-
ment compliance rules (P0064 Tender of orders,
and PO070 Tender of investment projects) was
observed. For the identification of similarities
in business processes based on the knowledge of
shared policy- or law-related compliance rules,
wide-ranging (low-granular) laws and policies
seemed to be not sufficient as the bundled busi-
ness processes covered various thematic sectors.
This is an interesting observation that demands
for further refinement of the similarity metric. A
possible procedure might be the fragmentation of
the compliance rules according to, e. g. (highly-
granular) sub-paragraphs which often focus on
one subject matter.

In the UNIQUE case study, the compliance
rules were captured within activity or process
descriptions and hence had to be manually sepa-
rated. The advantage here was that the activity

labels were largely corresponding within rules
and process models. In other settings such as
the EBMC?2 project on skin cancer treatment
(Dunkl et al. 2011), the rules are captured within
large chunks of text and have to be extracted
and modeled manually. During this step an align-
ment between corresponding activity labels within
rules and processes can be taken into considera-
tion. Overall, matching activity labels are often
assumed for compliance checking over processes,
but also for other purposes such as process mining.
Rinderle-Ma et al. (2011) suggest a transition from
activity equivalence towards semantic equivalence
of activities based on, for example, attributes such
as input or output data. Activity-oriented indexing
can benefit from techniques for activity matching
as proposed by Zhuge (2002) and Becker et al.
(2012).

9 Summary and Outlook

In this work we presented activity-oriented in-
dexing techniques that particularly support the
management of large business process and compli-
ance rule repositories independent of any a-priory
knowledge (like policies or process meta models).
In a nutshell, activity-oriented indexing clusters
compliance rules for each process model they

2 EBMC?2 stands for Evidence Based Medical Compliance
Cluster, see also http://forschungscluster.meduniwien.ac.at/
ebmc/


http://dx.doi.org/10.18417/emisa.11.2
http://forschungscluster.meduniwien.ac.at/ebmc/
http://forschungscluster.meduniwien.ac.at/ebmc/

Enterprise Modelling and Information Systems Architectures

Vol. 11, No.?2 (2016). DOI:10.18417/emisa.11.2

20

Stefanie Rinderle-Ma, Sonja Kabicher-Fuchs

Processes and Laws

Rules

Processes

University Act 2002

ID

Process Title

R0108, RO109, RO150, RO151, R0152, R0156, [F0022

Register for lecture

Lecture Evaluation

R0163, R0301, R0302, R0303, R0304, R0305, iggg;
R0306, R0307, RO308, R0309, R0310, R0311,

Registration for examination

R0312, R0313, R0314, R0315, R0316, RO317, |P0040

Examination planning

R0318, R0319, R0320, R0321, R0322, R0323, |P0071

Appeal hearing

R0332, R0340, R0O341 P0075

Proposal for a study program

P0084

Intellectual capital report

Austrian Law on Public

R0270, R0271, R0O274, R0287, R0288, R0289, |P0064

Tender of orders

R0290, R0291, R0292, R0293, R0294, R0295, |P0070

Tender of investment project

Procurement R0296, R0297
o R0054, R0057, RO110, RO113, R0114, R0173, L0019 [Habilitation
Institution’s Statute RO327 P0031 [Lecture Evaluation
P0044 |Plagiarism check
Occupational Health and Safety R0211, RO212 P0O051 |Evaluate place of work
Company Agreements RO227 P0056 (Lecturing compensation
Federal Archive Law R0180 P0046 |Archive inquiry
P0068 |Job offer for D without libraries
Act on Equal Treatment R0281
P0069 |[Job offers for F
PO080 |Datarequestcategory A
Data Protection Act RO337 PO081 |DatarequestcategoryB
P0082 |Datarequest category C

Figure 8: Case Study UNIQUE: Policies and Laws.

refer to. As an extension to this, the aggregated
indexing technique merges two compliance rules
clusters based on the number of rules present in
both clusters. This potentially reduces the number
of compliance rule clusters and as a consequence
the effort for compliance checks. In addition to
compliance rule indexing, process model index-
ing has been proposed and discussed. The case
study from the area of higher education in Austria
showed that the indexing concepts can lead to
reduced effort for compliance checking.

As a second finding, the resulting indexing
information was utilized for a first notion on se-
mantic similarity between process models that
states that two process models are similar to cer-
tain degree if they have to adhere to the same
or similar compliance rules. The metrics can be
used to, for example, aggregation of clusters. The
application of the similarity metrics to the case
study revealed that its straightforward application
might not lead to useful results. The reason is that

the granularity of the compliance rules might be
quite coarse. As a result several process models
might be subject to such compliance rules (and
hence would be identified as similar) which are
actually not similar with respect to their content.
Hence, future research demands for a refinement
of the first suggestions of a semantic similarity
metric.

In future work, it is planned to define further
techniques for managing large collections of busi-
ness processes and compliance rules, particularly
focusing on, for example, indexing techniques, or
indexing according to data and time in business
processes. This will become specifically inter-
esting when extending the presented approach to
process runtime. In addition, we aim at further
elaborating on the notions for semantic similar-
ity between process models. Particularly we are
also interested in applying our results to other
case studies, for example, within the health care
domain.
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