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Abstract

The engagement in professional risk management is today a fact for most large organizations. In or-
der to satisfy regulation and auditing requirertegran important step thereby is the identification and
documentation of risks in an organization and the definitiomedsures for their mitigatiohereby

the useof enterprise modelgrovides the foundation for systematic and holistic analysi$ process-

es, organizational structures and IT systemghe approach at hand we build upon the SeMFIS ap-
proach for semantic annotations of enterprise moaeéts concepts from a®WL2 ontology. By
providing an ontology for representing risks and mitigateasuresthis additional informatiorcan

be representethrough annotationg arbitrary types of enterprise models without having to adapt the
originally usedmodelinglanguageIn addition, the approach provides a visuabdelinglanguage for
representig rules according to the SWRibpecification This permitsto process the semantic infor-
mation provided by the annotatiorithe usage of the approach is illustrated through an example from
the domain of rislaware business process management. Upon theeseptation of risks in business
processes using the semantic annotation approach, it is shown how SWRL rules can be used to auto-
matically generate configurablésk reports

Keywords:Risk management, Enterprisedeling semantic annotation, ontology, esl

1 Motivation

Risk management is a wellnown but stillhighly relevant topic for enterpriseln the academic litera-
ture, risk managemeris considereds a necessity tawomply with stadards, audits and regulations
well asan instrument for gainingompetitive advantage.f. for examplgStrecker, Heise, and Frank
2011) (Jakoubi, Tjoa, and Quirchmayr 20039 (Fill 2012). The importance ofisk management is
also reflected in industrselated literatureFor examplea study by the Boston Consulting Group
(Grasshoff et al. 2016pundthat the numbeof regulations and norms in the banking sectastiis
continuouslygrowing. Widely known agreements like “Baskl Il and IlI” are only a subset of the
regulations to which banks have to compdgay Therdore, banks are forakto implementa risk
management which is fléle enoughto cope with unexpectegtvisionsand introductionof norms
and regulations. Insurance comparfisse similar problems(Accenture 2016)In a report by(PwC
2016)it is emphasizé thatrisk managemeris nowadays also regarded as instrumenfor gaining
competitive advantagd hey considerisk management as an important instrument for enterprises to
succeedn aneconomé environmentwherechangesocaur faster than ever beforét is shownthat
66% of asked CEOs see more threats thgwortunitiesin the current economienvironment(PwC
2016) So-called risk agility is a key charactstic of enterpriseto survive In (PwC 2016)‘risk agili-

ty” is definedas he ability to alter and adapt risk megement infrastructur® respond quickly to
changing markets, customer preferences or mahkeamics.So, itis obvious that risk needio be
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considered inthe processes @n enterpris¢o achievethe requiredshort response time to changes in
the envionment Suriadi et al(2014)go one step further arghvisiona runtime migration of risks to
business processdsor the management of such businessesseshe term riskawarebusiness pro-
cess managemeid used(Suriadi et al. 2014)The scientific community haistroduceda lot of ap-
proaclesfor sucha risk aware business procasmnagemenvaryingin terms of goalsfunctionality
and scopé€Suriadi et al. 2014)For examplg(Strecker, Heise, and Frank 201rdtyoduced anodeling
languageor IT risks whichis conneced with the underlying process modelkhis modelbasedap-
proachshall enhance IT risk assessmehhe ROPE methinlogy introduced in(Tjoa, Jakoubi, and
Quirchmayr 2008also encompasses a presmodelconnected with a risk modak well as a simula-
tion environment to assess the incidentafailure. Contrary, the authors ofSadiq, Governatori, and
Namiri 2007) use the Formal Contract Langua§e€L) for extendingprocesses withutesin order to
comply with risk control guidelines-urtherappioacheswill be describedn therelated worksection

In (Fill 2012) we presented aapproachfor simulating theexecution ofbusiness processes which is
influenced by risksThis basicprocedureof the approachkvasthe following we executed thprocess
several times whereby the execution tiraan activity was modifiedepending orits assigned risk
beforeeach run We assignedhe risks to the activiégs of the business process using annotations
avoid modification of existing model3his is because we assume likRosemann 200&hat an en-
terprise has already thousands of enterprise models. Hence, usingradelnglanguage consider-
ing risks would require toemodel or migrate the existing models to the mesdelinglanguageln

the paperat hand we build uponthis assumptiorand extend our previous approattence, we pre-
senta novelway for risk-aware enterprisenodeling Instead of using technologibasedon proprie-

tary specifications forules and ontologiefr businesgprocess simulatioas it has been dorie (Fill
2012) we arenow reverting tosemantic annotationsased on opeimternationaktandardgor creating

risk reports whichare consideredas a key element of risk managemanthe literature e.g.(Segal
2011) Risk reports permit to document risks in enterprises together with measures for their mitigation
as well as quantitative information about the risks sagincidence probabilities and impadis. ac-
complish this we introducea novel visual language for the Semantic Web Rule Language (SWRL)
that will be used for configuring the generation of risk repdrtee SWRL recommendation was de-
signed as the rulahguage of the semantic wéthorrocks et al. 2004dnd can be used for describing
business rulegMeech 2010) Due to its openly accessible specification it is todagely usedfor
specifying rules.

Although the aproach we will describe is applicable to arbitrary types of enterprise models, we will
herefocus on business process models as one of the most widely researched type of enterprise models
for dealing with riskscf. (Suriadi et al. 2014Moreover,we assume thatn enterprisealreadyusesa

generic or enterprise specificdgwledge baséor storinginformation aboutisks. The usage of aisk
knowledgebasefor analying the risk awareness of business procesadsbeersuggested byAlha-

wari et al. 2012pndwasrealizedin e.g.(Fill 2012). It typically contains a clasfication of risks as

well as a description of them.

The contributions of the paper are: (i) a concept for nigaeindependent risk annotatisof enter-

prise modelausing open semantic web standards, (ii) design of a SWRL modeling language for the
visual specification of rules for generating risk reports, (iii) design and implementation of the ap-
proach on the SeMFIS platform, and (iv) a first validation of the approach in a use case.

The remainder of the papfilows: Section 2 summaesthe relatedvork and stateof-the-artin the
field of risk aware business procesanagementn section 3 welescribe the concept of capproach
togethemwith implementation detailgr sectiond. The use case is describedsiction Sfollowed by a
discussion sectio The papeendswith a conclusionn section 7
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2 Related Work

In this section, we introduce relevant concepts developed by the scientific community for risk aware
business processes, concepts for the integration of rules and business processes asnwigitias
techniques for risk aware processes.

The scientific community developed several modeling methods formi@akagementin (Strecker,
Heise, and Frank 2013 modeling methodof IT risks was developed called RiskM, which is based

on the MultiPerspective Enterprise Modeling language (MEMO). RiskM allows to model processes,
IT assets, strategies and goals. The core RiskM modeling proceduresigepped. First, the Fassets

are modelled. For example, an-&Esets model represents an ERRBtem containing an ER®erver.
Second, the modeling method allows to assign concrete risks to IT assets which may have an effect on
other IT asset<€.g, an ERRPServer may have the risk ofhard disc error while the ERBystem may

have as risk of “Systemmnavailability’. A hard disc error in the ERBerver causes a systemavaila-

bility leading to areakdownof the whole ERFSystem. In thalescription of the approacho algo-

rithms or mechaems were introduced. The risks have to be modeled¢amabtbe importedrom an
external knowledge base. Another modeling method was introdud€dlliet al. 2007) The authors
designed a modeling method faso-called Integrated Enterprise Balancing. Precondition of an inte-
grated enterprise balancing is a common database in the domains of risk, return, regulationtand repo
ing. The authors introduced a modeling method to achieve such a common data struetetsy, Th
activities of a process are connectedisks which aren turnconnectedo events. So, the final model
shows whichactivities of a procesdear certain risks. The events which are connedtethe risks

have a certain probability of occurrencenssl as an impact factor.

Several research groups investigated the integration of risks into business processes. Thef authors o
(Zur Muehlen and Ho @5) introduced a risk taxonomy, identified risks in Business Process Man-
agement, classified risks and tried to map Business Process Management risks to their risk taxonomy.
However, a general approach defining how risks of a domain specific procesbesheartled or ana-

lyzed was not presented. The authorg@dnforti et al. 2016Hescribe a risk management approach

used during the execution of processes called PRISM. The main idea of their paper is that identical
process instances have the same risk exposure. Sensors (physical as welilgsinal) are used to

get information about the process instance and to assess the risk exposure. In cases in wbich a sens
detects information regarding a risk, the information is cascaded across all currently runnimgénsta
Weiss and Winkelman¢2011)introduced a risk view for the semantic business process modeling lan-
guage (SBPML). Their approach wsgecificallydesigned for banks and so its application is limited

for other domains. The survey pag8uriadi et al. 2014Jlescribes a datled comparison of different
approaches in the domain of risk aware business process management. Thereby, the authors distin-
guish between three main categories. The approaches belonging to the first category handle risks in
business processes at desigmetithe second category is for approaches handling risk at runtime while
the last category contains all approaches which handle risks after process executiexe(uaiin).

The approachwe will introducein this paper belongs to the design time categbhe authors of
(Rosemann and Zur Muehl@®05)introduceda four-steppedprocedurefosteringthe integration of

risks in business process models. In the first step risks are identified, then the processes rekated to th
risks are determinedn the third step alternative process configuratiare ceated which are com-

pared in the final stepThe approach was refined {Neiger et al. 2006)The survey presented in
(Carnaghan 200&)nalyzes different representation methods of peases the context of risk audit-

ing. Thereby it was analyzed how far widely used conventions help to understand the underlying pro-
cess risks. Ir{Xie et al. 2011)a supply chain management approach was introduced called SCRMP
which supports supply chain risk identification, measurement, assessment, evaluation and migration.
SCRMP is a pure procedure model without technidabiration issues.

Risk identification is important but usually not sufficient for enterprises to capture the coreEaen
risk incidence. To overcome this shortcomingimulation approachdsr risk management have been
conceived For example(Jakoubi, Tjoa, and Quirchmayr 200idroduced the ROPE (RigRriented
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Proces Evaluation) methodology. This methodology is based on three basic models: a business pro-
cess model, a CARE model and a TIP model. An activity of the business process model has a refer-
ence to elements of the CARE (Condition, Action, Resource and Envinbhmedel describing the
required resources. Threats affect one or more CARE elements. In the TIP (Threat Impact Process)
mode] the effects of threats are described as well as the counter measurements. The ROPE methodol-
ogy also encompasses a path simatatis well as a simulation for assessing the impact of incidents so
that the efficiency of countermeasures can be testggillr2012) the authorused semantic annota-

tions for assigning risks from a frame ontology to a business process. The models including-the anno
tations were processed via Java with JESS rules. The gefesateADOxx code (ADOscript) for
runningan ADOxx capacity simulatiotmo assess the impact of risks

The integration of business process and rules forms the last section of our related work ahalysis. T
tradeoff as well as the connection between business rules and business process models is still a con-
troversial topic. Both éscribe policies and guidelines of an enterpf&er Muehlen and Indulska
2010) Zur Muehlen and Indulské010)did a representational analysis of rules and process modeling
languages. Therebyhe authors showed that the combination of a rule language with a process lan-
guage leads to better wdis regarding representational completen&¥ang, Indulska, and Sadiq
(2014)also investigated how rules and business processes can be integratearglibthat rules are

not visually representable leading to lower understandability. Oftedelers try to create rules with
business process model constructs leading to complexsgescavhich do not reflect exactly the in-
tendedbehavior Betz, Hick, and Oberweig2011)developed a new risk aware process modeling lan-
guage including a simulation mechanism. However, an integration of already existing models is miss-
ing. Similarly, the business process simulatiorvieonment introduced igBetz, Hickl, and Oberweis
2011)offers generic simulation mechanisms. Howeirgegration with already existing models is not
foreseen.In the FIT project a modeling method for a visual SWRL rule language was created
(Leutgeb et al. 2007)The intention of the authors was to model business rules and map them to the
process model elements. The export of the rules model to a maeadable format wasowevernot
discussed. The authors(@&ork and Fill 2014 iscussed different formalisms for models.

In summary, it an be concluded that the integration of risks on business process level has been inves-
tigated byseveralresearch groups. However, mostloé existingwork either introduces a pure mod-

eling approach or a pure management approach describing how risk managhould be considered
during the business process management lifecicigher, the majority of approaches so far did not
consider the application to arbitrary types of enterprise mod#éiat is also missing so far is the inte-
gration of rulebased aproaches and modeling approaches that are adequate for business users. Alt-
hough some approaches exist for the visual modeling of, thieg have not been made available to

the research community, nor haveytteen applied to risk managemewte intend toovercome this

by providing a visual modeling language for rules based on open standards that can be integrated wit
arbitrary types of enterprise models and that will be made publicly available.

3 Risk -Aware Enterprise Modeling

In previous approachesnterprise models and risk managemiave often been regardedta® dis-

tinct fields (Suriadi et al. 2014)n the approach we describe in the following integrate tesetwo

fields. The underlying assumption is that both fields refer to essential parts of enterprise knowledge
that need to be treated in equal manm&is also corresponds to the view that is taken by industry to-
day where risk management is seen as an opporfonigaining competitive advantagewC 2016)

One of the outcomes of this integration will be the provision of according risk reports for seterpri
models.The integrations accomplished through the processwn infigure 1.
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Figure 1. Conceptual relationships of the approach (grey boxes represent models of our model-

ing language)

The numbersn the following enumeration refer to the steps showRigurel. (1) We assume, that
enterprises havalready business process modé®3 Further enterprises need a rigkowledgebase
containinga description of risks which may be relevant for élements of théusiness process mod-

el. (3) In our approachwe connect the business process models welrigks in the rislkknowledge
base using annotations. An annotation desciitlesxamplethat an activity afrom the business pro-
cess model is exposed to the riskrom the riskknowledgebase.Annotations are a separate infor-
mation chuk referencing @ business process elements. Hence, due to the usage of annotations we
need not to modifyexisting business process mosdeior the underlying modeling languadd) The
business process model, the annotation andigh&nowledgebase are merged torisk aware busi-
ness procesepresentationT hereby the information stored in the annotation is used to map business
process model elements with risks in the kskwledgebase.(5) The so created risk aware business
process contains alreadyost of the riskelevant information. Additionallysules can be used to en-
rich or modify the risk aware business processlto inference further informationin our case, we

use rules to enrichnd configureghe risk aware busineggocesdn order to generateepors. (6) We
storetheserules t@ether withthe risk aware business procegsause rules reference elemeéntthis
representation

Saq the resulting risk aware business proaegsesentatiogontains- after a merge procesghe in-
formation of the businasprocess model, of the rigkowledgebase the annotations of the business
process model elements and the ru{@sExecutingthe rules on the risk aware business process leads
to a secalled risk report database. This artefact contains all the inflermahichis necessary to cre-

ate risk reports. (8%0, before reports can be creatdite risk report database has to be queried. Risk
reports itself should help the risk management to improve business process models described in step
(1).

We realized oumpproachusinga pure modebasedtechnique Therefore, we need models for the
business processes, the annotations, th&niswledgebase and the rules for report generatidmese
modelsare represented agey boxes irFigure 1. For representing business procesgessting lan-
guages such aBPMN, EPC, or ADONISBPMS can be used~or the annotatias) we use semantic
annotation models as describedHill 2011). For the risk knowledge basse revert toOWL ontolo-

gy modes as described in more detail in sectibn

In order to ease the design and understanding of fadesupporting business usgerge decided to
createa visual modeling language foules according to the most recamd widely use@WRL (Se-
mantic Web Rule Language)andard Our goal was to create a visual modeling language that can be
integrated with other enterprisgodeling languageand which is compatible with ruleased applica-
tions e.g.the StanfordProtégé platform to enable further procesqiMgisen 2015; O’'Connor et al.
2005)
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In SWRL, a rule consists of an antecedent (also called body) and a consequentl{atsdead).

Both, the antecedent and the consequent are bassscaliedatoms. These atoms are connected us-

ing conjunctions. The SWRL recommendation distinguishes between seven different atoms which can
be used in the consequent and the antecedentrding to the W3C recommendatijaach atom has
parameters (also called terms) which are either variables, individuals or data values. Variaisles are
ally prefixed with a question mark. Individuals and detlues are also called constants in the context

of SWRL rules. SWRL follows the so called open world assumption. This means that what is not
known to be true is simply unknown. SWRL is an extension to OWL (Ontology Web Language)
which means that SWRL basically refers to constructs like classes grettm® described in OWL.

For more information about SWRive referthe readeto (Horrocks et al. 2004

3.1 Extension of the SeMFIS Meta Model

For realizing a visual modeling language 8WVRL rules, we first investigatetthhe prominent generic
rule definition meta model which was published(Brockmans et al. 2006)n a first iteration, we
aimedto merge this metanodel with theSeMFIS meta model for semantic annotations and ontologies
(Fill 2017). SeMFIS is a modeling methodw#goped with the platform ADOxFill and Karagiannis
2013) Unfortunately, the expressiveness af ¢feneric rulemetamodelwastoo low for our purposes
including the import and exporof SWRL models toestandard formatsThe reasonsvere mainly as
follows: (i) In the generic rulemetamodel it is possible to use arbitrary terms such as individuals or
variables as parameters for any atom. However, each atomvirgls definedlist of allowed parame-
ters which does not apply to SWRUi) In thegenericmetamodel, each atom has a reference to the
class termList. The purpose @afermList seems to trace tpesition of the parameter in the atom. This
does not necessyr make sense for each atom. For examplelass atonn SWRL has only a single
parameter. Further, for example a sameAsAtom doeprockesshe position of its parameters. The
introduction @ this termList asa separate modeling class would lead to a higher (and often unneces-
sary) modeling effort for the modeldiii) It is not described how e.g. anonymous clasaeseeded

for SWRL, can be handled with this modétor more information abduanonymous classesee
(McGuinness, Van Harmelen, and others 200¢) The metamodelfurther does not distinguish be-
tween all seven different types of atoms which may make import and ¢x@ortl frommodels more
difficult.

A meta modelparticularlyfor SWRL was published ifLeutgeb 2007)Contrary to thegeneric rué
metamode| this metamodel distinguishes between all seven types of atoms. For our purposes the
ta model ha howeverthe following drawbackgi) An explicit supporfor the different types of built

ins which areavailable in SWRLs misssing (i) The publication does not state how anonymous class
expressions are handled.

As we did not find an adequate metadelwe creatd our own metanodelextension Our final (sim-
plified) SWRL metamodel is shown in the right part Bigure2. The dashed lines represémterrefs
(hyperlinks) which are used to reference other model elements. In more detail, the instances of the
classes which havenanterrefrelation to another class in the metadel can reference instasscof

these class Like in the metamodel described irfBrockmans et al. 2006ve have modeled the
terms as separate classes whighconsideto bemore convenient for modelers than a solution based
on attributes. Fuher, we can declaratively avoishodeling errors like using data variables as parame-
ters for atoms which do not havetaavariables as parameters. Like in the nmtadel described in
(Leutgeb 2007ve have modled each atom as separate class. Howexespit the data range atom

into two separate atoms. The authorghe® SWRL specificatiorf*XML Syntax for SWRL’ 2016)

state that the datarange element either represents a list of data values or a datatype. Datasange at
which contain a datatype or data values are semantically related, but their syntax is comfietely dif
ent. Hence,we decided to split the datmge atom in to a datarang®m class containing a datatype
and a dataranggomlist class containing a list of datavalues.
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Figure 2. Excerpt of the mtamodel for SWRL integrated with t@&VL metamodel of SeMFIS

With the metamodel shown irFigure2 we describe two visual modeling languages: one for SWRL
models and one for OWL models.challenge was the integration of the SWRL metadel with the
SeMFIS metamodelthat we decided tosefor semantic annotatiorend ontologiegFill 2017). In
figure 2 we omittedthe interefs inthe OWL metamodel to keep it readable. TRRNVL metamodel is

for example relevant for the IndividualConstant class defined in our SWRLmuetel. An instance

of type IndividualConstant used in the 8 model represents an instance of type Individual in the
OWL metamodel. We identified an alternative for the handling of the IndividualConstant class: In-
steadof using a class IndividualConstant we could directly usit@nrefrelation from the atom ak-

ses to the Individual class in t@VL metamodel. However, we decided to keep the class Individu-
alConstant in the metmodel so that resulting SWRL models from enodeling languageemain
self-contained If we would delete the IndividualConstant cléssn the metamode| two instances of

an atom class using the same individual would refer to the same instance of type Individual in the
OWL model. If theOWL model does not exist, both instances of an atom class would have an empty
interrefrelation. Thanformation that the two instances of an atom class refer to the same individual of
type Individual would be lost. ltotal, there are four classes containiimgerres to the OWL meta

model: ClassAtom, IndividualPropertyAtom, DatavaluePropertyAtom anththeidualConstant. All

four classes referencing to t@&VL model have a string input field callédamé. This name is used

in cases the model is exported ierres are missing so that valid SWRL serializations can be creat-
ed. Our SWRL metanodel albws to reuse rule heads and iesanaking the modeling even more ef-
ficient.

3.2 Visual Notation for SWRL Rule Models

The notation elements of our SWRbodelinglanguageare described ifablel. We also introduced

a Meta Info (containingnter alia arule nang) element as well as an annotation element which we did
not include in the table to save space. Moreower created twaelation classes. The firgtelation
connects the antecedent and the consequent while the setatimhconnects the antecedent asliw

as the consequent with the atoms.
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'|_'he antecedent (condi- Consequent
tion) of a rule

The consequent of a
rule

Antecedent

Class Atom

Class atom @
e.g.Person(?x) &

Individual-valued Property Atom

Individualvalued
Property Atom
e.g.hasRisk(??y)

Datavalued Property Datarange Atom with
Atom datatype
Datavalued Property Atom e.g. haSName(?X,?y) Datarange Atom yp
Different Individuals Same Individuals
Atom Atom

Different Individusls Atom e.g.diﬁerentFrOm(?X,?y) Same Individual Atom e.g.sameAS(?X,?y)
@ Datarange Atom with Built-In Atom
literal list e.g.greaterThan

Dstarange Atom List

Built-In Atom

[ DataVariable J Variable for storing data Constant representing
values a data value
[ iV aiable J V_a_rlable for storingn- ShsalConstant Constant representing
dividual values <B an individual value

Tablel. Visual Notation for SWRL Rule Models

Figure 3 contains an excerpt of an OWL model, anezgcof a SWRL model and gextual SWRL

rule to illustrate their usagdhe left part of the textual rule (before the) represents thieody, the
right part of the rule represents tiead All atoms are connectadginga wedge symbol representing a
conjunction.The shown rulereates ADOscript code for all “AnnotatedElement” elements which are
exposed to a “TechnicalFailure” which has a probability of occurrence higher than 0.9.

The arrowsin the figure illustratehe mappingf the rule in textual fornto therule expressed with

our visual modeling languag&ach atom in the textual rule represents an atom in our visual rule. For
example the atom “AnnotatedElement(?elementVar)” is represented by the class atom element in our
visual modeling methodAs explainedpreviously SWRL is an extension for OWL. The OWL model
shown in the upper part ¢figure3 was createdvith SeMFIS. Our class atom “AntaiedElement”
references the OWL class “Annoatdeifaent” using a interref which is represented with a dotted

line. The relation between class atoms in SWRL and classes in OWL was already sliogurer2.

For a better readability of the figure we have not shown the other interrefs.

If a SWRL model or ontology model isnported, a specificallgesigned layouting algorithm is ap-
plied on it. This prevents the import algorithms from placing all metsghentsin one place in the
model, which would be the standard procedure. Instead, the different eteaieintsvill be placel in

a way so that the model is clear and comprehensible for the user.
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SWRL (Textual) SWRL (Visual)

AnnotatedElement (?elementVar)”
hasRisk (?activity, ?riskvar)”
TechnicalFailure (?riskVar)”

=

J Antecedent ]é[ Conseauent 1

Figure 3. Mapping between SWRL rule in text form and its visual representation (simplified)

4 Technical Implementation Using SeMFIS

As had already been menti@habovewe revert to ontologies W3C OWL format for describinghe

risk knowledge baseAs the content of the risk knowledge base is usually a description of possible
risksincluding their impact, probabilities and relations to each odreontologyseems to be an ade-
guate choicdor its representatiarin our case, the web ontology langu&@¥/L has been chosen for

the following reasons. First, is alreadypart of the SeMFIS modeling methotthat we reverted to for

the semantic annotatianSecond, a SWRL extends OWL we have no integration problems between
the ruleswhich we create with our SWRinodelng language and the knowledge base

In this section,we want to describe the technical details of our approach. Due to theisptt®ns,
we can aly summarize the most important aspeEigure4 is an extension dfigurel which empha-
sizesthe implementationietails Again, the following numbers refer to the numbers showhiguare
4. First, business processnnotation, and ontologyodels(1,2,34) are created usinthe SeMFIS
platform

After the models are obtainede translate them itwo ontologies(5) Our application can export the
business process maodel, th&krimtology model as well as the annotation model to an RDF ontology.
For thiswe created as a byproduct a novel RDFizer for conceptual m&irlsmann and Karagian-

nis (2016) had already introduced rmRDFizer for translatingconceptual modelinto RDF format

Their RDFizer is highly customizable but requires special attributes in the model elements which wer
resolved to RDF triples. Contrary, our RDFizer is a pure model based RDFizer for RDFizing models
which does not require to modify the existimgpdelingmethod. The model based annotation mapping

is sufficient to create RDF triples. Our model based RDFizer is not limited to the risk management
approach presented in the paper at hand. Indeed, it can beousery$o-called model aware infor-
mation system to leverage the information out of conceptual models such as inteiiBadHmgann

and Karagiannis 2016§6) The rules as well as the risk ontology are expaezhOWL2 ontology.
Thereby we support two format©©OWL2-XML as well as SWREXML. The ontologies are independ-

ent from eaclotherto keep our implemeation as generic as possibleotiel aware information sys-

tems may process only the RDFized models wtidssical rule base application may process only the
rule based datdor theexport (and also for the import) we created XSLT files transforming the inter-
nal file format of the modelg;n ADOxx (adoxml) to a standardized file format likBNVL2-XML (for

the SeMFISOWL2 Export)or RDFXML (for the SeMFIS RDFizerfor the handling of anonymous
classeswe developeddifferent algorithms foran eligible transformation between ontology models
and ontologies in standard file formats.
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(7) We merge théwo ontologesto a singleOWL2 ontologycontainingboth, the rules as well as the
model based datdahereforewe used thdavabasedOWLAPI which is alsgpart ofapplications like
Protégé(8) Afterwards we inference the rules using tB&VLAPI as well as the SWRLARvhich is
contained irthe Protégé projecthe rules are used for setting up the ontology so that risk reports can
be created with SeMFI%9) The resultingontology is called “Risk Repo@WL OntologyDatabase

It is still anOWL2 ontology and so we guy it with SQWRL(Semantic QuergEnhanced Web Rule
Languagg (O’Connor and Das 2009 get the elevant da for creating ADOxx commasdo trigger

the risk report generatiaaswill be shown in our use case.

The dotted boxes iRigure4 arecomponents ofexternal) rule based systents our case shown in
the following exanple we created a Java base rule base application interacting with SeMidS.
dashed boxeepresenextensiorof SeMFIS which wemplemented.

Figure 4. Technical implementation of the approach

5 Use Case for Risk -Aware Business Process Management

In this section,we describeour approactusinga minimal butillustrative exampleto clarify our ap-
proach.First, we describe thaeinderlyingrisk ontology in more detail which the basis fothe intro-
duceduse case.

5.1 Risk Management O ntology

In (Fill, 2012) aknowledgebase for risks using a frames ontology was created. The used risk classifi-
cation is based on the “i{Grundschutz catalogue” published by the German Federal Office for Infor-
mation Security(“BSI - IT-GrundschutZKatalog” 2016) The generic risk classification consisting of
“ElementaryThreat$, “Force Majeure”, “Organizational Shortcomings”, “Human Failure”, “Tech-
nical Falure” and “Deliberate Acts” results from this catalogue. Each risk is described dgciis-
renceprobability as well as a risk distribution as explained(dsllow et al. 2007)We reused the
frames ontology ofFill 2012) but we converted it to an OWantology resliing into minor differ-
ences compared to the frames ontology.

Figure5 shows the final ontologwhich we implemented in OWLThe configuration classes are used
for gluing the elements of the enterprise models to the risks. TKseligged in the catalogue are sub-
classes of the class “Risk”. Each risk has a risk distribution containing a probability as visthilas-d
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tion specific properties. Faxample,the triangulardistribution has a lower impact value, a medium
impact valueas well as a high impact value. For more information about the risk onteggfer to
our previous publicatio(Fill 2012).

Figure5. Excerptof the used OWL2 ontology

5.2 Sample Process

For the example,we createda businessprocessmodel in ADONIS BPMS notatioescribing the
opening of a banks described if'SeMFIS” 2017) For mae information about the OMILAB please
see(Gotzinger, Miron, and Staffel 2016Jhe process model is shown in the upper left corné&ign
ure6. The shown excermiontains three activities and one decisibime risk ontology shown iRigure

5 was realized aan OWL model An excerpt isshown in the rightower corner inFigure®6. It con-
tains two risks: the “Human Risk 1” and the “IT Risk 1”. Both haweiangulardistribution.Our goal
in this use case is to anntdhe business process with the risks and to generisteraport.

The activities of thebusinesgorocessare connected with the elementdsks) o(“SeMFIS” 2017j the

risk ontology model usingramotations as sk in the right uppercorner inFigure6. Our example
shows that e.g. the process activity “Perform final check of information” is annotated with the risk
“Human Risk1”. The lines between the model elements (see for exampleehbdtween “Perform

final check of information” and “ModelinReference (MREF) are the previous explaingaterres.

For a flexible annotation, we use different interref types for linking risks to business procgsgsesact

Sq the dashed links betwa “Ask customer for written explanation or make official note” and the
“Model Reference (MREF)” element means that all instances of the same type (in this case business
process activity) share the same annotation. So also e.g. the activity “Perforchéoklof infor-

mation” is an “Annotated Element”. A solid line like betwed?etform final check of informatidn

and “Model Reference (MREF)” means that only the business process activity element has this risk.
This example also illustrates the generic ipe of our approach: each enterprise model can be an-
notated with risks.

For connecting the rule model with the ontolaggdel,we used interrefdn Figure®6 this is exempla-
rily shown with the line connecting the clasem with the Technical Failure class of the OWL model.
Themodels are exported to ontologies so that they can be processed witlreates with our visual
language Therefore, we usedur Java application (see step 2Figure 6). After processing is fin-
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ished, the resulting ADOxx script is executed for the creation of the risk report (see stejgidén
6).

Figure6. Excerpt of the models used for creating the use case (moedetsr@enshots of our
modeling method, for better readability we replaced the text)

The simplified structure of a rule for generating risk reports looks like the following:
AnnotatedElement(?activity)" HumarFailure(?risk)* hasRisk(?activity, ?risk)*

hasRi skDis tribution(?risk, ?distribution) A Triang  ularDistribution(?distribution) A
hasHighlmpactValue(?distribution, ?hasHighlmpact) * hasMediumimpact-

Value(? distribution, ?hasMediumimpact) N hasLowlmpactValu  e(?distribution, ?hasLowim-
pact)® hasName(?risk, ?riskNam e) M hasEleme ntname(?activity, ?elementName) "
swrib:stringConcat(?adoxxComand, "SAVE ", " id:", ?elementName, ™", " risk:",

?riskName, ") - > hasProgram(?activity, ?adoxxComand)

As can be seerthe rule does not create the report directly. Instieateates ADOscript code which
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creates the risk reports. The rule was created using the 8%{RL modeling language which we
introduced within this paper

Figure 7 shows a screenshot of so a generated risk report document. ihsdhtaannotated business
process activity. The activity “Note authorization in B&RP system” was not showntime excerpt
illustratedin Figure 6. The generated document can be easily extended and modified.

Figure7. Screenshot of a risk report generated with our annotation based approach

6 Discussion

In our use case, we created risk reports by umirannotation based approatdgether with rule mod-
elsintroduced in this paper. However, due to teage of rules and ontologies which are both based

on open standards our approach is not limited to the risk domain. Indeed, the rules can contain any
operationthat can be expressed in SWRhd the ontologies can be usstoss several domairiEhe
approab could thus be used for all applications that require the processing of semantic annotations of
enterprise models without having to modify an existing modeling langUJdu®.could apply to all

fields that make heavy use @énceptual modeloday and whee flexibility and agility are highly re-

quired to quickly adapt to changing environnsem.g. in enterprise architecture management, busi-
ness process management or software enginedifimgugh providing a visual modeling language for

the open SWRL stand#h as well as according import/export functionalities, such rules can be speci-
fied without detailed technical knelwow of the underlying rule languag@ne of the next steps in our
research will be to evaluate the adequacy of this visual rule modelingalgmdor business usdrs

reatlife settings Additionally, the processing of ontologies has benefits regarding information integra-
tion. The information stored in for example existing databases ceonverted to RDRising RDFiz-

ers like D2RQ and mergeditiv the ontologies generated from the models in order to check compli-
ance or to enrich the already stored informatidonwever, the approach has also some drawbacks. We
transform the information stored in models to ontologies to avoid modifications @hegxisodels.

The ontology contains all the required informatiae. which business process elements are exposed

to which risk. However, modeling tools like ADOxx cannot handle directly ontologies and so the on-
tologies need to be processed by other amitins (Fill & Karagiannis, 2013)Thus, in our use case
example we created a Java based application using the OWLAPI and SWRLAPI which generates
ADOscript code which can be processed by ADOxx platform.

7 Conclusion and Outlook

In this paper, we presented annotation based approach for creating risk aware business process. Due
to the usage of semantic web technologies (SWRL, OWL2 and RDF) our approach can be extended
easily. For a quick creation and fluent modification of rules we developed a visualmgddeljuage

for SWRL rules which we integrated into SeMFIS. To make the rules models executable we imple-
mentedseverakexport and import functions to and from standardized file formats.bAsproduct, we
developed a modddased RDFizer for conceptual nadsl which is (i) more flexible than existing
RDFizers for conceptual models and (ii) requires no programming skills or knowledge in the semantic
web domain. With the introduced usase we evaluated our concept by usSeiMFISADOXx asa
metamodeling plaform. In this way it could be shown, thtite generation afisk reports can be suc-
cessfullyaccomplishedby our approachn our further research, we will extend our approachsing

risk annotations during the execution of process®ebwve will further evaluate the approach through
experiments with business users in 1idalsettings
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