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ABSTRACT

Modern automobiles are considered semi-autonomous vehicles re-
garding new adaptive technologies. New cars consist of a vast num-
ber of electronic units for managing and controlling the functional
safety in a vehicle. In the vehicular industry, safety and security
are considered two sides for the same coin. Therefore, improving
functional safety in the vehicular industry is essential to protect
the vehicle from different attack scenarios. This work introduces
an ontology-based model for security verification and validation
in the vehicular domain. The model performs a series of logical
quires and inference rules to ensure that the security requirements
are fulfilled. It endeavors to enhance the current security state of
a vehicle by selecting additional security requirements that can
handle existence security weaknesses and meet the actual security
goal.
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1 INTRODUCTION

The vehicular industry is rapidly evolved from mechanical units
working on gears and shafts to electronic components interact-
ing using different communication protocols. The modern vehicles
combine a considerable number of interconnected units as Sen-
sors, Electronic Control Units (ECUs), Buses, Actuators, and other
electronic elements for monitoring and controlling the state of the
vehicle [18]. Next-generation vehicles will include 20+ computers
with storage sizes range from 8GB to 256GB [21]; wherever Voy-
ager 1 and Voyager 2 have 69.63 kilobytes of memory for each [22].
Furthermore, modern vehicles have more powerful processing capa-
bilities than the former space probs. The high-end car has over 100
million lines of code, and it is expected that the number would con-
tinue to grow shortly. Such codes are implemented for various con-
trol applications over numerous functionalities like safety-critical
functions, driver-assistance, and others. The software operates on
hundreds of programmable ECUs that interact via several types of
communication protocols and buses (i.e., Controller Area Network
(CAN bus), FlexRay, and Ethernet) [6].

A research group from the University of Washington and the
University of California San Diego has proved that it is possible for
a code stored in any electronic unit to control critical components
in a vehicle such as the brakes system. They have demonstrated
that attackers can inject malicious code with physical access to
the vehicle or even remotely using different wireless communica-
tion methods. This illustrates the real threat is not the accidental
failure of any components in the vehicle, but the consequence of
malicious code on the functional vehicular safety [18]. Accordingly,
cybersecurity needs to be a part of the designing phases of the
vehicular industry. Cybersecurity in the vehicular domain plays an
integral role because it is responsible for protecting components
and software that are managing the functional safety in a vehicle
from different attack scenarios (i.e., unauthorized access, informa-
tion infiltration, man-in-the-middle, or others) [23]. Moreover, to
improve the functional safety in the current and future vehicular
industry, it is essential to develop requirements for vehicular com-
ponents to assure their reliability and security [31]. However, the
diversity in communication protocols and heterogeneity of elec-
tronic parts in the vehicle lead to an increase in the abundance of
security vulnerabilities. Further, the process of security verification
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and validation (V&V) will be more complicated because this process
must be aware of all vehicular components, potential threats, and
related security requirements, which is considered a challenging
process.

This research proposes an ontology-based model for vehicular
security V&V. The model uses the ontology approach to represent
the vehicular components, threats, vulnerabilities, and security re-
quirements. The security requirements are defined in terms of a
group of documents that are called protection profiles (PP) [3]. The
PP describes the security considerations for a Target of Evaluation
(ToE) according to Common Criteria (CC). The ToE is a concep-
tual explanation of a system or system unit for a particular usage
that is subjected to the evaluation. The ontology helps to create a
complete overview of vehicle ToEs, related threats, and selected
security requirements that are to be used in the validation and veri-
fication process. The model supports logical queries and inference
rules to determine whether or not the selected security require-
ments are completely fulfilled. Additionally, the model improves the
current security level of a vehicle by selecting additional security
requirements from several PPs. This leads to handle some existence
security gaps and reach to the actual security goal that is needed
to be achieved.

This paper is organized as follows; a short discussion about the
existing research contributions in automotive security is presented
in Section 2. Section 3 introduces the main concept of this work
to describe the building blocks of the proposed ontology-based
security V&V Model. The model is applied to a modern vehicle
case-study to investigate the potential threats and related security
requirements. Then the model verifies and validates the selected
security requirements as described in Section 4. Section 5 demon-
strates the influence of ontologies in the V&V process to manage a
considerable amount of security requirements. Finally, the paper
ends with a summary, conclusion and presents future work.

2 RELATED WORK

Any such device connects to the internet is exposed to be attacked
by different ways of malicious activities, as the same as modern
vehicles, which are considered as a complex system contains a vast
amount of interconnecting objects [16]. Furthermore, vehicular
cybersecurity is becoming one of the primary research topics in
the automotive industry. The security engineering process in the
vehicular domain contains sequence stages of activities that need to
be conducted with the automotive development lifecycle. Figure 1
depicts the main activities of the security development phases in
the automotive domain.

The security engineering process is ensured that the vehicle
development phases can [4]:

e "Risk Analysis:" define the exact security vulnerabilities and
potential threats in a vehicle,

o "Risk Evaluation:" correctly assess the risk on a vehicle,

e "Risk Treatment:" identify the most suitable security require-
ments able to address the security breaches in a vehicle and
reduce the overall risk,

e "Security Assurance:" verify and validate that the security
requirements meet the actual demanded security level.
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2.1 Risk Analysis

One single vulnerable unit in a vehicle could make all components
and vehicles to be exposed to a higher degree of surface attacks.
Furthermore, it is essential to understand the exact security weak-
nesses in a vehicle at the early stages of the security engineering
process because once the vehicle is built is becomes more difficult
to add security.

2.1.1 Target Component. 1t is essential to identify all compo-
nents in a vehicle, to be used further in the other phases of the
cybersecurity management process. This phase determines the se-
curity properties (Security Mitigations) of the defined components
(such as Secure Boot, Authentication, Encryption, others). These
properties are essential in the threat and vulnerability analysis pro-
cesses and for selecting the most relevant security requirements to
address the identified security weaknesses in a vehicle.

2.1.2  Threat Analysis. Threat analysis is an activity that identi-
fies potential negative actions that affect the security mechanism
in the vehicles [4]. Ref. [9] discusses an overview of the available
solutions for the threat modeling process. The threats and risk
assessment techniques are mentioned in several research topics.
Ref. [15] reviews the available techniques in the vehicular sector
of threats and risk evaluation; then, it presented an approach to
classify security threats. [14] demonstrated that threat modeling,
using existing tools, can be a helpful and effective analysis method
for the automotive security engineering process in various stages
in the automotive development lifecycle.

In addition, the authors have introduced a threat modeling ap-
proach in the automotive domain that can be simply integrated
with the automotive security engineering process. This approach
is called Threat Management Tool - ThreatGet [5], [9]. ThreatGet
identifies, detects, and understands potential threats in the early
stages of the design phase of vehicles. In the analysis process, the
tool uses the security properties of the components, which are
incorporated with the target elements. Besides, it uses a threat cat-
alog that contains a wide range of potential threats in the vehicular
domain to define the exact potential threats. The following source
documents were used to develop the threat catalog:

e Threat Modeling for Automotive Security Analysis [14].

e Connected Cars - Threats, Vulnerabilities and Their Im-
pact [34].

e Threat Landscape and Good Practice Guide for Internet In-
frastructure [13].

e A survey of Remote Automotive Attack Surfaces [19].

The threat catalog has been implemented based on grammar
as a formal structure using constant rules. The threat tool clas-
sifies the potential threats into six main groups according to the
STRIDE model (i.e., Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service (DoS), and Elevation of Privilege) [11].

2.1.3  Vulnerability Identification. The vulnerability analysis is
the process of exploring, defining, identifying, and prioritizing
vulnerabilities or security weaknesses. Meanwhile, security mecha-
nisms need to be used to avoid those threats that exploit existing
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Figure 1: Security development activities in the vehicular industry

vulnerabilities in system units. The security mechanism is com-
posed of several types of defensive actions such as detective, pre-
ventive, corrective, recovery, or response [20]. A brief overview
of security vulnerabilities and existing vulnerability databases in
the automotive domain is discussed in [32]. Vulnerabilities can be
found at hardware, software, or network level, an overview of a
possible classification of vulnerabilities has been presented in [29].

2.2 Attack Analysis

The attack analysis aims to define the relationships between the
detected threats and the discovered vulnerabilities. This analysis
tries to trace a massive number of security threats that may exploit
vulnerabilities to attack a vehicle; this process is called attack paths.
Also, the attack paths process aims to collect and derive informa-
tion about the paths that are used by the attacker to attack the
vehicle. This information could also assist in the security testing
process [32].

2.3 Risk Evaluation and Treatment

Risk evaluation or risk assessment process is a systematic approach
of identifying and analyzing the hazards (i.e., safety) or threats (i.e.,
security ) and estimating a level of risk severity for each hazard or
threat [25]. This activity is based on the parameters of impact and
likelihood, which are used to evaluate the specific risk level. On the
first hand, it is essential to ensure that different types of impacts do
not damage the vehicle or cause other accident scenarios. Ref. [30]
described four levels of impacts in the automotive domain:

e causes immediate damage to the environment or human
lives (safety),

e causes the loss of control over personal information (pri-
vacy),

o causes financial damage (finance),

e negatively impacts the operation and traffic flow (operation).

The evaluation of the likelihood considers the significant factor
in the risk assessment process. The likelihood values represent how
straightforward it is to exploit security weakness to attack a vehicle.
Four different perspectives are proposed to evaluate the likelihood
(i.e., attacker capabilities, ease of gaining information, accessibility
of the system, and required equipment for an attack) [30]. Later,
the level of severity of each of the detected potential threats is
evaluated based on parameter values of the likelihood and impact
level.

The risk assessment process uses several risk methods for evalu-
ating the vehicular risk level based on the parameter values of the
likelihood and impact. The following formula is one of the most
common risk assessment method:

Risk = Threat * Vulnerability = Consequence (1)
where:
Threat * Vulnerability = Likelihood
Consequence = Impact

The next steps are to address the unacceptable risk with ap-
plicable security requirements that reduce the risk severity level.
Figure 2 depicts an example of the evaluated risks of the detected
threats, as pointed on the graph. In this example, it is expected
that the Tolerable Value (TV) or the risk acceptance threshold is
four. The TV represents a security threshold; all values above the
TV need to be addressed by the suitable security requirements to
mitigate the risk.

For example, the threat (T1) on the graph is classified as an
extreme severity level. The value of the Security Target (ST) is
set during the concept phase, to define the specific security goal.
Therefore, the security requirement(s) is/are used to mitigate the
risk to an acceptable level. The resulting state after applying security
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Figure 2: Risk Mitigation Process [4]

requirements is called the Security Achieved (SA). This process
completes only if SA = ST; otherwise, other security requirements
(Requirement Enhancement (RE)) have to be applied to reduce the
risk further to an acceptable level. [2] discussed in detail about
security target, security achieved, and requirement enhancement.

In addition, the ontology approach is described in several re-
search topics in cybersecurity. A CC Ontology tool is introduced as
an ontology-based method to assist the evaluator at the certifica-
tion process [7]. [33] introduced a security ontology for security
requirements engineering that supports in the elicitation of security
requirements. A security ontology is presented in [8] to provide a
stable base for an applicable and holistic IT-security approach for
small and medium-sized enterprises (SMEs), allowing low-cost risk
management and threat analysis.

2.4 Verification & Validation

During and after the vehicular security engineering process, the ve-
hicle must be checked to ensure that it is implemented according to
the highest degree of protection level. Ref. [12] introduced a model-
based security testing in the automotive industry; it discussed that
the verification process of security requirements is integrated late
in the development stages, where both time and budget are very
restricting circumstances.

The main contribution of this work is introducing an ontology-
based model for the V&V process. This concept comes after all
previously discussed phases of the security development lifecycle.

3 THE BUILDING BLOCKS OF ONTOLOGY
SECURITY V&V MODEL

The verification and validation processes are considered an integral
part of this work. This section discusses the building blocks of the
proposed ontology-based model to verify and validate the security
requirements against potential threats in the vehicular domain. The
core of this model is OnSecta - Ontology Security Testing Algo-
rithm. The OnSecta performs security verification and validation
according to the current security status, and the actual security
goal needs to be achieved. Figure 3 describes the building blocks of
the proposed ontology model.

Abdelkader Magdy Shaaban et al.

Reading Data: The block accepts the details of components,
potential threats, and selected security requirements. Then it gen-
erates a comprehensive ontological overview of threats and related
security requirements. This ontology overview is called "Ontology
Outlook." The Ontology Outlook has two hierarchies:

o Threats: it is an ontological representation of all identified
potential threats.

o Security Requirements: it is a descriptive semantic rep-
resentation of security requirements that are correlated to
certain PP(s) for addressing potential vehicle threats.

The structure of the generated Ontology Outlook is described
as semantic annotations (triples) in the form of (subject, predicate,
and object); where the subject is the detected potential threat, the
predicate is an object property assertion between threat and security
requirements, and the object is security requirement. For example,
a threat (T) can be addressed by a related security requirement (SR);
so that it will be described as:

addressedBy
L SR
The predicate of the generated ontology is expressed as links
between the threats hierarchical nodes and the security require-
ments nodes. That represents the selected security requirements
can address one or more potential threat(s).

Verifier: The verifier part is one of the main blocks of the OnSecta
design. That acts a peer review analysis to verify every single node
in the Ontology Outlook to check the formal correctness or integrity,
of a specific threat, that is addressed by security requirement(s).
The verification process verifies if the specifications of the security
requirements meet at the actual security level, which needs to be
achieved to address a specific level of risk severity. For example,
threat severity level plays an integral part in the risk treatment and
V&V processes, because a threat with high severity level needs to
be addressed with at least SL3 security requirement(s), as will be
described in Section 4.

The verifier uses SPARQL query language to review the proper-
ties of the selected security requirement(s) and match the severity
level of threats. The SPARQL language is applied to the Ontology
Outlook to perform queries across different data sources(threats
and security requirements) [26]. These queries are used to ensure
that a vehicle is being developed based on standard security require-
ments, according to CCs. Additionally, to assures, the compliance
of ToEs with PP meet the exact ST.

Validator: The validator part aims to investigate if the selected
security requirements meet the ST. The validator block is consid-
ered as a rule-based approach consists of a set of "if-then" clauses
to check which of the security requirements are validated or not.
It uses SQWRL language (Semantic Query-Enhanced Web Rule
Language) [24] that presents SQL-like operators for obtaining in-
formation from ontologies. The validator method construct SQWRL
queries according to CC of security requirements are stored in an
Ontology Knowledge Base (OKB). The CC is defined in a separate
file "Requirement Properties" that represent the specific properties
of threats and the related security requirements. The "Rule Gener-
ator" unit creates queries; then the "Query Engine" execute these
queries to find security requirements able to address specific threats
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Figure 3: The building blocks of the V&V model

according to the CC. The "Filter" block selects the most suitable
security requirements according to particular matching properties
with threats.

Gap Analysis: The Gap Analysis method is applied to asses
the differences in the SA before and after verifying and validating
the selected security requirements. This estimates whether the
selected security requirements meet the actual ST, and defines
how to improve the current security state. This method calculates
the values of SA and ST; then it generates reports that describe
a complete view for describing the impact of the applied selected
security requirements to the detected potential threats.

Requirements Selector. The selector method uses the results of
the gap analysis and performs a series of inference rules to select
new security requirements from other PPs in the OKB to reach
the actual ST. The "Rule Generator" generates logical rules that
are typically conditional if-then clauses. The Semantic Web Rule
Language (SWRL) [17] is applied to represent knowledge that select
new security requirements from the OKB according to particular CC
to address threats and achieve the required ST. The generated rules
are applied to the "Rule Engine" to infer the logical consequences
of the defined threats and security requirements properties. Then,
it suggests a new set of security requirements suitable according to
specific CC to address particular security weaknesses. The process
continues until the SA = ST; otherwise, the OnSecta applies different
rules using other PPs until the equation is satisfied.

4 CASE-STUDY: MODERN AUTOMOBILES

Automobiles are no longer mechanical units; the modern vehicles
contain a massive number of interconnected electronic components
networked together for controlling and monitoring the state of the
vehicle. Modern vehicles consist of around 50 connected Electronic
Control Units (ECUs) [18]. The increase in connectivity and inter-
action between multiple devices leads to the rise of new hazards.
Figure 4 shows a simple design of a modern vehicle that contains
numerous interconnected units.

Communications

Actuators

Controlling

Sensors

Buses

Data Stores " Control Units
Figure 4: Interconnected units in a modern vehicle

This case study aims to investigate the security weaknesses and
the suitable security requirements as an example of interconnected
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units in a modern vehicle. This work uses the IEC 62443 standard
series to select applicable security requirements to address poten-
tial threats in the automotive domain and to keep the risk low.
According to the IEC 62443 security standard [2], the associated
four Security Levels (SLs) are described as [10]:

e SL1: unintended,

e SL2: low resources, generic skills and low motivation (i.e.,
simple means),

e SL3: moderate resources, moderate motivation (i.e., moder-
ate means),

o SL4: extended resources and high motivation (i.e., sophisti-
cated means).

The security requirements in IEC 62443 standard series are
defined according to different seven foundational requirements
(FRs) [2], [1].

Identification and Authentication Control (IAC),
Use Control (UC),

System Integrity (SI),

Data Confidentiality (DC),

Restricted Data Flow (RDF),

Timely Response to Events (TRE), and

Resource Availability (RA).

Figure 5 describes communication flow among multiple internal
components which are used to represent modern automobile. The
example has a "Sensor" unit that receives data from the outer envi-
ronment. The sensor sends the obtained data to the "Sensor Control
Unit" for manipulating the input data. Then the "Telematics" unit
uses these data to control the vehicle tracking system. It interacts
with the "Advanced Driver Assistance System" to send signals to the
"Brakes" to control the vehicle acceleration according to different
traffic circumstances. The car interacts with the outer environment
through the V2X-getaway for activating safety functionalities in
the vehicle.

The ThreatGet tool is applied to the identified components for
detecting potential threats in this model. Additionally, the authors
developed a Model-based Security Requirement Management Tool
(MORETO) for managing a vast number of different security re-
quirements. Therefore, MORETO is used in this work to manage
the IEC 62443 security standard to address security weaknesses. Af-
terward, OnSecta will be applied to the results (threats and security
requirements) to perform the verification and validation process.

In this example, ThreatGet detects 56 potential threats that are
classified according to the STRIDE model. Figure 6 illustrates the
rate of the detected threats according to the STRIDE model. Besides,
the tool evaluates these threats to estimate the overall risk. Table 1
shows the outcomes of the severity assessment process.

Table 1: The results of the severity assessment process

Severity | Number

Extreme 7
High 13

Medium 17
Low 19

Abdelkader Magdy Shaaban et al.

There are seven threats categorized as extreme, and 13 threats
are evaluated as a high degree of severity. The ThreatGet estimates
17 and 19 threats as medium and low degree of severities, respec-
tively. Subsequently, the MORETO tool is applied to this example
to manage the stored security requirements and to facilitate select-
ing the security requirements that are necessitated to address the
detected potential threats to minimize the overall risk.

Consequently, OnSecta is applied to validate and verify the se-
lected security requirements. OnSecta creates multiple classes, sub-
classes, individuals, properties, and annotations of all detected po-
tential threats and selected security requirements. Then it generates
the Ontology Outlook to create a comprehensive overview of all
threats and security requirements, as addressed in Section 3. Fig-
ure 7 illustrates the structure of the Ontology Outlook; this structure
consists of three main parts:

e Potential Threats (left-side): hierarchy of all the vehicular
components that are used in this case study. Besides, the
identified potential threats that are detected by the ThreatGet
tool.

e The Security-Requirements(right-side): represents a hi-
erarchy of all security requirements that are selected to han-
dle the detected potential threats.

e The Mapping Between the Two Ontologies (middle):
these links represent specific security requirements are ad-
dress one or more potential threat(s). The ontology on the
left-side (threats) can be linked to a subtree on the right on-
tology (security requirements) that indicates a set of similar
security requirements that can address a potential threat for
handling related security issue [27], [28].

According to the OnSecta building blocks, the verifier and val-
idator blocks use the generated Ontology Outlook to determine
the value of the SA and ST. In this work, the authors propose that
the threats of extreme severities are unacceptable. The means the
extreme threats are needed to be addressed to particular security
requirements according to specific properties to reduce the overall
risk of the vehicle. For example, the number of extreme threats
according to Table 1 equal to seven, so the value of ST = 7. In this
case-study, OnSecta has to verify and validated the selected security
requirement to assure that the value of SA = ST.

Based on the outcomes of the verifier and the validator, OnSecta
creates the gap analysis to demonstrate which of the selected secu-
rity requirements are fulfilled. OnSecta observes validated security
requirements entirely handle three extreme threats according to
precise security properties. Table 2 represents the gap analysis re-
sults with all details of the investigated threats against associated
security requirements.

The gap analysis table contains all details about the threats that
classified as extreme severity. The result of the V&V process is
an integral part of this table to determine the current and target
security states. For example, Threat21 is addressed by two security
requirements (UC11 and UC11.2). The OnSecta verifies and vali-
dates these requirements based on the specific properties; the first
security requirement (UC11) is validated, where the second one
(UC11.2) is invalidated. Furthermore, the overall evaluation of that
threat is FALSE. The target level which needs to be reached is four
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Figure 5: Communication flow among interconnected units in a modern vehicle

Table 2: The results of gap analysis process

Details
# | Threat . Addressed by V&V | Evaluation
D Threat Name Category Severity Requirements | SL1 | SL2 | SL3 | SL4 | Current Target
. UC11 X X X TRUE
1 321 Threat21 Repudiation Extreme UCI12 - 2 4 "FALSE | FALSE
2 354 Threat54 Spoofing Extreme UC1 X X X X 1 4 FALSE FALSE
IAC5 X X TRUE
3 350 Threat50 Spoofing Extreme TACS 1 < " 2 4 FALSE | FALSE
SI8 X X X TRUE
4 355 Threat55 Spoofing Extreme TACZ " = " 4 4 TRUE | TRUE
5| 301 Threatl Denial of Extreme IAC9 x | x | x 1 4 | FALSE | FALSE
Service
IAC2 X X X TRUE
SI8 X X X TRUE
6| 328 Threat28 Spoofing Extreme TACS " " = " 4 4 TRUE | TRUE
IAC2.1 X X TRUE
. . IAC11 X X X X TRUE
7 319 Threat19 Information Disclosure | Extreme 1ACS " = m 4 4 TRUE | TRUE
because the selected threat is classified as extreme severity level. where:
The Current level value is evaluated according to ( 2).
" n = number of addressedBy (security requirements)
_ (V&V % SLynax) V&V = the result of V&V (TRUE = 1 and FALSE = 0)
CurrentState = Z _ (2) : . )
n SLmax = is the maximum security level

index=1



iiWAS2019, December 2-4, 2019, Munich, Germany

1T

Spoofing Tampering Repudiation Information Denial of Service Elevation of
disclosure Priviege

Figure 6: Classification of the detected potential threats ac-
cording to the STRIDE model

This equation is applied to all extreme threats to determine the
current security level. Afterward, OnSecta estimates the overall
current security state (SA) by defining the average value of all
extreme threats. The last step in the gap analysis process is to
define the SA of the example given. The value of the SA is calculated
according to the number of extreme are verified and validated by
OnSecta. Due to the gap analysis results, the SA = 3. Figure 8
illustrates a graphical comparison between the current security
status (blue) and the target security level (orange) that needs to be
achieved.

OnSecta applies a series of rules to specify additional security
requirements to help in covering the security gaps, as defined in
Table 2 . OnSecta uses the OKB and the "Requirements Properties”
as described in Section 3 to select additional security requirements
according to particular CC (properties of threats and security re-
quirements). These new security requirements are used to manip-
ulate existing security weaknesses and assure compliance with
security requirements to meet the ST. The verification and valida-
tion processes are applied whenever the rules choose new security
requirements. The verified and validated security requirements will
substitute the incorrect ones. Then, the SA is estimated once again
until the SA = ST.

5 MODEL EVALUATION

The OnSecta uses the OKB to select additional security require-
ments from one or more PPs that can handle the security weak-
nesses as described in the table of the gap analysis. The rules are
created according to particular features of the security requirements
and automotive units. Figure 9 illustrates the rate of the security
requirements before applying the OnSecta rules.

The security requirements are defined according to the seven
foundational requirements as previously described according to
the IEC 62443 standard [2]. The OnSecta applies inference rules
using the stored security requirements in the OKB to select extra
security requirements to address the unhandled extreme potential
threats. The rate of the inferred security requirements is illustrated
in Figure 10.
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By observing, there are two security requirements have been
addressed the Threat50, according to the gap analysis (Table 2),
the IACS is validated; where the IAC5.1 is not invalidated. How-
ever, the rules inferred new two security requirements that can
handle this threat. Also, the rules can ultimately select distinctive
security requirements that are more suitable to address a particular
potential threat. For example, Threat21 is addressed by two security
requirements as UC foundational requirement, as shown in Figure 9.
However, the model finds another one security requirement of the
same FR (i.e., UC) can also become proper to address the equivalent
threat, as depicted in Figure 10. On the first hand, OnSecta aims to
enhance the security level of a vehicle; that is the reason some of the
well verified and validated security requirements are enhanced as
is happened with Threat28 and Threat19, or stay the same without
changes as Threat55. On the other hand, it tries to give the most
optimum security requirements for addressing particular security
weaknesses. From the cost point of view, selecting precise solutions
are cost-effective than applying generic ones for tackling a par-
ticular problem. The ontology approach proves that it is a robust
methodology to manage a vast amount of security requirements.
The structure of the Ontology Outlook helps in reducing the query
time complexity. The features of the ontology demonstrate that it is
the most suitable methodology to be used in the vehicular industry
to manage hundreds or thousands of security requirements and
potential threats to tackle the challenges of the security verification
and validation process in the automotive domain.

6 SUMMARY, CONCLUSIONS AND FUTURE
WORK

The modern vehicles are consist of a massive number of intercon-
nected units communicating through a network. Vehicular safety
and security become two sides of the same coin. The relationship
between safety and security is considered a directly proportional
because any injected malicious code to any components or busses
in a vehicle leads to damage or malfunction, which threaten the
functional safety in a vehicle.

This work presented an ontology-based model for the security
verification and validation process in the vehicular domain. The
model verifies and validates security requirements in a vehicle to
assure that these requirements are fulfilled. It creates a compre-
hensive ontology view of vehicle components, detected potential
threats, and related security requirements to verify and validate the
requirements against the potential threats. Then the model applies
a sequence of logical queries to the ontology view to determine
whether or not the security requirements are able to handle risks
in a vehicle.

A modern vehicle example is used in this work as a case-study to
investigate both potential threats and security requirements. The
OnSecta model verifies and validates the selected security require-
ments, then calculates the value of the current security state (SA).
The value of SA = 3 (validate and verify security requirements),
where the security goal of this example was seven (ST = 7). The On-
Secta model performs a series of inference rules to select additional
security requirements from the OKB that can handle the security
weaknesses in a vehicle. This process is repeated until the value
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of SA = ST, which means the selected security requirements are
wholly fulfilled.

This work is based on IEC 62443-3-3 standard [2] for demon-
strating the first steps in our proposed concept. The future works
aim to add additional security requirements to the ontology KB to
ensure a wide range of security requirements and PPs with specific
security requirements are completely fulfilled in the automotive
domain. The partial list of ISO/IEC standards includes:

e IEC 62443-x-x: Industrial communication networks — net-
work and system security.
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Figure 9: Number of the selected seucirty requirements be-
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e ISO 27000-series for Information Security Management Sys-
tem (ISMS).

Then, the future work will also include more technical aspects
about the proposed model and a comparative investigation between
the proposed method with other kinds of common methods in the
related field to validate the advantage of the proposed method.
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