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Abstract. Implementing regulatory documents is a recurring, mostly
manual and time-consuming task for companies. To establish and en-
sure regulatory compliance, constraints need to be extracted from the
documents and integrated into process models capturing existing opera-
tional practices. Since regulatory documents and processes are subject to
frequent change, the constant comparison between both is mandatory.
Additionally, new regulations must be integrated and checked against
existing process models. To address these challenges, we provide an ap-
proach that uses natural language processing to automatically support
compliance assessment between regulatory documents and process model
repositories. The outcome is a pairwise matching between parts of a reg-
ulatory document and process models from a repository. This matching
can be used to either determine the coverage of regulations by a process
model or to guide compliance assessment by ranking models based on
their fitness and cost. The approach is implemented and applied in two
real-world case studies: one from the energy domain and the other based
on the General Data Protection Regulation.
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1 Introduction

Due to the potentially enormous fines for non-compliance with regulations such
as the GDPR, establishing and monitoring regulatory compliance is a crucial
task for companies. Although many companies have their business processes
captured in process models using, e.g., Business Process Model and Notation
(BPMN) [15], in practice, checking and ensuring their compliance with regu-
latory documents is still mostly conducted manually [11]. This might lead to
errors and high costs when implementing the regulations. Moreover, regulatory
documents are constantly subject to change and new regulatory documents come
into effect regularly [11].
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In literature, several approaches for checking regulatory compliance based
on process models exist [10]. However, existing compliance checking approaches
abstract from the regulatory documents themselves and, instead, assume the
existence of a set of extracted compliance constraints that are already captured
using formalisms such as LTL or Event Calculus [10]. Although some approaches
aim at extracting process descriptions [3] or compliance constraints [21] from reg-
ulatory documents, an approach to directly assess compliance between process
models and regulatory documents during design time, is missing, despite provid-
ing the following advantages: i) it avoids misunderstanding, misinterpretation,
and errors in the extraction and formalization of compliance constraints [11];
ii) it facilitates the monitoring of changes in the regulatory documents; iii) it
enables the implementation of new regulatory documents; and iv) it supports
sanity checks for process models with respect to regulatory compliance. This
work aims to fill this gap by addressing the following research questions:

RQ1 How to identify which parts of a regulatory document relate to which
process models in a repository?

R@2 How to measure and assess compliance violations between a process model
and regulatory constraints?

Addressing these research questions involves several challenges, like differ-
ences in granularity between documents and process models. As shown in pre-
vious work, regulatory documents are extensive and structured along topics,
making it advisable to fragment the documents into paragraphs [21]. However,
certain regulations might be implemented in various process models [16]. Hence,
we aim to support complex many-to-many relations between parts of regulatory
documents and process models. To assess compliance, we provide a matching
of paragraph-model pairs using a fitness score (— RQ@1) and a cost score (—
RQ2). The fitness score determines the likelihood that a paragraph pertains
to a particular process model, whereas the cost score quantifies the amount of
detected process compliance violations. Our work particularly targets the detec-
tion of control-flow violations in terms of mandatory activities that are missing
in a process, as well as activities that are performed in the wrong order. Fur-
thermore, we detect resource-related violations in terms of activities that are not
performed by the correct organizational entity.

Based thereon, we support two compliance assessment scenarios. When a
matching between paragraphs and process models is pre-defined by a user, the
cost score measures compliance, whereas the fitness score enables conclusions on
the coverage of regulations by a model. In the absence of a given matching, the
scores guide compliance assessment by ranking models that show high coverage,
but low compliance, with respect to certain parts of a regulatory document.

The remainder of the paper is structured as follows. illustrates the
problem and highlights the main challenges addressed in this work.
describes our compliance assessment approach. presents an evaluation
based on two real-world case studies, followed by a discussion in After

a review of related work in the paper concludes in



Pi: A screen lock provides the possibility to conceal the information currently
displayed on the screen. In order that access to an I'T system is reliably prevented
during a short absence of the IT user, it should only be possible to disable a screen
lock after successful user authentication [R1]. It should be possible for the user
to activate the screen lock manually [Rz]. In addition, the screen lock should be
automatically initiated after a predefined period of inactivity [Rs].
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(b) Process model M;: Screen-lock protection

Fig. 1: Running Example of an IT Security Scenario, Based on [16]

2 Problem Illustration and Challenges

This section presents an exemplary scenario to illustrate the challenges imposed
by the problem of assessing the compliance between regulatory documents and
business process models. To this end, we consider IT security regulations stem-
ming from the IT Baseline Catalogues of the German Federal Bureau of Security
in I’Iﬂ As a starting point, we consider a full regulatory document, consisting
of multiple paragraphs, and a repository of process models. However, for illus-
trative purposes, we here present a single regulatory paragraph stemming from
the English version of the document, as well as an accompanying process model.

The respective paragraph of the regulatory document, P;, is presented in
and describes various rules associated with the protection of IT sys-
tems using screen locksﬂ Given such a paragraph, as part of a larger document,
automated compliance assessment involves the following steps: (1) Extracting
the compliance rules that paragraph P; imposes on processes, (2) identifying
that the rules from P; relate to process model My, depicted in and (3)
determining whether the rules from P; are properly implemented by M.

To perform these steps, a variety of challenges need to be addressed. For
instance, step (1) requires an approach to differentiate between the sentences
describing actual constraints and those providing additional clarification or con-
text. To determine correspondences between a paragraph and a model in step (2),
an automated approach needs to be able to deal with the inherently flexible na-
ture of natural language, which allows the same constraints to be expressed in
a broad range of manners, can lead to considerable differences in terminology
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between paragraph and model, as well as to differences in granularity [2]. Finally,
step (3) requires the assessment of the exact constraint that a compliance rule
imposes on a process and to consider how this constraint should be reflected in
a corresponding process model.

3 Compliance Assessment Approach

Figure 2| presents an overview of our compliance assessment approach illustrated
using the running example (cf. [Section 2)). The input consists of a process model
repository M and a set of paragraphs P stemming from a regulatory document.
We assume that the paragraphs included in P contain actual regulations, i.e.,
introductory sections and reference lists are omitted. As shown in our ap-
proach first parses the process models in M and the paragraphs in P. The former
is straightforward, whereas the latter involves the identification and extraction
of constraints imposed by the regulatory document, as well as, e.g., control flow
aspects like strict orders between activities. The output is a pairwise matching
of process models and paragraphs based on fitness and cost scores.
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Set of Paragraphs
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Repository of Process Models

=1,...m
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Fig. 2: Compliance Assessment Approach Illustrated Based on Fig.

The fitness score fit(P, M) quantifies the likelihood that a paragraph P € P
pertains to a model M € M. The cost score cost(P, M) quantifies the distance
(i.e., cost), between the obligations expressed in paragraph P and the process im-
plemented by model M. Our work targets both control-flow and resource-related
compliance violations in terms of three violation types: (V1) an obligatory ac-
tivity is not incorporated in the model, (V2) activities are executed in the wrong
order and (V3) activities are not performed by the correct resource.



By combining fit(P, M) with cost(P, M), our approach is able to detect those
paragraph-model pairs that have a strong semantic relation (i.e., P specifies rules
that are relevant to model M), but are also likely subject to compliance issues.

3.1 Parsing Process Models

Process models can be created using a variety of modeling languages, such as
Petri nets, EPCs, and the Business Process Model and Notation (BPMN). Since
our work is independent of the specific notation used to define a process model,
we define process models using a generic definition, given in Definition [T}

Definition 1. A process model is a tuple M that consists of:
— Ny =Ty UEpN UGy is a finite set of nodes, with Ty a set of tasks, Eay
a set of events, and Gy a set of gateways,
— Fy € Ny x Ny is the flow relation, s.t. (Nag, Far) is a connected graph,
— tar 1 Gy — {and, zor,or} is a function that maps each gateway to a type,
Ry is a finite set of resources,
— ups - Ry = Ty UE)p is a partial function that maps resources to tasks and
events.

In the process model-parsing step, our approach parses all models in a repos-
itory (e.g., from JSON files) into a collection M, where each model M € M
fits the provided definition. Whereas notations such as BPMN can be directly
and fully mapped to this format, other notations may only result in a partially
populated process model definition. For instance, a process model notation that
lacks resources will result in an empty set Rj;. This naturally prevents the de-
tection of compliance violations involving resources (V3). Furthermore, we note
that sub-processes can be flattened into one process model.

3.2 Parsing Regulatory Documents

In this step, our approach aims to extract constraints specified in paragraphs of
a regulatory document together with those elements of constraints that enable
the detection of compliance violations. In particular, for each paragraph P € P,
the approach extracts a set Op of obligatory activities that must be performed
according to P, a strict order relation Sp C Op X Op that indicates pairs
of activities that must be executed in a specific order, a set Rp of described
resources, and a partial function up : Rp - Op that specifies which resources
must execute which activities. These are extracted as follows.

Extracting Obligatory Activities Op. The extraction of obligatory activities
described in a paragraph P represents a two-step procedure. Our approach first
distinguishes between sentences in P that describe actual process constraints,
i.e., sentences that contain mentions of obligatory activities, and those that pro-
vide contextual information, e.g., A screen lock provides the possibility to con-
ceal the information currently displayed on screen. To discern between these two



types of sentences, we recognize that obligatory activities correspond to men-
tions of some action (typically a verb), associated with a closed-class of signal
words, including must, should, shall, and has to (cf. [7]), whereas contextual
sentences lack such obligations. We refer to the set of sentences with mentions
of obligations, identified in this manner, as P’ C P.

From the sentences in P’, our approach then aims to extract individual ac-
tivities. The extraction of activities using tailored techniques based on heuristics
(cf. [8L/17]) is known to be error prone for long, complex sentences [1]. There-
fore, our approach rather splits each sentence in P’ into one or more clauses,
which can be achieved by employing existing NLP techniques, cf., spaCy [12].
Each clause is then added as an activity to Op. For instance, for a complex
sentence like: The electrical supply must be interrupted, an entry in the logbook
of the terminal is generated and the status is transmitted to the central system.,
our approach recognizes three clauses and, thus, three activities: [(1)The elec-
trical supply must be interrupted, (2) an entry in the logbook of the terminal is
generated, and (3) the status is transmitted to the central system).

Extracting Order Restrictions Sp. To extract order restrictions between the
activities in Op, we build on existing work on the extraction of process models
from natural language text [8]. This extraction procedure identifies signal words,
e.g., then, after or afterwards, to detect specific orders in which activities must
be performed. For the running example, our approach recognizes two such order
restrictions, both based on the marker after, resulting in Sp containing two
restrictions: 1. successful user authentication — it should only be possible to
disable screen lock and 2. a predefined period of inactivity — screen lock should
be automatically initiated. Both examples indicate clear restrictions about which
activity must be executed first (e.g., successful user authentication), before the
next activity is allowed (e.g., disabling a screen lock).

nsubj = nominal subject det = determiner dobj
dobj = direct object aux = auxiliary
amod = adjectival modifier
nsubj det
det aux amod
The terminal must execute the received command .
DET NOUN VERB VERB DET VERB NOUN

Fig. 3: Sentence with Dependency Tree and Part-of-Speech Tags

Extracting Resource Responsibilities Rp. To identify the resources Rp
associated with obligatory activities, we again employ NLP techniques such as
dependency parsing and POS tagging. Figure [3| depicts a sentence with its cor-
responding dependency tree and POS tags obtained using spaCy [12]. In the
displayed example, the resource corresponds to the terminal, identified as the
nominal subject via the corresponding dependency label nsubj. However, given
the flexibility of natural language, the same constraint could also have been ex-
pressed as, e.g., The received command must be executed by the terminal. This



makes the resource the agent of the sentence. The corresponding element in Rp
would then be given as {terminal — {must, execute, received, command}}.

3.3 Matching Paragraph-Model Pairs Based on Fitness and Cost

The compliance assessment between a process model repository and a regula-
tory document is based on the computation of fitness and cost scores between
each paragraph-model pair in P x M. The fitness score fit(P, M) quantifies the
likelihood that paragraph P € P pertains to model M € M. The cost score
cost(P, M) quantifies the distance (i.e., cost), between the process constraints
imposed by paragraph P and the actual process implemented by model M, com-
puted as the total number of violations detected between P and M.

Fitness Score. The fitness score aims to quantify the likelihood that a para-
graph P relates to a model M. For instance, we use fitness to recognize that
paragraph P; from which relates to screen lock protection, should be
paired with model My, rather than, e.g., a process model related to password
management. Our approach achieves this by first identifying correspondences be-
tween each obligatory activity in Op and its most similar process model element
(task or event) in Ty U Ep;. We denote the similarity between some o € Op and
t € Ty U Epy using sim(o,t) € [0,1]. In our approach, we use existing seman-
tic similarity measures for this quantification [12], which allows the approach to
recognize when comparable process steps are described using synonymous terms.
Based on these similarity values, we define a set Cppr € Op x Ty U Epy con-
taining the correspondences with the highest similarity scores for each o € Op.
Thus, (0,t) € Cpar denotes that ¢ is the process model element with the highest
similarity to o. To omit unimplemented obligatory activities from consideration
in the fitness computation, we introduce a threshold v € [0,1] that filters out
correspondences with a low similarity score. We shall use Cpary = {(0,t) €
Cp | sim(o,t) > v} to denote the set of correspondences above this threshold.
Based on this set, we define fitness as the average similarity values obtainable
for the obligatory activities in Op that are greater than -y, as given in

Z(Ovt)ecP,Al,»y Sim(OV t)

ﬁt(P7M77): |CPM ‘
» MY

1)

Consequently, fit(P, M) receives a high value if there is a strong relation
between the obligatory activities described in the paragraph P and the tasks
and events contained in the process model M.

Cost Score. The cost score provides a quantitative assessment for compliance
violations V1 — V3. For a model M € M and a paragraph P € P, the cost score
cost(P, M,~,0) € [0,1] is defined as follows:

cost(P, M,~,0) := wycost, (P, M,~) + wsocostso (P, M,~) + wy.cost,. (P, M,~, )
(2)

where w,, Wso, wy € [0, 1] with w, +wse +w, = 1 are weights that allow users to
alter the relative importance of the violation types. Parameters v and ¢ represent



similarity thresholds that are explained below. Note that a high violation in one
of the three cost scores can be weakened by the weights, e.g., if cost, = 1, costs, =
cost, = 0 and w, = wg, = W, = % then the overall costs evaluate to cost = %
Another possibility is to take the maximum function instead of a weighted sum
to compute the overall cost score. However, this can also be achieved by setting
the weights accordingly, i.e., for the example, w, = 1, ws, = w, = 0.

Missed Obligatory Activities (V1). We define cost,(P, M) to quantify the
amount of obligatory activities from P that are not implemented in model M. To
recognize such cases, we define a threshold « € [0, 1] that captures the minimal
similarity value that is required for an obligatory activity o to be recognized
as implemented in a model through task (or event) ¢, i.e., if sim(o,t) < ~ for
(0,t) € Cp a1, the obligation imposed by activity o is considered violated in model
M. The cost score between model and paragraph is then computed as follows:

{(0,t) € Cpas | sim(o,t) < v}

costo(P, M, ) := Op]

3)

Strict Order Violations (V2). Strict order violations occur when a regu-
latory document specifies that two activities should be executed in a specific
order, whereas this order is not enforced in the model. To recognize such cases,
we compare the strict order relation Sp extracted from a paragraph P to the
flow relation Fj; of the model. In particular, let (0,0') € Sp be a strict or-
der constraint and let (o,t),(0',t') € Cpar. Then, this strict order constraint
is only satisfied if there is a path from ¢ to ¢/, i.e., (t,t') € F};, and not vice
versa, i.e., (¢,t) ¢ Fy;. However, the enforcement of such a constraint in the
model shall only be assessed, if the model indeed includes sufficiently simi-
lar tasks (or events), as again determined by a parameter 7, for the obliga-
tory activities o,0’. We therefore limit the relation Sp to these constraints as
Spay =1(0,0") € Sp |3 (0,t),(0,t') € Cp s = sim(o,t) > v A sim(d,t') > ~}.
Then, the cost score between model and paragraph is computed as follows:

[{(0,0') € Spary | 3 (0,1), (o', t') € Conr : (4, t') € Fifp A (1) & Fir}

too(P, M, ) i=
costol v [Sp,
(4)

Resource Responsibility Violations (V3). Resource responsibility viola-
tions occur when the regulatory document specifies that an activity must be
performed by a specific resource, whereas a different resource executes the cor-
responding process model task. Given an obligatory activity o and a process
model task ¢, such that (o,t) € Cpar, we compare the resource rp € Rp as-
signed by up to o to the resource ry; € Rjs assigned by uas to t. Here, we
consider that a resource responsibility is satisfied if rp and rj; are sufficiently
similar, i.e., if sim(rp,ry) > 6. This way, we are able to recognize compara-
ble resource descriptions, e.g., a supervisor to a manager. Let Rp s~ be the
resources in the document assigned to an activity for which there exists a -
similar task in the process model, i.e., Rpary = {r € rp | 3 (0,t) € Cpns :
up(r) = o A sim(o,t) > ~}. Furthermore, let ¢(r,7’,7,d) be a predicate that



holds true for resources r € Rp . and 7' € Ry if their assigned documents
and tasks are y-similar, (up(r),un (")) € Cpar and sim(up(r), up(r')) > 7,
and the resources are d-similar, sim(r,r’) > 0. Then, the cost score between
model and paragraph is computed as follows:

|{7" S RP,]M,'Y | Ir' e Ry : ¢(T7 7‘,777 6)}|

costy (P, M,~,6) := 7y
M,y

()

Compliance Assessment. The computed fitness and cost scores are applicable
in two different scenarios that will be picked up in the evaluation.

The first application scenario presumes that the correct paragraph-model
pairs are already known. Assessing a paragraph-model pair via the above scores
then enables the following conclusions: The lower the costs, the better the com-
pliance of a model to a paragraph. The fitness score, in turn, serves as a quality
indicator of the process model. It indicates the coverage of the paragraph. More-
over, if an additional paragraph has a high fitness score, this paragraph is likely
to contain compliance constraints that also refer to the model.

In a second application scenario, pre-defined paragraph-model pairs are not
given. In this case, our approach acts as a sort of recommender system that dis-
plays a top-k list of paragraph-model correspondences. Here, k can, e.g., depend
on the median of all fitness values, meaning that only paragraph-model pairs
having a fitness score higher than the median are considered. The top-k pairs
are then ranked based on their cost score, in order to highlight the pairs with
the most compliance issues. Note that this result suggests a paragraph-model
matching that shall serve as a basis for manual assessment by a domain expert.

4 Evaluation

The evaluation experiments comprise two real-world cases, intended to show the
effectiveness of our compliance assessment approach. A prototype was imple-
mented in Python3 taking as input a collection of .bpmn-files, e.g., exported
from Signavio, and a collection of .txt-files, corresponding to paragraphs of a
regulatory document. For the NLP tasks, e.g., parsing, analysis of grammatical
relations, and similarity computation, we employ the spaCy library [12].
reports on experiments conducted for Austrian’s energy providers
and demonstrates the first application scenario, i.e., the assessment of compliance
between an already known paragraph-model matching. presents a
case study for the second scenario in the context of GDPR implementation, i.e.,
the detection of compliant paragraph-model pairs from scratch. While the former
experiments are based on proprietary data, the GDPR data collection and the
employed implementation are publicly availableEI In both case studies, we assign
equal values to the weights in the cost calculation (w, = ws, = w, = 1/3), set
the resource threshold to § = 0.8, but vary v. We conducted the experiments
using an Intel Core i5-7200U @2.50GHz processor (4 cores) and 8GB RAM.

S http://gruppe.wst.univie.ac.at/projects/RegMiner/index.php?t=prototypes
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Each experiment required at most 16 minutes, illustrating the feasibility of our
approach from a computational perspective.

4.1 Smart Meters for Austrian Energy Providers

This case study demonstrates the first application scenario, i.e., compliance as-
sessment for already known paragraph-model pairs.

Input. The input consists of a repository of 12 process models, which were
established and verified by domain experts in the context of earlier work [6]
and have one-to-one correspondences to 12 paragraphs of the related regulatory
document for smart electricity metersm

Evaluation Strategy. For each process model M € M, we establish a ranking
rank(M,P) in which all paragraphs in P are ranked according to their fitness
score. Furthermore, we use rank(M, P) to denote the ranking of paragraph P in
rank(M,P), with 1 being the highest rank and Py € P to refer to the paragraph
that actually corresponds to model M.

We quantify our approach’s accuracy using common measures for recom-
mender systems [18]: The average precision (AP) per model, as well as the mean
average precision (M AP) for the whole model repository, defined as:

AP(M):%, MAP(M):M
rank(M, Py) M|

Since there is only a single relevant paragraph Py per model, the AP value
corresponds to the inverse of its rank. The mean value M AP is computed by
averaging the AP values for all 12 models in M. As such, it provides an overall
quantification of how good the fitness score performs for this particular document
collection. The cost score is evaluated in a qualitative manner.

Configurations. We employ two configurations for this use case that vary in
the way that obligatory activities are extracted. One configuration employs the
exact method defined in yielding a set of obligatory activities Op.
The other configuration skips the filtering of sentences and, thus, transforms the
clauses from all sentences into obligatory activities, yielding a set O’. This latter
configuration is introduced given the procedural style present in this particular
regulatory document, which uses fewer words to explicitly denote obligations.

Results. For the fitness score, the AP and M AP results are, respectively, de-
picted in Fig.[d and Tab.[I] As displayed in Fig.[d] the Op configuration achieves
the best result for v = O.8E| In this case, 6 out of 12 models are matched to the
correct paragraph (i.e., the paragraph is ranked in the first spot). However, for
the remaining models, the average precision indicates that the correct paragraph
was actually ranked low on the list.

" https://oesterreichsenergie.at/files/Downloads%20Netze/Oesterreichy
20Use/20Cases’%20Smart)20Metering_14122015_Version_1-1.pdf

® Due to limited space within the figures and since the values for AP and M AP are
lower than for v = 0.8 the results for v = 0.9 are omitted.
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of MAP = 0.875. Furthermore, the results reveal that the O configuration
performs better than Op, due to the aforementioned descriptive nature of the
regulatory document.

M2.1 M2.2 M23 M25 M3.5 M3.8 M3.10M3.11 M6.1 M6.3 M9.1 M9.2
Model

Table 1: Mean Average Precision for Smart Meters Case Study for Op and O%

Configuration v=0.0 v =0.2 =04 v =0.6 v=0.8
Op 0.528 0.528 0.528 0.579 0.581
Op 0.647 0.650 0.760 0.875 0.745

Regarding the cost score, the expected observations are confirmed, i.e., for
higher v values, the cost, increases while costs, and cost, decrease. Moreover,
the costs are mostly zero, correctly indicating that manually verified process
models have few compliance violations.

4.2 General Data Protection Regulation — GDPR

The second case study corresponds to the second application scenario, i.e., the
identification of compliant paragraph-model pairs.

Input. As input we take seven process models (taken from [4]), which capture
how the main privacy constraints of the GDPR can be implemented within
processes. Aside these seven process models, we consider GDPR Articles 5 to
50, since Articles 1 to 4 contain introductory statements, whereas Article 51 and
onwards apply to supervisory authorities rather than organizations.

Evaluation Strategy. We exemplary describe the results for the model depict-
ing a pattern for a data breach. In order to verify whether the approach works

11



well, we identified in a manual analysis relevant articles. It turned out that Ar-
ticles 33 and 34 contain most information on the situation of a data breach and
Article 40 contains one constraint referring to that topic.

Results. As within the first case study, we tested several values for 7. For
v = 0.0, Article 29 has the highest fitness (0.87508)E| and Article 16 has the
lowest fitness score (0.73057). The median of the fitness score is at 0.79285 and
except for three articles having a fitness greater than the median, the cost score
evaluates to zero. Among these, Article 34 has the second highest fitness score,
Article 33 the third highest fitness score while having both cost = 0. If we want to
detect from scratch which paragraph-model pairs are most compliant, we would
therefore have the correct ones on top of the list regarding fitness. For v = 0.4
the same situation holds while for v = 0.6 both articles are shifted down by
one position, i.e., in third resp. fourth place and for Article 33 costs, = 1.0. For
v = 0.8 both articles are further shifted down in the ranking and costs for Article
33 additionally increase while Article 34 has now cost, = 0.05. In contrast to
the first case study, the ideal y is at 0.4 for this model-paragraph matching.

5 Discussion and Limitations

Within this section a reflection and discussion of results as well as limitations
and suggestions how to resolve these are outlined.

The evaluation demonstrated the impact of parameter v on the results. In
particular, the higher ~y, the fewer obligations are identified with corresponding
obligatory activities, resulting in a lower MAP. However, MAP also decreases
if too many smaller similarities are allowed. For the cost score, similar effects
occur, i.e., a stricter threshold v can lead to an increase of costs. In scenarios
where a model-paragraph alignment is available, a suitable value for v can be
chosen by selecting the value that achieves the highest MAP. When such an
alignment is not available, the parameter can be set based on the ~ value that
leads to the highest overall fitness score. For the case reported on in
this would result in v = 0.6, which corresponds to the configuration with the
second highest MAP value for the Op configuration and to the highest MAP for
the O% one. This thus suggests that the fitness score could be a useful proxy
value for the parameter selection.

A limitation arises if resources have contrary names within the model and
paragraph since semantic similarity would probably fail to identify them as simi-
lar. Adapting the threshold § is one possibility but this would allow for undesired
behaviour, i.e., resource cost could increase tremendously. Having a user defined
mapping would be more feasible. By now, our approach focuses on mandatory
tasks but there might be optional constraints within a paragraph, e.g., indicated
by can. As future work we plan to adapt the cost score such that compliance
violations caused by optional constraints are considered as well.

9 Article 29 has one of the highest fitness scores for almost each of the process models
since this article just consists of one single constraint, i.e., the chance of having a
high semantic similarity with one obligatory activity from a process model is high.
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6 Related Work

Various approaches provide (semi-)automated support for business process com-
pliance checking (see |[11] for an overview). Our work targets so-called design-time
compliance analysis, which aims at detecting compliance issues during develop-
ment and implementation of a business process |13]. Most techniques in this
regard require regulations to be first transformed into a formal representation,
e.g., temporal logic [10], rather than operating on the regulatory document itself.

The extraction of process constraints from natural language text is typically
conducted as part of a broader use case and is a core requirement for approaches
that automatically extract process models from process-oriented texts [81(94[20].
Other approaches aim to elicit process constraints from rule-oriented texts, such
as the extraction of requirements from documents [5,7,/19] and declarative pro-
cess constraints |1]. More broadly, constraint extraction from regulatory docu-
ments is related to requirements elicitation from text. According to the survey
in [14], most of the existing approaches are manual or semi-automatic. Other re-
lated work compares textual process descriptions to process models [2,/17]. How-
ever, those works assume that a textual process description relates to exactly
one, already known process model, whereas the regulatory documents considered
by our work can be subject to complex, many-to-many correspondences.

7 Conclusion

This work enables the automatic assessment of the compliance between process
models and regulatory documents. For this, we presented a notion of fitness to
identify which of the compliance constraints extracted from a regulatory doc-
ument concern a certain model. In addition, we proposed a cost function to
measure the distance between these constraints and the process as captured by
the model, thereby highlighting potential violations. The effectiveness of our
approach has been demonstrated in two case studies.

Our work supports companies to cope with frequent changes of regulations
and of process models through automated support. As the first approach of its
kinds, our work opens several avenues for future research. The approach can
be expanded to incorporate additional types of compliance violations, such as
those stemming from prohibitive rather than obligatory statements in regulatory
documents, as well as those covering the data and time perspectives of processes.
Furthermore, our proposed cost function can be employed to go beyond the
detection of violations by helping to assess which process change operation may
be employed to ensure compliant process execution.
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