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Abstract

We study privately releasing column sums of
a d-dimensional table with entries from a uni-
verse x undergoing T' row updates, called his-
togram under continual release. Our mech-
anisms give better additive f.-error than
existing mechanisms for a large class of
queries and input streams. Our first contri-
bution is an output-sensitive mechanism in
the insertions-only model (x = {0,1}) for
maintaining (i) the histogram or (ii) queries
that do not require maintaining the entire
histogram, such as the maximum or mini-
mum column sum, the median, or any quan-
tiles. The mechanism has an additive error of
O(dlog®(dq*) + logT') whp, where ¢* is the
maximum output value over all time steps
on this dataset. The mechanism does not re-
quire ¢* as input. This breaks the Q(dlogT)
bound of prior work when ¢* <« T. Our
second contribution is a mechanism for the
turnstile model that admits negative entry
updates (x = {—1,0,1}). This mechanism
has an additive error of O(dlog?(dK)+log T)
whp, where K is the number of times two
consecutive data rows differ, and the mech-
anism does not require K as input. This
is useful when monitoring inputs that only
vary under unusual circumstances. For d = 1
this gives the first private mechanism with
error O(log? K + log T)) for continual count-
ing in the turnstile model, improving on the
O(log? n+1log T)) error bound by Dwork et al.
(2015), where n is the number of ones in the
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stream, as well as allowing negative entries,
while Dwork et al. (2015) can only handle
nonnegative entries (x = {0,1}).

1 INTRODUCTION

Maintaining continual sums of a stream of numbers is
an integral subroutine in various applications, includ-
ing iterative first-order methods in machine learning
and online convex optimization, which require main-
taining the sum of all the past gradients to make fu-
ture decisions. Private mechanisms for these problems
thus rely on privately maintaining continual sums of
gradients (Kairouz et al., 2021; Zhang et al., 2022;
Denisov et al., 2022; Choquette-Choo et al., 2023b;
Asi et al., 2023; Choquette-Choo et al., 2023a; Xu
et al., 2023), or more generally of a stream of num-
bers (Dwork et al., 2010; Chan et al., 2011; Ficht-
enberger et al., 2023; Henzinger et al., 2023; Ander-
sson and Pagh, 2023; Henzinger and Upadhyay, 2025),
with minimal error. The privacy model used is the
well-studied model of differential privacy under contin-
ual observation (Dwork et al., 2006b, 2010), which re-
quires that the output distributions of a private mech-
anism are close on neighboring streams. When the
elements of the stream are nonnegative, this is the
insertions-only model, while the turnstile model allows
negative numbers as well.

Since the initial work of Dwork et al. (2010) and Chan
et al. (2011), achieving an asymptotic improvement
in the additive error of private continual counting or
proving that the current bound is optimal has become
a major open problem in the field. Recent work has
concentrated on non-asymptotic improvements: (1)
Fichtenberger et al. (2023); Andersson et al. (2024);
Henzinger and Upadhyay (2025) improved the con-
stant term in front of the larger asymptotic terms
in the additive error. (2) Dwork et al. (2015) im-
proved the error to optimal on sparse streams in the
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insertions-only setting with an error bound that is pa-
rameterized in the maximum output value. Currently,
all improvements to the additive error are interesting
since the huge error terms in existing mechanisms lead
to large choices of privacy parameters in practice to
ensure accurate outputs, which in turn leads to re-
duced privacy guarantees for these implementations.
We present two improvements to a high-dimensional
generalization of this problem in the spirit of the lat-
ter parameterized result of Dwork et al. (2015).

At a high level, Dwork et al. (2015) obtain their pa-
rameterized improvements by partitioning the stream
of inputs into intervals, then batching all the inputs
within an interval as a single input to a black-box con-
tinual counting mechanism. They show that the num-
ber of intervals created is proportional to the sparsity
of the input stream. This reduces the error dependence
on the length of the input stream to just its sparsity.

Extending continual sum of a stream of scalars to
maintaining continual coordinate sums of a stream of
d-dimensional vectors is a natural generalization when
one needs to keep track of high-dimensional informa-
tion, as is the case in the above machine learning appli-
cations. We study this setting, called the HISTOGRAM
problem, which requires maintaining for every i € [d],
the sum of the i-th coordinate of all (row) vectors
seen so far, called the i-th column sum. We also show
how to more accurately answer histogram queries that
do not necessarily require maintaining the entire his-
togram, for example, the minimum or median column
sum. Our error metric is the maximum error between
the mechanism’s output and the true output, where
the maximum is over all coordinates, all time steps,
and all queries, called the £, -error.

Definition 1.1 (Continual Histogram). Let d € N.
The input is a stream of T row vectors ', ..., 2T with
xt € x? for all t € [T] where ¥ is the data universe and
T is not given as input. In the insertions-only setting,
x = {0, 1}. In the turnstile model, x = {—1,0,1}. The
output of HISTOGRAM at each time step ¢ is (an addi-
tive approximation to) the column sums of all inputs
seen so far, i.e., h(t) = (3h_, 24)ic(g. When d = 1,
this is the continual counting problem.

An important definition in differential privacy is that
of neighboring streams, which specifies the level of pri-
vacy guaranteed by the mechanism. We use the stan-
dard event-level neighboring definition which allows
two neighboring streams to differ in all the coordinates
of exactly one of the d-dimensional input vectors.

Motivating Questions We discuss e-differential
privacy below, and drop ¢! and log(1/f3) factors (83 is
the failure probability) in the discussion for simplicity.
For private continual counting, the best known lower

bound on the additive error is Q(logT) (Dwork et al.,
2010) against an upper bound of O(log?T) (Dwork
et al., 2010; Chan et al., 2011). In the parameterized
setting, Dwork et al. (2015) presented a mechanism
with O(log2 n+log T') error for insertions-only streams,
where n is the largest output of the mechanism on the
entire stream. Since this mechanism asymptotically
improves on all other mechanisms for streams with
continual count 7°) and is optimal when the con-
tinual count is 0(2\/@), we ask the following gener-
alization to d-dimensional streams.

Can we exploit sparsity of outputs for private
continual HISTOGRAM and histogram queries
to obtain a smaller additive error?

Note that the requirement for histogram queries is
stronger than that of HISTOGRAM, since the histogram
query of, say, the minimum column sum has a much
smaller output than that of the entire HISTOGRAM.

The best known lower bound here is Q(d+logT) (Jain
et al., 2023; Dwork et al., 2010), and we show that ex-
isting mechanisms for HISTOGRAM have an additive
error of Q(dlogT). Thus, achieving o(dlogT') error
necessitates new approaches. Our first mechanism im-
proves on existing mechanisms for streams and queries
with maximum output value 7°1), and breaks the
Q(dlogT) barrier on streams with maximum output
value 0(2V°8T) | which answers the highlighted ques-
tion in the affirmative. The mechanism works by par-
titioning the input stream as in Dwork et al. (2015),
while taking the interaction between all d columns into
account. This extension to the multi-dimensional set-
ting involves overcoming multiple technical difficulties
which we detail later.

Another shortcoming of the mechanism of Dwork et al.
(2015) is that it does not allow negative entries. It im-
plicitly assumes that the continual count is increasing
monotonically, which might not be true for turnstile
streams. This motivates our second main question.

Can we obtain parameterized improvements
(similar to Dwork et al. (2015)) for turnstile
streams?

Improvements in the turnstile model are important
since continual histogram mechanisms in this model
are used as subroutines in more advanced private con-
tinual release mechanisms, such as in the above ma-
chine learning applications, fully dynamic graph mech-
anisms (Fichtenberger et al., 2021, 2023), for k-means
clustering in Euclidean spaces (la Tour et al., 2024),
and also to count the difference sequence (Fichten-
berger et al., 2021) of an insertions-only stream.
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We answer our second question in the affirmative,
by parameterizing on the number of fluctuations, K,
which is the number of times a row vector in the input
is different from its immediately preceding row vec-
tor. We show that the improvements achieved by our
first mechanism also carry over to the second, giving a
mechanism for HISTOGRAM on turnstile streams that
breaks the Q(dlogT) barrier on streams with small
K. At a high level, while existing mechanisms use
the sparse vector technique (SVT) to update outputs
when the function value changes a lot, our mechanism
instead uses SVT to check when the slope of the func-
tion changes a lot, and we show that one can still ob-
tain improved error bounds under this condition.

Prior Work We discuss current approaches to His-
TOGRAM and related queries for e-differential privacy,
and present the (€, d)-dp bounds in the appendix. The
bounds discussed are also presented in Tables 1 and 2.

On the lower bounds side, Jain et al. (2023) study His-
TOGRAM as well as maintaining the maximum column
sum (MAXSUM) and its coordinate (SUMSELECT) pri-
vately and show that the additive error! must be Q(d).
Combined with the counting lower bound of Q(logT)
of Dwork et al. (2010), this gives an Q(d + logT)
bound. Cohen et al. (2024) give a lower bound
of Q(min{n,logT}) for continual counting. On
the upper bound side, Jain et al. (2023) give an
O(dlogdlog®T) bound on the additive error’. In
the turnstile model, composing d binary tree count-
ing mechanisms of Chan et al. (2011), and suitably
scaling the privacy parameter and failure probability
of each mechanism, gives an error of O(dlog®(dT)).
For insertion-only streams, combining the mechanism
of Dwork et al. (2015) with observations by Qiu and
Yi (2022) and Chan et al. (2011) gives an error bound
of O(d1og?(dnmax) + dlog T), where Ny is the max-
imum column sum.

As seen from the bounds above, all existing histogram
mechanisms have an O(dlogT) term in their upper
bounds. We show that this dependency is inherent, by
proving that any histogram mechanism obtained as a
composition of d counting mechanisms has Q(dlogT)
error. This implies that any mechanism that beats this
barrier must necessarily take into account the interac-
tion between the different columns.

2 OUR RESULTS

To answer the questions raised above, we present two
new mechanisms. Both mechanisms achieve a param-

"We focus only on their bounds that are subpolynomial
in T since we consider the setting where 7" > d.
2Footnote 1 applies as well.

eterized error bound which does not have an additive
dlogT term, but is instead of the form O(dlong +
logT), with p, one of the above-mentioned parame-
ters, potentially much smaller than T'.

Mechanism 1: Our first mechanism gives new
parameterized upper bounds on the additive er-
ror in the insertions-only model for computing a
large class of histogram-based queries that include
HisTOGRAM, MAXSUM and MINSUM?, SUMSELECT,
as well as QUANTILEP4 and TorPK?®, where the pa-
rameter depends on the queries answered. More
specifically, the additive error of the mechanism is
O(d10g2(dq*)+logT), where ¢* is the mazimum
query value for the given input data at any time
step. Thus if ¢* = O(QW), our result breaks the
Q(dlogT) bound and is better than what can be
achieved by the previous mechanisms, even when the
maximum column sum Ny, = Q(77). Our mechanism
does not need to be given ¢* or T at initialization. The
lower bound of Q(d + logT') mentioned earlier implies
that the dependency on d or log T cannot be removed.

More generally, we define a class of real-valued queries,
called monotone histogram queries, that subsumes the
queries mentioned above. These queries are mono-
tonically increasing when a new (nonnegative) row is
added, and have low sensitivity. Informally, a query’s
sensitivity is the maximum difference between its out-
put values on two neighboring streams (see Def. 3.3).

Definition 2.1 (Monotone histogram query). A func-
tion ¢ : {{0,1}9}* — Rsq is a monotone histogram
query if it is monotonically increasing; has sensitivity
< 1; and depends only on the input column sums®.
Each individual coordinate sum satisfies this defini-
tion, as do all the queries described above. His-
TOGRAM can be obtained with d monotone histogram
queries, namely, each coordinate sum.

Theorem 1. Let z = z',...,z7 be an insertions-

only stream, and q1, ..., qn be m monotone histogram
queries. Mechanism 1 is e-differentially private, and
answers (qr(xt, ..., 2b), .. qm(xt, ... 2t)) at all time
steps t with a bound on the {-error of

O ((dlog®(dmgq*/B) +mlog(mg*/B) +logT) e *)

that holds with probability > 1 — 3 simultaneously over
all time steps, where ¢* = maxyepm) qx(x). Neither T
nor q* need to be given as input to the mechanism.

Answering a single monotone histogram query using
the best existing e-dp mechanisms requires computing

3MINSUM: Return the minimum column sum.

4QUANTILE]D: Return the p-th quantile column sum.

5TorK: Return the k-th largest column sums.

Ssymmetrically, this also works for monotonically de-
creasing functions in the deletions-only setting.
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Table 1: ¢ .-error of e-dp mechanisms for continual histogram queries with constant €, constant failure probability
in the insertions-only model, where n,x is the maximum column sum, ¢* is the maximum query output, and
K is the number of fluctuations in the input stream. K and ¢* do not need to be given to the mechanism. The
binary tree result is by Dwork et al. (2010) and Chan et al. (2011), and the partitioning follows from Dwork

et al. (2015); Chan et al. (2011) and Qiu and Yi (2022).

Mechanism HIisTOGRAM m histogram queries

Jain et al. (2023) O(dlog dlog® T) O(dlogdlog® T)
Binary Tree O(dlog*(dT)) O(dlog*(dT))
Partitioning O(dlog” (dnmax) + dlogT) O(dlog? (dnmax) + dlog T)
Theorem 1 O(dlog®(dnmax) + log T) | O(dlog*(dg*) + mlog(mq*) + log T)
Theorem 2 O (d log?(dK) + log T) O (d log®(dK) + log T)

Table 2: £ ,-error for e-dp mechanisms with constant e
and constant failure probability in the turnstile model,
where K is the number of fluctuations. The binary tree
result is by Dwork et al. (2010) and Chan et al. (2011).

Mechanism HISTOGRAM
Jain et al. (2023) O(dlogdlog® T)

Binary Tree O(dlog?(dT))

Theorem 2 O(d log”(dK) + log T)

a full histogram, which gives error O(dlog?(dnmax) +
dlogT). Theorem 1 improves on these bounds in three
significant ways: (1) The dlogT term is replaced by
a logT term, giving the first mechanism that achieves
a o(dlogT) bound on sparse outputs. (2) The poly-
logarithmic dependency of dlog?(dnmay) on the max-
imum column sum npy.yx is reduced to a polylogarith-
mic dependency of dlog?(dg*) on the mazimum query
value ¢*. For monotone histogram queries, we have
¢* < Nmax, and ¢* could be much smaller than n,y,
when computing, say, the minimum column sum or
the median column sum. This is true, for example, on
streams with a power-law distribution of the column
sums. (3) We can answer up to m queries without
incurring an extra additive O(mlogT) error, which
would happen when using standard composition.

We extend these results to natural-numbered inputs,
to (¢,9)-dp, and to different neighboring definitions in
Section 6.

Mechanism 2: Our second mechanism gives new
parameterized upper bounds in the turnstile model
for continual counting and HISTOGRAM. This mech-
anism has an additive error of O(dlog?(dK) + logT),
where K is the number of fluctuations, which is the
number of time steps where 2! # z'*1. It does not
need to be given K or T at initialization. This is
the first improvement in the turnstile model since the
2011 bound of O(log® T') for continual counting (and
O(dlog?(dT)+dlog T) for HISTOGRAM) by Chan et al.

(2011). Recall that the parameterized result of Dwork
et al. (2015) only works for insertions-only streams.

Our result generalizes the bound of Dwork et al. (2015)
in two regards: (1) to possibly negative-valued inputs,
and (2) to d-dimensional inputs. Our bound improves
or matches the additive error of Dwork et al. (2015) on
insertions-only streams, since K < 2dnm,.x. However,
K might be considerably smaller: a data stream that
contains n/2 ones followed by n/2 zeros has K = 1,
while nmax = T/2. Moreover, real world data of-
ten show strong time correlations, leading to a small
value of K. Examples include recommendation sys-
tems, where movies or products that are popular at a
given time are likely to be rated consecutively by more
people, and outlier monitoring processes, where many
of the generated reports are identical (when nothing
special has happened).
Theorem 2. Let x = z!,... 27 be a turnstile stream.
Let K be the total number of times xt # xt*t, for all
t < T. Mechanism 2 is e-differentially private, and
outputs an estimate of the histogram at all time steps
t with {-error bound O ((d log?(dK/B) + log T)e )
that holds with probability at least 1 — 3 simultaneously
over all time steps. Neither T nor K need to be given
as input to the mechanism.

Our result also gives new insights about stronger con-
tinual counting lower bounds: (a) Input streams con-
sisting of O(2V1°8T) non-zero entries will not lead to a
stronger lower bound for continual counting (Dwork
et al., 2015). (b) Even further, the input streams
would need to change frequently, i.e., w(ZW) times,
unlike the streams used in the current lower bounds of
(Dwork et al., 2010; Cohen et al., 2024).

Note that tight lower bound in K, i.e., a lower bound
of Q(log? K +1logT) for d = 1 that holds for all values
of K would also imply a lower bound of Q(log? T) for
continual counting (since K could be as large as T),
which is a major open problem in the area.
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3 PRELIMINARIES

Definition 3.1. Two streams z = z',...,2T and

y =yl ..., y" with 2yt € x? for all t € [T] are
(event-level) neighboring streams if there exists a time
step t* € [T] such that ' = y* for all ¢ # ¢* and
|2t — 4" ||oe < 1 for insertion-only streams, and
2t — 4! |loo < 2 for turnstile streams.

Continual Release Mechanism A mechanism A
in this model receives input z* € y at every time step
t, and produces an output a® = A(x!,... z*) which
may only rely on x! to 2t. AT(2) = (a',a?,...,a") is
the collection of the outputs at all time steps < T

Definition 3.2 (Differential privacy (Dwork et al.,
2006b)). A randomized mechanism A on a domain
XT is (e,0)-differentially private ((e,0)-dp) if for all
S € range(AT) and all neighboring z,y € x* we have

Pr[AT (z) € S] < e Pr[AT (y) € S] + 6.

If 6 = 0 then A is e-differentially private (e-dp).

Definition 3.3 (L,-sensitivity). The L,-sensitivity of

fox® = RY is maxg y neighboring || () — f(¥)llp- If
k =1, then this, the sensitivity of f, is equal for all p.

We use the Laplace distribution to ensure privacy.

Fact 1 (Dwork et al., 2006b). Let f : x* — R¥ be any
function with L-sensitivity A;. Let Y; ~ Lap(Aj/e)
for i € [k]. The mechanism A(z) = f(x)+(Y1,...,Y%)
satisfies e-dp.

Fact 2. If Y ~ Lap(b), then P(|Y| > t-b) = exp(—t).

Fact 3 (Simple Composition (Dwork et al., 2006a)).
Let Ay : x* — range(A;) and As : x* x range(A;) —
range(As) be € and e-dp mechanisms resp.. Then
Ay 0 Ay is €1 + eo-dp.

Differential Privacy Against an Adaptive Ad-
versary As a subroutine, we use a continual his-
togram mechanism that works in the stronger adaptive
continual release model defined by Jain et al. (2023).
In this model, the mechanism M interacts with a ran-
domized adversarial process Adv that has no restric-
tions on its time or space complexity. It knows the
mechanism M and all its inputs and outputs up to the
current time step, but not its random coin flips. Based
on this, Adv has to choose the input to M at the next
time step.

FEvent-level neighboring inputs are modelled as fol-
lows. All time steps except one are regular, and the
adversary is allowed to adaptively determine when
the special challenge time step occurs. At a regular
time step, Adv outputs one value z‘. At a challenge
time step, Adv outputs two values ;L"E 1) and xf r) such

and z!,... ,fo),x“‘l ..
are neighboring (here, H.’L‘EL) — x’ER)HOO < 1). At the
challenge time step, an external oracle selects one of
these two inputs and sends it to M. The oracle decides
at the beginning of the interaction whether it sends the
first or the second input to M. Importantly, this deci-
sion is not known either to Adv or M. The goal of the
adversary is to determine which decision was made by
the oracle, while the goal of the mechanism is to re-
turn the computed output, e.g., a histogram, such that
Adv does not find out which decision was made by the
oracle. A more formal description of the adaptive con-
tinual release model is given in the appendix. Denisov
et al. (2022) shows that e-dp under continual release
implies e-dp against an adaptive adversary, which is
not true for (e,d)-dp in general.

Fact 4 (Prop 2.1 of Denisov et al. (2022)). Every
mechanism that is e-differentially private in the contin-
ual release model is also e-dp in the adaptive continual
release model.

that xl,...,x’zL),xH‘l,...

5.

Continual Counting and Histogram The addi-
tive error bound of the e-dp continual counting mech-
anism by Chan et al. (2011) is O(log®(T/B)e!) with
probability 1 — 8 for all time steps t € [T] simultane-
ously, where T is not given as input to the mechanism.
The inputs are allowed to be integers, and neighboring
is as in Definition 3.1. A simple mechanism for contin-
ual histogram is using d binary counting mechanisms,
one per column. With Facts 3 and 4, this yields:

Fact 5. There is an e-dp mechanism for continual
histogram in the adaptive model whose f.-error is
bounded by O(dlog?(dT/3)e') with probability 1.

This gives a blackbox reduction from e-dp continual
histogram to e-dp continual counting. We show in
Appendix D that any continual histogram mechanism
constructed this way must have an error of 2(dlogT):

Lemma 3.1. Let A be any (¢/d)-dp continual count-
ing mechanism. Then the histogram mechanism H,
defined by running A independently for each coordi-
nate, must have an error of Q(dlog(T)e™1) at some
time step t < T with constant probability.

4 HISTOGRAM QUERIES
PARAMETERIZED IN
MAXIMUM QUERY OUTPUT

Mechanism 1 is designed to answer m monotone
histogram queries with output-sensitive error on
insertion-only streams. It consists of two main parts,
a partitioning mechanism and a black-box histogram
mechanism H. The goal of the partitioning mecha-



Differentially Private Continual Release of Histograms and Related Queries

nism is to sparsify the input stream provided to the his-
togram mechanism H by partitioning the input stream
into intervals. It batches consecutive inputs to Mech-
anism 1 together into an interval, and combines these
inputs into a single input to H.

In more detail, the algorithm keeps parameters ¢; and
s; for each coordinate, which keep the current estimate
of the column sum within the current interval, and
the total column sum, respectively. On an input z?, it
updates these values (line 14). It then tests if any of
the queries on s crosses a threshold (line 23). If not, it
returns the output from the previous round. If it does,
we insert the ¢; values into the blackbox histogram
algorithm H (line 25). It then updates the thresholds,
the parameters s;, and the output (lines 34-37). Note
that we keep a separate threshold for each query, and
they are updated differently depending on whether or
not the query answer was close to the threshold in this
round (lines 30-31).

The parameters and thresholds are chosen to mini-
mize the additive error: The longer the intervals, the
smaller the error from the histogram mechanism (since
it has fewer insertions), and the larger the error within
an interval (since the same output is used for all time
steps within an interval). The parameters of the mech-
anism (Threshj, D!, and C! for example) are chosen
with the goal of balancing these two kinds of error.

We want to point out two main differences in our ap-
proach compared to previous work, which are due to
two difficulties: first, we compute non-linear queries
on high-dimensional input data, and second, we want
to break the Q(dlogT) barrier. We explain first the
issues that arise and then how we overcome them.

We explain the first difficulty for the query MINSUM,
but it applies correspondingly to other monotone his-
togram queries as well. When d = 1 (continual count-
ing as in Dwork et al. (2015)), the partitioning mech-
anism does not depend on the output of the black-box
counting/histogram mechanism. This is because the
continual count over a stream is equal to the sum of
the continual counts of all intervals. This does not hold
for non-linear queries on higher dimensional inputs be-
cause the input stream cannot be decomposed into in-
tervals for queries like MINSUM, i.e., the MINSUM of
the entire stream cannot be obtained from knowing
just the MINSUM value of each interval. Instead, the
partitioning algorithm requires an estimate of the cur-
rent MINSUM value at every time step.

Since we do not want the computation during the cur-
rent interval to depend on the private data from prior
intervals, we reuse the last output of H, as it is a pri-
vatized number, in order to keep a running estimate of
MiINSuM. This, however, leads to the following tech-

Mechanism 1 Mechanism for answering m histogram
queries parameterized in the maximum query output.

1: Input: Stream ', 22, ... € {0,1}%, an adaptively
e-differentially private continual histogram mecha-
nism H, failure probability 3, additive error bound
err(t, ) that holds with probability > 1— 3 for the
output of H at time step t.

2: Output: Estimate of g (h(¢)) for all k € [m] and

allte N

> Initialization N

Initialize H

B =68/n%, By = B'/t? for any t € N

Thresh;, « 3e~1(12In(2/8') + 61n(6/5’) +

mln(6m/f’)) + 3 - err(1,5'/6) for all k € [m]

¢; < 0 for all ¢ € [d] > column sum within interval

s; + 0 for all i € [d] > histogram estimate

j+1 > number of intervals

10: 7 < Lap(6/¢)

11: out < (¢1(0),¢2(0),...,qm(0)) > current output
12: > Process the input stream N
13: for t € N do

14: | ¢ citat, s« s;+al foralli € [d]

15: > Set parameters 4
16: of, 1271 In(2/6;)

17: al + 667 11n(6/5;)

18: a% < 3¢ 'mIn(6m/B;)

19: ajy < err(j, 8;/6) _

20:  Cf < al, +al+ad, D« 3(Cf +ay)

21: > Test for threshold N
22: pe < Lap(12/e)

23: if 3k € [m]: qu(s) + pr > Thresh}, + 7; then

24: > Close the current interval <

25: insert (c1,...,cq) into H

26: reset ¢; <— 0 for all i € [d]

27: for k € [m] do

28: Y. < Lap(3m/e)

29: > if qi(s) is “close” to threshold, in-
crease threshold <

30: if gi(s) + ] > Thresh}, — C} then

31: t Thresh}, < Thresh}, + D

32: j—i+1

33: > update threshold for the new interval <

34: Thresh}, < Thresh}, — D |+ D! Vk € [m]

35: 7; < Lap(6/e) > pick fresh noise

36: (S1y...,84) < output(H)

37: out < (q1(s), ..., qm(s))

38: autput out
39:  Thresh"" < Threshj, — D} + D' V k € [m]

nical challenge: The partitioning mechanism depends
on the outputs of the histogram mechanism of prior
intervals, and the input to the histogram mechanism
depends on the output of the partitioning mechanism,
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and, hence, on the prior output of the histogram mech-
anism. Furthermore, given two neighboring streams
to Mechanism 1, the input to the black-box histogram
mechanism that is generated by the partitioning mech-
anism might not necessarily be neighboring streams
(consider the case where two wildly different parti-
tions are created on two neighboring streams, leading
to inputs to the histogram mechanism that are very
far apart). Thus, we cannot use a simple composition
theorem to show privacy for the combined mechanism.

To overcome this difficulty, we use a continuous his-
togram mechanism that is differentially private even if
the inputs are chosen adaptively. We note that con-
current composition theorems as given in, e.g., Haney
et al. (2023), cannot be used here in a black-box man-
ner, and explain the reasons in more detail in Ap-
pendix E. Adaptive differential privacy of the contin-
uous histogram mechanism allows us to separate the
privacy loss incurred by the partitioning mechanism
from that of the histogram mechanism.

The second difficulty relates to the Q(dlogT') barrier.
A naive partitioning technique is to maintain indepen-
dent thresholds for each query, and to use the sparse
vector technique (SVT) separately for each query to
check if the query answer is larger than its thresh-
old. If a query answer is larger than the threshold, an
interval is closed and the thresholds are increased ac-
cordingly. Since this involves interacting with private
data at each time step for every query, this approach
incurs the Q(dlogT) barrier of all prior work.

To overcome this, we design a partitioning mechanism
that works as follows: it checks first if there exists a
query that crosses a certain predefined threshold value
(line 23). If not, then the mechanism adds the current
input to the batch and does not close the current in-
terval. The output that was used for the previous time
step is reused.

If there exists a query crossing the threshold, then
the mechanism closes the current interval, sends the
batched input to H, and initializes a new interval. At
this point, the mechanism has privately determined
that there exists a query that crosses the threshold.
However, this information is not enough to update the
thresholds, since we need to also need to privately de-
termine the identities of all the queries that cross the
thresholds, which we do next.

Finally, the mechanism checks each query indepen-
dently and privately if its threshold needs to be up-
dated (line 30). The parameters are chosen such that
at least one query has its threshold updated at the end
of each interval.

For the utility proof of Dwork et al. (2015), it was

enough to show that their choice of threshold was
larger than the standard deviation of their Laplace
random variables. Due to the interplay between sev-
eral submechanisms, our utility proof requires a more
involved analysis.

Theorem 3. Let H be any (¢/3)-dp continual his-
togram mechanism with € > 0, and let q1,...,qmn be
any m monotone histogram queries. Mechanism 1 sat-
isfies e-dp. If H is the mechanism from Fact 5, then
on input x, Mechanism 1 has additive error

O ((dlogZ(qu*/ﬁ) + mlog(mq*/B) +logt) e )

at all t € [T] simultaneously with probability 1 — 3,
where ¢* = Maxy¢[m) MaX;[T) qe (2t 22, ... 2h).

5 HISTOGRAM PARAMETERIZED
IN THE NUMBER OF
FLUCTUATIONS

Mechanism 2 is designed to answer HISTOGRAM in the
turnstile model with a better error bound when the
number of times two consecutive rows differ is small,
called the number of fluctuations, K. The high-level
structure of the mechanism is similar to that of Mech-
anism 1, consisting of a partitioning mechanism that
interacts with a black-box histogram mechanism H.
The partitioning mechanism batches inputs together
into an interval, and sends the combined inputs in an
interval as a single input to the histogram mechanism.

Earlier, the output of Mechanism 1 in an interval was
set to the previous output of H, and the output re-
mained unchanged within the interval. In general,
when balancing the privacy-accuracy trade-off by lim-
iting the number of time steps for which the private
data is accessed, the classic strategy (as by Dwork
et al. (2015)) is to not update the output at all be-
tween two updates to the black-box mechanism (here,
the mechanism H). We go beyond this paradigm with
Mechanism 2, by modifying the estimate even within
an interval. In particular, our histogram estimate is
the sum of the last output of H and a function that
is linear in the length of the interval. The function is
chosen such that if the input stream remains stable,
i.e. the value does not change often, we do not need to
end the current interval often (here, only O(K) times).

Specifically, the output of Mechanism 2 within an in-
terval mimics the behavior of the previous batch of
updates. If the histogram was “significantly” increas-
ing (or decreasing) for a coordinate during the previous
interval, then the output of Mechanism 2 for this co-
ordinate in the current interval adds (or subtracts) an
estimate to the last output of H at each time step.
This corresponds to guessing the first-order deriva-
tive or gradient of each coordinate of the histogram
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Mechanism 2 Mechanism for HISTOGRAM parame-
terized in the number of fluctuations.

1: Input: Stream z',22,... € {~1,0,1}¢, an ¢/3-
differentially private continual histogram mecha-
nism H, failure probability g, additive error bound
err(t, 8) that holds with probability > 1— 3 for the
output of H at time step t.

2: Output: Estimate h(¢) at all t € N
3: > Initialization of all parameters N
4: Initialize H
5. 8" =68/nm2, By = B'/t? for any t € N
6: j« 1 > number of intervals
7: ¢; < 0 for all ¢ € [d] > column sum within interval
8: mode; < 0 for all i € [d]
9: tgig < O > length of current interval
10: 71 + Lap(9/e€), 72 + Lap(9/e)
11: Hoyy = 04 > initial histogram
12: > Process the input stream N
13: for t € N do
14: | ¢+ ci+atforallield
15: tait < tair + 1
16: a; < 2log(4/8;) + 2og(1/5;)
17: Thresh; 1 < mode; - taig — 20, i € [d]
18: Thresh; o < mode; - taig + 20y, @ € [d]
19: | ut + Lap(18/e)
20: | pb <« Lap(18/¢)
21: | if min;(¢; — Thresh; 1) < 71 — p! then
22: > close the current interval <
23: insert (ci,...,cq) into H
24: Hgyt < output(H) > update histogram
25: for i € [d] do
26: A; = Lap(3d/e)
27: > update modes N
28: if ¢; + )\ < Threshu + ay then
29: . mode; < max{mode; — 1,1}
30: reset ¢; < 0 for all i € [d]
31: jej+1
32: tair < 0; 71 < Lap(9/e)
33: else if max;(¢; — Thresh; 5) > 72 — pf then
34: > close the current interval N
35: insert (c1,...,cq) into H
36: H,yt < output(H) > update histogram
37: for i € [d] do
38: A; = Lap(3d/e)
39: > update modes 4
40: if ¢; + Ay > Thresh; » — o then
41: . mode; + min{mode; + 1,1}
42: reset ¢; < 0 for all i € [d]
43: j+—j+1
44: | taig < 0; 72 < Lap(9/e¢)
45: output H,.; + mode - taig

within the previous interval and then using this to vary
the output of the mechanism for the current interval.
When the additive error of the estimate accumulated
within an interval crosses a pre-specified threshold for
at least one coordinate, the current interval is closed
and the guess for the next interval is recomputed based
on whether the prior guess overestimated (or underes-
timated) the true count for the current interval.

In detail, the variable ¢; tracks the true count for coor-
dinate ¢ within the current interval, and tq;g is used to
count the number of time steps in the interval. Cru-
cially, we introduce the variables mode; for i € [d],
which assume values in {—1, 0,1} and are used to guess
the slope for each coordinate. Each mode; is initially 0.
Upon an input z¢, we first update ¢; and tqig (lines 14-
15) and the thresholds (lines 17-18). We use mode;-tais
as a guess for the count within the current interval for
each coordinate i — that is, if mode; = 1 (or 0 or —1)
we guess that coordinate ¢ consists in this interval only
of I’s (or 0’s or —1’s). In each round we check if for
some %, the guess is too large or too small compared
to ¢; (lines 21 and 33). If not, we output the previous
histogram output plus mode; - tqig for each coordinate
1. If for some 4, the guess is too large, we insert the c;
values into the blackbox histogram algorithm H and
update its output (lines 23-24). We then reduce the
modes of all coordinates i where mode;-tq;if is too large
compared to ¢; (line 29). If the guess is too small for
some %, we perform analogous updates (lines 33-44).

For our parameterized error bound, we use the fol-
lowing novel analysis approach: we subdivide the in-
put stream into maximal contiguous substreams dur-
ing which the input does not change, called episodes,
creating at most K + 1 episodes in the entire stream.
Within each episode, we prove that at most 9 inter-
vals are closed with high probability (whp) as follows:
the increase of ¢; in one time step, called the slope
of coordinate i, is constant within an episode and be-
longs to {—1,0,1}. Thus, within an episode, all d co-
ordinates can be placed into three groups according
to their slope. Within each interval, the mechanism
maintains one of three different modes for each coor-
dinate. We first show that for all coordinates with
an identical slope and an identical mode, their modes
are updated at the same time step whp. As intervals
are only closed when the mode of some coordinate is
modified, it suffices to bound the number of time steps
within an episode when a mode is updated.

Whenever the mode of a coordinate changes, it holds
whp that the absolute difference of its mode and its
slope is reduced by 1. Further, the mode will not be
updated anymore in this episode when it matches the
slope of the coordinate. Thus, if the slope of a group
is, say, 1, and there is a subgroup of coordinates of the
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group with mode —1 at the beginning of the episode,
then there will be at most two time steps where the
mode of this subgroup changes, namely first to 0 and
then to 1. Counting all subgroups and including the
potential interval closure when the episode ends results
in up to nine intervals closed within an episode whp.

Thus, taking first-order information into account ad-
mits improved bounds parameterized in the number of
fluctuations while also handling negative inputs, and
the novel extension of SVT allows the first use of input
partitioning techniques in the turnstile model.

Theorem 4. Let H be any (¢/3)-dp continual his-
togram mechanism with € > 0. Mechanism 2 satisfies
e-dp. If H is the mechanism from Fact 5, then on input
x, Mechanism 2 has additive error O((dlog?(dK/B) +
logT)e™ 1Y) at allt € [T) simultaneously with probability
1= B, where K =3, o) L@ # x-1).

6 EXTENSIONS

In this section, we present extensions and applications
of the results shown earlier.

In the case of Mechanism 1, our bounds also extend
to the setting when the entries are natural numbers
(x = N). We produce our bounds for (e, d)-dp in Ap-
pendix F, where the linear dependencies on d and m
are replaced by v/d and \/m respectively, achieving a
similar improvement over prior work as for e-dp. In
the standard definition, neighboring streams z and
y may differ in the entire input vector at one time
step, i.e., there is one time step t* such that 2! and
y*" could differ in all d coordinates. If z and y*  may
only differ in up to b < d coordinates, or, more gener-
ally, ||z*" — y*"||1 < b, then the linear dependency on
d is replaced by the same dependency in b.

We summarize the results of Theorem 1 applied to

some widely used query functions:

Corollary 6.1. Let x = z',..., 27 be an insertions-

only stream as in Definition 1.1. Consider the queries
HistoGraM, MAXSuM, SUMSELECT, TorPK, ME-
DIAN, MINSUM. Mechanism 1 answers the query at
all time steps t, is e-dp, and has an Lo -error of
(0] ((dlogQ(dp/ﬁ) +logT) 1) with probability > 1—
simultaneously over all time steps, where the parame-
ter p is Nyin for MINSUM, Npedian for MEDIAN, and
Nmax for the rest, where Nymin, Nmedian, 0N Nmax GTE
the minimum, median, and maximum column sum.

As in Mechanism 1, the same technique replaces the
d term with a v/d term for (e,d)-dp for Mechanism 2
as shown in Appendix F. Similarly, if two neighboring
streams may differ only in up to b < d coordinates at
one time step, then the linear dependency in d gets
replaced by b.

7 CONCLUSION

We have presented black-box reductions from contin-
ual counting to continual histogram via partitioning
mechanisms, and any improvement to continual count-
ing immediately leads to improvements for our param-
eterized mechanisms as well.

In addition to providing stronger upper bounds on
sparse queries and streams, our results further pro-
vide the following insights into possible approaches
for stronger lower bounds for these problems. In the
case of continual counting, the current lower bound of
Q(logT) is shown using sequences that only have two
switches. Thus, Algorithm 2 (as well as the algorithm
of Dwork et al. (2015)) give an error of O(logT) on
these sequences. However, the latter algorithm only
works for inputs in {0, 1}, while ours works even for
inputs from {—1,0,1}7. Tt follows that in order to
show a stronger lower bound for continual counting (if
it exists) a sequence with a large number of switches
has to be used, even if the input is from {—1,0,1}7.

In the case of continual histograms, we show that while
existing algorithms must have an Q(dlogT) error,
there is hope of removing this dlog T dependency. On
the hard sequences which achieve the Q(dlogT') lower
bound for existing algorithms, Algorithm 2 achieves an
error of O(dlog® d + log T) and Algorithm 1 achieves
an error of O(dlog? d + dloglog T + logT).

8 FUTURE DIRECTIONS

A major open question is to close the O(logT) vs
Q(logT) gap for continual counting and e-differential
privacy.  Additionally, for continual histogram, it
would be very interesting to see if there exists an e-
dp algorithm with O(d + log® T') error, separating the
dependence of the multiple dimensions from the depen-
dence on log T for all streams - or, if a lower bound of
Q(dlogT) for all algorithms for continual histogram
exists.

Next, many histogram settings contain streams drawn
from a specific underlying probability distribution.
One could imagine a histogram algorithm that learns
from its output history, and predicts future histogram
values, only updating the histogram when the error
of the prediction is too large. This would extend
our parameterized results to the domain of learning-
augmented private algorithms, which could reduce the
observed error by a large factor in practice. Often,
observed data is highly structured and not adversar-
ial, admitting much lower error bounds than for the
adversarial case.
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with human subjects, check if you include:

(a) The full text of instructions given to partici-
pants and screenshots. [Not Applicable]

(b) Descriptions of potential participant risks,
with links to Institutional Review Board
(IRB) approvals if applicable. [Not Appli-
cable]

(¢) The estimated hourly wage paid to partici-
pants and the total amount spent on partic-
ipant compensation. [Not Applicable]
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Differentially Private Continual Release of Histograms and Related Queries

A PRELIMINARIES (APPENDIX)

We present the adaptive adversarial model in more detail below, and recall some useful results for our proofs.
Notation We denote the set {1,...,n} by [n].

Continual Release Model In the continual release model, at every time step ¢, we add an element 2 € ¢
to the current data set. Note that for simplicity, we define the model as adding z' to the data set; in the
turnstile model we allow ! to have negative entries, capturing both insertions and deletions. The entire stream
of insertions is of length 7', and T is not given as input to the mechanism.

Definition A.1 (Laplace Distribution). The Laplace distribution centered at 0 with scale b is the distribution
with probability density function

1 — ||
fLap(b)(z) = %QXP <b> .
We use X ~ Lap(b) or just Lap(b) to denote a random variable X distributed according to frapw)(z)-

Differential Privacy Against an Adaptive Adversary As a subroutine, we use a continual histogram
mechanism that works in the stronger adaptive continual release model defined by Jain et al. (2023). In this
model, the mechanism M interacts with a randomized adversarial process Adv that has no restrictions on its
time or space complexity. It knows the mechanism M and all its inputs and outputs up to the current time step,
but not its random coin flips. Based on this, Adv has to choose the input to M for the next time step.

Event-level neighboring inputs are modelled as follows. All time steps except one are regular, and the adversary is
allowed to adaptively determine when the special challenge time step occurs. At a regular time step, Adv outputs

one value x*. At a challenge time step, Adv outputs two values zEL) and IER) such that 21, ... ,fo), 2t .. and
al,. .. w{p, ", ... are neighboring (here, |[2{;) — #{p|loc < 1). At the challenge time step, an external oracle

selects one of these two inputs and sends it to M. The oracle decides before the beginning of the interaction
whether it sends the first or the second input to M. Importantly, this decision is not known either to Adv or
M. The goal of the adversary is to determine which decision was made by the oracle, while the goal of the
mechanism is to return the computed output, e.g., a histogram, such that Adv does not find out which decision
was made by the oracle.

Game 3 Privacy game s 44, for the adaptive continual release model

1: Input: Stream length T' € N, side € {L, R} (not known to Adv and M)

2: for ¢t € [T] do

3: Adv outputs type' € {challenge, regular}, where challenge is only chosen for exactly one value of ¢
4: if type' = regular then

5: . Adv outputs z' € y which is sent to M

6

7

8

9

if type’ = challenge then
t t 2
Adv outputs (x(L),x(R)) €x
xfside) is sent to M
outputs a

More formally the relationship between Adv and M is modeled as a game between adversary Adv and mechanism
M, given in Game 3.

Definition A.2 (Differential privacy in the adaptive continual release model (Jain et al., 2023)). Given a
mechanism M the view of the adversary Adv in game IIjs 44, (Game 3) consists of Adv’s internal randomness,
as well as the outputs of both Adv and M. Let VJ\(jliZ)v denote Adv’s view at the end of the game run with input
side € {L, R}. Let V be the set of all possible views. Mechanism M is (e, 9)-differentially private in the adaptive

continual release model if, for all adversaries Adv and any S C V),

Pr(Vyi hay € S) < e Pr(V{y, € 8) +06
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and
Pr(Vyfhay € S) < €€ Pr(V{h, € 8) +6.
We also call such a mechanism adaptively (e, 0)-differentially private.

Probability Preliminaries

Lemma A.1l. Let Y1,...,Yy be independent variables with distribution Lap(b) and let Y = Zle Y;. Then

P(Y| > 2by/30(3/Bs) max(vVk, v/In(2/85)) < Bs.
Proof. Apply Corollary 12.3 of Dwork and Roth (2014) to by = --- = by = b. O

Lemma A.2. For a random variable X ~ D, if Pr[|X| > o] < 8, then for X1, Xa,..., Xy ~ D i.i.d., we have
Pr[max; | X;| > o] < k- B.

We use fx(x) to denote the probability density function of a continuous random variable X. For our privacy
proofs, we repeatedly use the fact that if X and Y are independent random variables with joint probability
density function fx y(x,y), then fxy(z,y) = fx(z) - fy (y). Thus for any event A(X,Y"), we have

[ 1A )y (o)dady = [ BHAC o)) ()dy

Yy

B HISTOGRAM QUERIES PARAMETERIZED IN MAXIMUM QUERY
ouTPUT

We gave an overview of how the mechanism works on an input stream in the main body. Here, we present the
privacy and utility proofs of Mechanism 4. We add the variable p; to the mechanism purely for the proof, to
denote the end of the j-th interval. In particular, [pj_1,p;) is the j-th interval.

B.1 Privacy

Recall that the main technical challenge to prove privacy of Mechanism 4 is the following: The partitioning
mechanism (which decides when to close an interval) depends on the outputs of the histogram mechanism for
prior intervals (unlike in Dwork et al. (2015), where the partitioning was independent of the output of the
counting mechanism), and the input to the histogram mechanism depend on the output of the partitioning
mechanism, and, hence, on the prior output of the histogram mechanism. Furthermore, given two neighboring
streams, the input to the histogram mechanism might not necessarily be neighboring, since the input to the
histogram depends on the partitioning (consider the case where two wildly different partitions are used on two
neighboring streams, leading to inputs to the histogram mechanism that are very far apart). Thus, we cannot
use a simple composition theorem to show privacy for the combined mechanism. To overcome this difficulty, we
use a continuous histogram mechanism that is differentially private even if the inputs are chosen adaptively. We
then perform a careful privacy analysis to show that the interaction between the adaptively differentially private
continuous histogram mechanism and the partitioning mechanism satisfies privacy. The fact that the continuous
histogram mechanism is adaptively differentially private allows us to separate the privacy loss incurred by the
partitioning mechanism from that of the histogram mechanism in the analysis.

Lemma B.1. Lete > 0. If H is an (¢/3)-differentially private continual histogram mechanism, then Mechanism 4
satisfies e-differential privacy. This holds independent of the initial setting of (s1,...,84), Threshz, D;, and C’Jt-s.
Proof. Let z and y be two neighboring streams that differ at time ¢*. Notice that the outputs of Mechanism 4
at any time step are a post-processing of the interval partitioning and the outputs (sy,...,sq) of the histogram
mechanism H for each interval. Thus, to argue privacy, we consider a mechanism A(z) which outputs the interval
partitions and outputs of H for each interval with input stream x. Let S be any subset of possible outputs of
A(). We show that
Pr[A(z) € S] <e°-Pr[A(y) € 5]
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Mechanism 4 Mechanism for answering m histogram queries parameterized in the maximum query output.

1:

N DN NN DNDDNDNDDNDDN DN o = = e =

w
—_

w w
w N

W W W w

39:
40:

—_ =

w
= e

w

Input: Stream z',22,... € {0,1}¢, an adaptively e-differentially private continual histogram mechanism H,

failure probability 3, additive error bound err(¢, ) that holds with probability > 1 — 8 for the output of H
at time step t.

: Output: Estimate of ¢ (h(t)) for all k € [m] and all t € N
: > Initialization <
: Initialize H

B =68/7%, B = B'/t? for any t € N

. Threshy, < 3¢ *(12In(2/8") + 61n(6/8") +mIn(6m/B')) + 3 - err(1, 3'/6) for all k € [m]

¢; < 0 for all i € [d] > column sum within interval
: 8; + 0 for all i € [d] > histogram estimate
j«1 > number of intervals
© Po — 0
: 71 < Lap(6/¢)
: out < (q1(0),42(0),...,¢m(0)) > current output
: > Process the input stream N
: for t e Ndo

¢ < i+l s; < s+t for all i € [d]
> Set parameters <
of, + 12¢7 ' In(2/6;)
al + 667 11n(6/5;)
04{:7 < 3¢ ImIn(6m/B;)
ajy < err(j, 85/6) ‘
Clal +al +ad, D}« 3(Ch+a7y)
> Test for threshold <
pr < Lap(12/e)
if 3k € [m] : qx(s) + py > Thresh], + 7; then
pj <t > Close the current interval
insert (c1,...,¢q) into H
reset ¢; < 0 for all i € [d]
for k € [m] do
i < Lap(3m/e)
> if qrp(s) is “close” to threshold, increase threshold 4
if qi(s) + 7 > Threshj — C! then
t Thresh}, <— Thresh!, + D

jJ+1
Thresh}, < Thresh}, — D§_1 + D; for all k € [m)] > update threshold for the new interval
7; < Lap(6/e) > pick fresh noise

(s1,...,84) < output(H)
- out < (q1(8), ..., qm(s))

output out

Thresh™ < Thresh}, — Dt + D;-H YV k€ [m]
];j T

The arguments also hold when swapping the identities of z and y since they are symmetric, which gives us the
privacy guarantee. Thus we focus on proving the inequality above.

We first argue that Mechanism 4 acts like an adversarial process in the adaptive continual release model towards
the histogram mechanism H. From our assumption on H it then follows that the output of H is ¢/3-differentially
private. We will combine this fact with an analysis of the modified sparse vector technique (which determines
when to close an interval) plus the properties of the Laplace mechanism (which determines when a threshold is
updated) to argue that the combined mechanism consisting of the partitioning and the histogram mechanism is
e-differentially private.

Recall that an adversary in the adaptive continual release model presented in Appendix A is given by a privacy
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Game 5 Privacy game Il ggy(z,y) for the adaptive continual release model and m queries for histogram
mechanism H

1: Input: Streams x = z!,22 ... 27 € {0,1}¢ and y = y*, 9%, ...,yT € {0,1}? such that x and y are

neighboring and differ in time t*, initial values s1, ..., sq, a stream of values D1, Ds, ..., a stream of values
Ch,Cq,. ..
2 po 0, « 1
3: ¢ =0and ¢/ =0 for all i € [d]
4: ChallengeOver = False
5: 7 < Lap(6/e)
6: Dy < Dy + 7 for all k € [m]
7: for t € [T] do
8 F=cf+al,s;=s;+a! foralli€ [d
9/ =c! 4yl forallie[d]
10: p = Lap(12/¢)
11: | if 3k € [m]: qu(s) +p > Dy then
12: pj <t
13: if p; > t* and ChallengeOver=False then
14: type; = challenge
15: output (¢*,c¥)
16: ChallengeOver=True
17: else
18: type; = regular
19: .~ output ¢”
20: for k € [m] do
21: dr(s) < qr(s) + Lap(3m/e)
22: if gr(s) > D(k) — C; then
23: L Dy < Dy + D;
24: L j—i+1
25: 7 < Lap(6/¢)
26: D(k) < D(k) — Dj,1 + Dj for all k£ € [m]
27: Dy < Dy + 7 for all k € [m]
28: reset ¢f < 0, ¢/ < 0 for all ¢ € [d]
29: receive (S1,...,84) < H

30: pj T
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game, whose generic form is presented in Game 3. Due to the complicated interaction between the partitioning
and H, the specification of such an adversarial process in our setting is given in Game 5. Call [ps_1,p¢) the
£-th interval. The basic idea is as follows: Let t* be the time step at which z and y differ. Conditioned on
identical choices for the random variables before time step t*, we have that all the intervals that the mechanism
creates and also the values that the mechanism (in its role as an adversary) gives to the histogram mechanism,
are identical for x and y before time step t*. These are regular time steps in the game. The value for the first
interval ending at or after time t* can differ and constitutes the challenge step. All remaining intervals lead to

regular steps in Game 5.

Note that the end of the intervals, i.e., the partitioning of the stream, is computed by the adversary. This
partitioning is based on the “noisy” histogram (the s; values), which are computed from the output of H (which
can depend on z and y, depending on side) and the values of the input stream z in the current interval - for
either value of side, since the adversary does not know side. We denote the adversary with input streams = and
y by Adv(z,y), and the corresponding game, Game Iy 44y(z,y). Our discussion above implies that Adv(z,y)
does not equal Adv(y, ).

The important observation from this game is that there is only one interval, i.e., only one time step for H, where
the adversary outputs two values, and in all other time steps it outputs only one value. Also, at the challenge
time step where it sends two values ¢® and ¢¥, these values differ by at most 1. Thus the adversarial process that
models the interaction between the partitioning mechanism and H fulfills the condition of the adaptive continual
release model. As we assume that H is e/3-differentially private in that model it follows that for all possible
neighboring input streams x and y for Il a4y (2, and all possible sides L and R it holds that

L € R
Pr(V}(I)jldv(Ly) €9) <e/? Pr(vé,’)‘dv(w}y) €9)

29) and V}(I}i)ldu(x,y) from Definition A.2. The same also holds with

the positions of x and y switched and for L and R switched. Since the choice of L/R merely decides whether
the counts ¢® or ¢ are sent by the game to H, we abuse notation and specify directly which count is sent to H,

() (v)
as VHfAdv(m,y) or VHZ,JAdv(z,y)'

where we use the definition of a view VISL,Z; do(

Recall that the view of the adversary in Game Il agy(s,) consists of its internal randomness as well as its
outputs and the output of H for the whole game, i.e., at the end of the game. The behavior of Adv(z,y) is
completely determined by its inputs consisting of z, y, the outputs of H, the thresholds D; and the values C;,
as well as by the functions ¢ and the random coin flips. However, for the privacy analysis only the partitioning
and the output of H matter since the output of Mechanism 4 only depends on those. Thus, we ignore the other
values in the view and say that a view V of the adversary Adv(z,y) in Game g, sdv(a,y) satisfies V' € S, if the
partitioning and the streams of (s1,...,sq) returned from H for all intervals match the output sequences in S.
Let Cf and D be as in the mechanism. Assume Game ITj 44y (z,y) is Tun with those settings of C} and Dj. By
the definition of Iz Ady(x,y), We have

Pr(A(@) € §) = Pr(V{ ) yuonyy € 5), and

Pr(A(y) € §) = Pr(Vi o) € 5):

We will prove below that

Pr (Vi hdom € S) < P PrVE )iy €S- (1)
Privacy then follows, since
Pr(A(@) € §) = Pr(V{ )y € 5)
<PV ko) €S) S PV € 8) (2)

= e Pr(A(y) € 9).

We now prove (1). Recall that when we run Adv(x,y) on side z, the interval partitioning is created according to
x and the outputs of H. Also for each interval, the input given to H is based on the counts for x, as we consider
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side x. When we run Adv(y,«) on side xz, then the interval partitioning is created according to y and for each
interval we give the counts for z as input to H. Thus in both cases the input given to H is based on the counts
for z, and hence, to prove inequality 1, it suffices to show that when running Adv(z,y) on side x and Adv(y,x)
on side x, the probabilities of getting a given partition and thresholds are €2¢/3-close. To simplify notation, we
denote running Adv(z,y) on side x as run(z), and Adv(y,x) on side = as run(y).

Recall that [p,_1,p¢) is the £** interval. Denote the interval that t* belongs to as the j-th interval. Note that
the probabilities of computing any fixed sequence of intervals [po,p1), ..., [Pj—2,Pj—1) With p;_1 < t* are the
same on both run(z) and run(y), since the streams are equal at all time steps before ¢*.

We want to argue two things: (A) fixing a particular time A > p;_1, the probability of p; = A is e/3-close on

run(z) and run(y); and (B) the probabilities of updating the thresholds, i.e., executing line 23 in Game 5 at
time p; for any subset of [d], is e*/*-close on run(z) and run(y). Then we show that this implies that (C) all the
thresholds Thresh), maintained by adversary are the same at the end of the interval.

The proof of (A) is similar to the privacy of the sparse vector technique (see e.g. Lyu et al. (2017)); (B) holds by
a post-processing of the Laplace mechanism; and (C) follows by carefully analyzing the sequences of events and
their dependencies. Before we prove these statements, (A), (B) and (C) together imply that the probabilities that
the j-th interval ends at the same time and that the thresholds are updated in the same way in all intervals in run

(z) and run(y) are e>/3-close. This implies that the probabilities Pr(VI(deU(I’y) € S) and Pr(ngLdv(y,m) €s)
2¢/3

are e*“/3-close for any subset S of possible outputs. Thus, (1) and therefore (2) follow, completing the proof.

(A) Fixing a particular time A > p;_1, we first show that the probability of interval j ending at A (i.e., p; = A)
is e“/3-close on run(x) and run(y). Fixing some notation, let y; ~ Lap(12/¢) and 7; ~ Lap(6/e) be as in the
mechanism, let s*(z) denote the vector of (s;);c(q at time ¢ for stream z, and fx denote the density function
of the random variable X. For the interval j to close at time A on run(z), there must exist a k € [m] with
@r(s*(x)) + pa > Threshj, + 7; at time A, and g,(st(z)) + p; < Thresh + 7; for all p;_; <t < X and £ € [m)].

Note that conditioning on all the random variables being the same on x and y before p;_1, we have that any s,
at time ¢ < p; can differ by at most 1 on « and y. Therefore g,(s*(x)) and gu(s*(y)) can also differ by at most 1
by sensitivity of g¢. Therefore, for p;_1 <t < A, any ¢ € [m] and any fixed value z € R that 7; can take, we have

Pr{ge(s’ () + pr < Threshy + 2]
< Prlge(s*(y)) + s < Threshy + 2 + 1]

Also, for fixed z € R (resp. ¢ € R) that 7; (resp. pua) can take,

Pr[qi(s*(x)) + ¢ > Thresh}, + 2]
< Pr[Qk(S)\(y)) +c+2> ThreshfC +z+1].

Now, since 7; ~ Lap(6/e), we have f,,(z) < e/®f, (z + 1). Similarly, since iy ~ Lap(12/€), we have f,, (c) <
e2/12f, (c+2) = e/Sf, (c). Now, integrating over the distributions of 7; and s, and using these properties
gives Pr[p; = A on x| < /3 Pr[p; = A on y]. We conclude that the probability of p; = A is e/3-close on run(z)
and run(y).

(B) Next, conditioned on all previous outputs of H being the same and p; being equal, we argue that the
probabilities of updating any subset of thresholds are close for both runs at time p;. Note that when they are
updated at the same time, they are updated in the same way. Since g (sP7(x)) and g(sP’(y)) can differ by at
most 1 for each k € [m], adding ], ~ Lap(3m/e) to every qx(sP’(y)) in line 22 ensures that the distributions of
a1 (579 () + 71 and qi.(s7 (y)) + 7], are e“/3-close for all k € [m] by composition. Since the condition in line 23
only depends on those, this implies that the probabilities of updating the threshold (i.e., executing line 23) on
any subset of [m] on run(z) and run(y) are e*/3-close.

(C) Up to interval j —1: We already argued in (A) that conditioned on all random variables being the same on
x and y before interval j, the executions of run(z) and run(y) are identical and, thus, all thresholds are updated
in the same way. Interval j and up: For any ¢ > j denote by E, the event that for run(z) and run(y), all the
intervals until interval ¢ end at the same time step, all the thresholds ThreshfC for t < p, are identical, and the
random variables used after time p, take the same values on both runs. We will next argue that conditioned on
event Ey, event Eyyq holds. Note that event E; holds by (B), and by definition, run(z) and run(y) both use the
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counts from stream z to compute the input for H. Inductively assume that event E, holds. Event E, implies
that all intervals < ¢ were closed at the same time on both runs and hence the same counts were given as input
to H. Since (a) the streams z and y are identical for all ¢ > py, (b) the thresholds and the outputs of H are
identical at the end of interval ¢, and (c) the random variables used after p; are identical (which follows from
event E;), we have that the ¢ + 1-st interval ends at the same time on both runs, and that the same thresholds
are updated, and by the same amount at time p;4;. This shows that event Fy4; holds, as required. O

B.2 Accuracy

After processing the input at time step ¢, let h® be the actual histogram, s’ be the value of s stored by Mech-
anism 1, and ¢*' be the maximum query value. Suppose t belongs to interval j, i.e., t € [pj—1,p;). Since the
mechanism outputs qx(sPi-1) at time ¢, our goal is to bound the additive error |qg(h?) — qx(sPi-1)| at all times
t € N and for all queries k € [m]. We do this as follows:

1. Use Laplace concentration bounds to bound the maximum value attained by the random variables used by
the mechanism (Lemma B.2).

2. Show that if query k crosses the threshold Threshf€7 then ¢ on the true histogram is not too much smaller
than the threshold (Lemma B.4).

3. Show that if query k crosses the threshold Threshz, then ¢ on the true histogram is not too much larger
than the threshold (Lemma B.5).

4. Bound the number of intervals produced by the mechanism (Lemma B.6).

5. Use all the above to bound the error of the mechanism (Lemma B.7).

We define the random variables (RVs) /,Lt,Tj,’}/i as in the mechanism. The variables ai,oﬂ;,o@ used in the
mechanism are defined such that they bound simultaneously with good probability (> 1 — ) the corresponding
RVs. In the rest of the section, we condition that the bounds hold on the random variables used in the mechanism.

Lemma B.2 (RV Bounds). There exists a histogram mechanism H such that the following bounds hold simul-
taneously with probability > 1 — f for allt,j € N and k € [m]

el < @, 7| <o, Ml <o, max ||s' = h'|l < 0, V€ [pj_1,p5)
t€lpj—1,p;)

where O‘Z =12¢11n(2/8,), ol =66 11n(6/5;), oz% =3¢ 'mIn(6m/5;),
afy = O(¢™"d - (log(j) log(d/ ) + (log )" *\/log(d/5)))

From the final bound above, we get the following lemma which bounds the error of the query values when
computed on the noisy histogram s stored by the mechanism.

Lemma B.3. Assume Lemma B.2 holds. Let t € [T| be any time step, and suppose t € [pj_1,p;). Then for all
k € [m], '
la(s") — ar(h)] < oy

Since our output at time ¢ is gx(sPi-1), our error is |qx(h') — g (sPi-1)|, which we bound as follows:
law(h') = i (s )| < lar(h') — qu(hP=*)| + |qu (WP =) — qu(sP~1))]
< lgr(hY) = qe(hPi=1)| + o, (by Lemma B.3)
< qre(ht) = qr(hPi=1) + oy, (since g and h are monotone and ¢ > p;_1)
our accuracy bound reduces to giving an upper bound on gx(h') and a lower bound on g (hPi-1).

We say k crosses the threshold at time t if line 32 of the mechanism is executed for k at time ¢. Note that then
t = p; for some j. Our lower bound on g (h?7) will be based on the fact that k crosses the threshold at time p;.
At time steps where k did not cross the threshold, our upper bound on gy (ht) will follow from a complementary
argument to the above lower bound.
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For an upper bound on g (h?7) at time steps when k crosses the threshold, we first show that k& did not cross
the threshold at time p; — 1 as follows: Let p; < p; be the last time step before p; when k crosses the threshold,
and never in between p, and p;. Then by definition of the mechanism, Threshi" — Thresh}* = Dé-)j . We use this
to show that g, must have increased by more than 1 between p, and p;. The latter fact implies two things: first,
that j < mg*; second, that k did not cross the threshold at time p; — 1. The latter can be used to get an upper
bound on g (hPi~1) and, by the 1-sensitivity of g, also on g (hPi). For the first interval, there does not exist
any such p, where the threshold was crossed previously. For this, we prove an auxiliary lemma that says that
p1 > 1, and hence no threshold was crossed at time p; — 1, and the rest of the analysis follows.

Combining the two gives an upper bound on gi(h*) — qx(h?s-*) of O(D% + a}, + o + o), which is the crucial
bound needed to upper bound |qx(ht) — qx(sPi-1)].

Our first lemma shows that whenever k crosses the threshold, the query value on the true histogram is not too
small compared to the threshold.

Lemma B.4 (lower bound). Assume Lemma B.2 holds. Let k € [m] and suppose k crosses the threshold at time
t= Dpj-

qr(hP7) > Thresh?’ — (af;f +ad +2a0 + a;',) .

Using the strategy mentioned above, we then prove that the query value on the true histogram is never too large
compared to the threshold. Along the way, we also show that every time k crosses the threshold, the query value
on the true histogram must increase.

Lemma B.5 (upper bound). Assume Lemma B.2 holds. Let k € [m] and t € N.
qi(ht) < Thresh}, + (a; +od + ol + ol + 1) .

Further, suppose k crosses the threshold at time t = p;. Then denoting by pe the last time before p; that k crossed
a threshold, it also holds that p; —pe > 1 and |gi(h?7) — qi(hP4)| > 1.

We use the second part of the above lemma to bound the number of intervals created by the mechanism, where
*t

q¢*" is the maximum query output at time t.
Lemma B.6. Assume Lemma B.2 holds. Mechanism 1 creates at most mq*' many segments upto time t.

Lemma B.7. Assume Lemma B.2 holds. Let t € N be any time step, and suppose t € [pj_1,p;). Then

Mechanism 1 is a;t)-accumte at time t, where

(t) _ t j j J
a;” =0 (O‘u +ai + o +aH)
In particular, for all t € N, Mechanism 1 is o™ -accurate, where

t t *t *t *t
a():O(a#—i—o/T"q +a't 4+ ay? )

The accuracy proof for Mechanism 4 then follows since we show that Lemma B.2 holds for the corresponding
values in the mechanism, and plugging them into the above lemma.

Corollary B.8. Mechanism / with a histogram mechanism with error err(t, ) has error at most

a® =0 (1(derr(mq*t, B/(mq*")?) + mlog(mqg**/B) + 10gt>

at all time steps t simultaneously with probability at least 1 — 3. In particular, using the histogram mechanism
from Fact 5 has error at most

a®) = O ((dlog?(dmq"/B) +mlog(mg"/B) +logt) ¢ )

at all time steps t simultaneously with probability at least 1 — [3.
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B.3 Accuracy Proofs

Lemma B.2 (RV Bounds). There exists a histogram mechanism H such that the following bounds hold simul-
taneously with probability > 1 — (8 for allt,j € N and k € [m]

el <afy Iml<ad, Rl <ad, max ||s" = bl < oy V€ [pj-1,p5)
a 7 t€[pj—1,p5)
where of, = 12¢ 1 In(2/5:), ol =6 n(6/5;), of =3¢ 'mIn(6m/B;),

afy = O(¢~"d - (log(j) log(d/ ) + (log j)"*\/log(d/B)))
Proof. Using Lemma 2 gives us the first three bounds below:

1. py ~ Lap(12/€) satisfies |u¢| < 12671 1n(2/8;) with probability > 1 — 3;/2.
2. 7; ~ Lap(6/¢) satisfies |7;| < 6! In(6/8;) with probability > 1 — 3;/6.
3. 'yi ~ Lap(3m/e) satisfies Wi| < 3¢ 'mIn(6m/B;) for all k € [m] simultaneously with probability > 1— 3; /6.

4. By assumption, the output of H at time p;_; has additive error at most err(j, 5;/6) with probability
at least 1 — 3;/6. In particular, the histogram mechanism from Fact 5 guarantees err(j,3) = O(e~'d -

(log(j) log(d/B) + (log j)**\/log(d/B))).

By a union bound, all the four bounds hold at every time step with probability at least 1 — Z;’i 158e/2 —
Z;’ilﬁjﬂ:l—ﬁ. O

Lemma B.3. Assume Lemma B.2 holds. Let t € [T] be any time step, and suppose t € [p;_1,p;). Then for all
k € [m],

lar(s*) = ax(h")] < oy
Proof. This follows, since
lai(s") = ax(h*)] < [|s" = h']|oo < oy
where the first inequality is a consequence of g having sensitivity one, and the second is from the Lemma B.2. [

Lemma B.4 (lower bound). Assume Lemma B.2 holds. Let k € [m] and suppose k crosses the threshold at time
t= pj .
@i (hP7) > Thresh}’ — (aﬂf +al 420 + afg) .

Proof. This follows from the sensitivity of g, and the fact that k crosses the threshold at time p;.

qe(hP7) > g (sP7) — oy (by Lemma B.3)

> qi(sP7) + 'y,z — ai - oﬂﬁ (by definition of o)

> Threshy’ — C}7 — ol — ol (since k crosses the threshold)

> Thresh)’ — of, — al — 20 — ol (by definition of C}7)

as required. O

Lemma B.9. Assume Lemma B.2 holds. Let k € [m] and suppose k did not cross the threshold at time t. Then

qr(h") < Thresh}, + (O‘Z +ad + a?‘Y + a%) .
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Proof. Since k did not cross the threshold at time ¢, either the condition in line 24 was false or the condition in
line 31 was false for k at time t. Thus, one of the following holds

qx(s") < Thresh}, + ai +ad < Thresh}, + az +ad + ai if line 24 was false, or
qr(s') < Thresh}, — Ci+ aZ; < Thresh}, + of, + o + ai if line 31 was false.

Combining this with Lemma B.3 gives the required bound. O

Lemma B.10. Assume Lemma B.2 holds. No interval is closed on the first time step, i.e., p1 > 1.

Proof. Note that Cf = aft +al + a?r Thus, if the condition in line 24 is true at time p;, then the condition in
line 31 is also true for some k. Said differently, whenever we end a segment, there also exists an k such that k
crosses the threshold. Using Lemma B.4 with ¢ = p; gives us that

qr(h?") > Thresh}' — (af} + a) + 20, + ajy).

Note that since D' > alt + al + 2a,1y + al;, this implies gx(hP1) > 1. As gy increases by at most 1 per time
step and ¢x(0,...,0) = 0, it follows that p; > 1. O

Lemma B.5 (upper bound). Assume Lemma B.2 holds. Let k € [m] and t € N.
qr(h') < Threshl, + (O‘Z +al +al +ad + 1) ,

Further, suppose k crosses the threshold at time t = p;. Then denoting by p¢ the last time before p; that k crossed
a threshold, it also holds that p; —pe > 1 and |gi(h?9) — qi(hP¢)| > 1.

Proof. If k did not cross the threshold at time ¢, then the bound follows from Lemma B.9. Thus assume k crosses
the threshold at time ¢t = p;. The first part of the claim follows if we show that & did not cross the threshold at
time p; — 1, and p; —1 > 1, since then Lemma B.9 holds at time p; — 1 and g, has sensitivity one. We show the
claim by induction over the number of times k crosses the threshold.

Case 1: p; is the first time £k crosses the threshold. Since p; is the first time k crosses the threshold,
clearly, k did not cross the threshold at time p; —1. Further, Lemma B.10 gives us that p; > p; > 1 and therefore
p; —1 > 1. Using Lemma B.9 with ¢ = p; — 1, and the fact that ¢ has sensitivity one gives the required bound.

Case 2: p; is not the first time £ crosses the threshold. Clearly p; —1 > 1 holds in this case. Then let
pe be the last time at which % crosses the threshold before p;. By induction, we have for p, that

qk (hpz) < Threshzf —+ azf + af_ + Oé,l; + aft[ + 1
< Threshzj - D;.” +abi + ol + a?y ol +1

Since k crosses the threshold at time p;, Lemma B.4 with ¢t = p; gives
qr(h?7) > Thresh}’ — (87 + o + 20, + o)
Putting both these inequalities together, we get
|gx (hP7) — g (hP?)] > (Threshzj — (oF +al 420, + oz%)
- (Threshzj — DY 4 (b + ol + ol + oy + 1))
— Db — (204';]' +207 +3ad + 207 + 1) > 1,

since D} > 3(C} + od;) and Cl = al, + ol +al. As g has sensitivity one, we have p; — p¢ > 1, and thus, k
did not cross the threshold at time p; — 1. Lemma B.9 with ¢t = p; — 1 and the sensitivity of g then gives the
required bound. O
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Lemma B.6. Assume Lemma B.2 holds. Mechanism 1 creates at most mq*' many segments upto time t.

Proof. Since C} = a!, + of + o, whenever the condition in line 24 is true, then the condition in line 31 is also
true for some k, i.e., k crosses the threshold. By Lemma B.5, the query value of ¢ on the true histogram grows
by at least one every time k crosses the threshold. Since ¢** bounds the maximum number of times any query
answer can increase before time ¢, there can be at most mg*" many threshold crossings for all k € [m] combined,
and thus the lemma follows. O

Lemma B.7. Assume Lemma B.2 holds. Let t € N be any time step, and suppose t € [pj_1,pj). Then
()

Mechanism 1 is a;’-accurate at time t, where
ol =0 (ozt +ol +al +af )
J Iz T ¥ H
In particular, for all t € N, Mechanism 1 is o'V -accurate, where
¢ ¢ *t *t *T
o) :O(au—l—a:”q +al 4 al? )

Proof. Once we prove the first part, the second follows from Lemma B.6. Since ¢ € [pj_1,p;), the output of the
mechanism at time ¢ is g (s?7-1). Thus the error at time ¢ is

() — (5] < Jau (1) — s (05 i (072) — ()
< Jar(h') — qr(RP7=1)| + oy (by Lemma B.3)
< qr(h") — qu(hPi=1) + a?{ (since g, monotone and t > p; 1)

Our task reduces to giving an upper bound on g (h?), and a lower bound on gy (h*i-1). We have two cases
depending on whether k has previously crossed a threshold. Let tg,si(k) be the first time in the whole input
sequence that k crosses the threshold.

Case 1: t < tgst(k). Since the histogram is empty before the first input arrives, gx(h*°) = 0. Thus

ak(h') — qr(hP=1) < qi(h') — @i (h?)

< Threshf, + (o, + ol + o + ol +1) (by Lemma B.5)
=D! +(al, +ol +al + ol +1) (since Threshj, = D!)
=0(a, + ol + ozf'y +aly) (since D% = 3(al, + ol + o + ay))

Case 2: t > tast(k). Let py be the largest time step before ¢ when & crosses the threshold. Then

qr(h') < Thresh}, + (afl +aod + afY + a{q +1) (by Lemma B.5)
and  g(hP*) > Thresh}’ — (ot + ot + 20& + aly) (by Lemma B.4)
> Thresh}, — Dj — (aj, + ol + 20(2, + o)

Putting these together, we get

ar(h') — qu(h?=*) < qr(h') — qu(h?*)

=0(al, + o + ol + o) (since D% = 3(al, + ol + o + aly))
which proves the lemma. O

Corollary B.8. Mechanism /J with a histogram mechanism with error err(t, ) has error at most

= 0 (Laerstmg", 5/ma*y) + mlogtong”'/5) + 101
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at all time steps t simultaneously with probability at least 1 — 8. In particular, using the histogram mechanism
from Fact 5 has error at most

o' = O ((dlog®(dmq*/B) + mlog(mq*/B) + logt) € ')

at all time steps t simultaneously with probability at least 1 — [3.

Proof. Lemma B.2 and Lemma B.7 together give us that Mechanism 4 is a(Y)-accurate at time ¢, where
O‘Z =0 (671 10g(2t/ﬁ)) , ai =0 (eil log(j/ﬂ)) ,
ol =0 (e 'mlog(mj/B)), oy = O(err(j, 6/5%))

Since a® = O (afl +al + aZ; + a{q) with j < mg*", this gives the lemma. For the histogram mechanism from
Fact 5,

oy = 0 (7d- (1og(s) 1og(dj/B) + (l0z.)*v/1oe(di /5] )
=0 (e_ldlogz(dj/ﬂ)) ;
which gives
o) = 0 ((dlog*(dmqg"/B) +mlog(mq" /) +logt) )

as claimed. O

B.4 Extensions

For (e,d)-dp, we use an adaptively differentially private continual histogram mechanism H and the Gaussian
mechanism for ~;, which gives an error bound of

ol = 0 (e og(1/5) - (Valog™ (dmq"" /) + v/imlog(mg™ /5) + ogt) )

for (e, d)-differential privacy. We present the technical details in Appendix F.

C HISTOGRAM PARAMETERIZED IN THE NUMBER OF FLUCTUATIONS

As earlier, we gave an overview of how the mechanism works on an input stream in the main body. Here, we
present the privacy and utility proofs of Mechanism 6. We add the variable p; to the mechanism purely for the
proof, to denote the end of the j-th interval. In particular, [p;_1,p;) is the j-th interval.

C.1 Privacy

We show e-differential privacy for neighboring streams x and y which are allowed to differ at one time step
by s-norm 1, ie., there exists a t* such that [|2!" — y' ||oc < 1. Then, by group privacy, the mechanism is
2e-differentially private for neighboring streams that are allowed to differ by f.-norm 2.

Lemma C.1. Mechanism 6 is e-differentially private.

To prove Lemma C.1, we note that the outputs of Mechanism 6 are a post-processing of three parts: 1.) the
mechanism computing pg, p1, . - .; 2.) the mechanism updating the values of mode; 3.) and a continual histogram
mechanism. Note that in Mechanism 6, 1.) and 2.) do not depend on the outputs of 3.), and 3.) is ¢/3-
differentially private by assumption. Thus, it is enough to show that the parts of the mechanism computing
Do, P1,--. and the values of mode together are 2¢/3-differentially private, as then Mechanism 6 is differentially
private by the composition theorem (Fact 3).

Lemma C.2. The mechanism obtained by running Mechanism 6 and outputting only the values of po,p1,---,
and the values of mode; at every time step, is 2¢/3-differentially private.
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Mechanism 6 Mechanism for HISTOGRAM parameterized in the number of fluctuations.
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Input: Stream z',22%,... € {-1,0,1}¢, an ¢/3-differentially private continual histogram mechanism H,

failure probability /3, additive error bound err(¢, 8) that holds with probability > 1 — 3 for the output of H
at time step t.

: Output: Estimate h(¢) at all t € N
: > Initialization of all parameters N
: Initialize H

B =63/m% By = p'/t? for any t € N

j<1 > number of intervals
po <0
: ¢; < 0 for all i € [d] > column sum within interval
: mode; < 0 for all ¢ € [d]
s taig < 0 > length of current interval
: 11 < Lap(9/e), 72 < Lap(9/¢)
: Hoy =07 > initial histogram
: > Process the input stream N
: for t e Ndo

¢; + ¢+t for all i € [d]

taigr < taig + 1

oy Zlog(4/B) + 22log(1/B;)
Thresh; 1 < mode; - taig — 20y, 1 € [d]
Thresh; o < mode; - taig + 20y, @ € [d]
p1i < Lap(18/¢)

pt5 < Lap(18/e)

if min;(c; — Thresh; 1) < 71 — p! then

pj 1 > close the current interval
insert (c1,...,¢q) into H
Hgy < output(H) > update histogram
for i € [d] do

A = Lap(3d/e)

> update modes N

if ; + \; < Threshm + a4 then
. mode; < max{mode; — 1,1}
reset ¢; <— 0 for all i € [d]
j—7+1
taig < 0; 71 + Lap(9/e)
else if max;(c; — Thresh; 5) > 72 — pb then

pj <t > close the current interval
insert (c1,...,¢q) into H
Hgy + output(H) > update histogram
for i € [d] do

A; = Lap(3d/e)

> update modes 4

if ¢; + A; > Thresh; 2 — a; then
. mode; < min{mode; + 1,1}
reset ¢; <— 0 for all i € [d]
j+—ji+1
- taig < 0; 72 < Lap(9/e)
output H,.; + mode - taig
pj T
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We first provide a short proof sketch. The partitioning mechanism basically consists of instances of AboveThresh-
old (see Dwork and Roth (2014)) on disjoint parts of the stream, and the updating of modes is a post-processing
of a Laplace mechanism. Thus, intuitively, it should be enough to use parallel composition on both the
AboveThreshold mechanisms and the Laplace mechanisms, and then use sequential composition on 1.) and
2.). However, there is a technicality that the inputs and thresholds to AboveThreshold mechanisms depend on
their previous outputs, and the mode updates depend on the output of the AboveThreshold mechanism, which
depends on the previous mode update. Thus, we cannot use a regular parallel composition argument and thus
provide the full proof.

Proof. We focus on proving that the part of Mechanism 6 computing pg, p1, ... and the sequence of mode values
is 2¢/3-differentially private. Since these do not depend on the outputs of 3.) the histogram mechanism, we can
then use composition to argue that Mechanism 6 is e-differentially private under continual observation.

Consider any possible partitioning P = [po,p1),-- -, [p¢—1,pe) of [0,T) and any stream of M = M°, ... M7,
where M = (mode!, ..., model;)) and mode} is the setting of variable mode; at time t. We show that the
probabilities of getting P and M when running Mechanism 6 on two neighboring streams are 2¢/3-close. For
two neighboring streams x and y, let t* be the time where 2 and y differ and let [p;_1,p;) be the interval in P
which contains t*. Note that |[z!" — y'"||o < 1. Before p;_1, all probabilities are the same; conditioning on the
run of z and y to be identical up to time p;_;, we show that the probabilities of closing the next interval of y at
p; and updating the mode of y to mode!’ are close to the probabilities of doing so on z. Note that the original
setting of mode; is always 0 for all 7 on both z and y. Let c¢!(x) and c!(y) denote the values of ¢; at time ¢ on
the run of x and y, respectively.

We compare the probabilities of closing the jth interval at time p; for x and y, and doing so because the
conditions in line 22 resp. 34 were fulfilled (note that we need to differentiate these two, since the values of mode
get updated differently in both cases). In order to close the j-th interval at time p;, either the condition in line
22 or 34 has to be fulfilled at time p;, and neither of them can be fulfilled at any time ¢ € (p;j_1,p;). First, we
analyze the probabilities that at time p;, condition 22 was fulfilled, and neither condition 34 nor 22 was fulfilled
at times t € (pj_1,p;) (case A). Let z; be some fixed value for 71 in the interval (p;_1,p;], 22 some fixed value
of 73 in the interval (p;_1,p;], and m; a fixed value of p}’. We have

e for all p;_; <t < p;: Pr[min; c¢{(x) + pt > Thresh; + 21] < Pr[mincf(y) + pf > Thresh; + 2, — 1],
e for all p;_; <t < p;: Prlmax; c!(x) + pf < Threshy + 25| < Pr[max; ct(y) + pb < Threshy + 2o + 1],
e for t = p;: Pr[min; ¢f(x) + m; < Thresh; + 2] < Pr[min; ¢!(y) + my — 2 < Threshy + z; — 1].
Thus, the same outcome can be achieved by shifting 7 and 75 by at most 1, and 1}? by at most 2. By integrating

in the same way as in the proof of Lemma B.1, since 71 and 7o are distributed according to Lap(9/¢) and u! is
distributed according to Lap(18/¢), the distributions are ¢/3-close.

Next, we analyze the probabilities that at time p;, condition 34 was fulfilled, and neither 34 nor 22 was fulfilled
at times ¢ € (pj—1,p;), and the condition in line 22 was not fulfilled at time p; (case B). Similar to before, let 2
be some fixed value for 7 in the interval (p;j_1,p;], z2 some fixed value of 75 in the interval (p;_1,p;], and ms a
fixed value of u5’. We have

e for all p;_; <t <pj;: Pr[min; ¢{(x) + pt > Thresh; + 2] < Pr[mincf(y) + pf > Thresh; + 2 — 1],
e for all p;_; <t < p;: Prlmax; c!(x) + p < Threshy + 25| < Pr[max; cf(y) + pb < Threshy + 2o + 1],
e for t = p;: Pr[max; c!(z) + mo > Threshs + 2] < Prlmax; c!(y) + ma + 2 > Threshy + 2o + 1].
Thus, the same outcome can be achieved by shifting 7 and 75 by at most 1, and u5’ by at most 2. By integrating

in the same way as in the proof of Lemma B.1, since 71 and 7o are distributed according to Lap(9/¢) and pu} is
distributed according to Lap(18/¢), the distributions are e/3-close.

Conditioning on ending the j-th interval at p; and case A resp. case B, we need to argue about the updating of
the modes (lines 30 and 42, respectively). Since we add Lap(3d/e) to ci’ (z) resp. ¢}’ (y) for all 4, and ||cPi (z) —
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cPi(y)|]1 < d, the probabilities of any output set are €/3-close by the properties of the Laplace mechanism. By
post-processing, the probabilities of updating mode; to MP?7 are €/3-close on x and y. Together, the probabilities
of getting [po,p1), ..., [pj—1,p;) and MO, ... MPi are 2¢/3 close on z and y. Since the rest of the mechanism
depends only on p;, MPi, and the input streams for times ¢t > p; > t*, conditioning on p; and MP?/ the
probabilities are equal. We get that the probabilities of getting P and M are 2¢/3-close on z and y. This shows
that the partitioning mechanism together with the mode updates is 2¢/3-differentially private. O

C.2 Accuracy

Let K; be the number of times up to time ¢ that two consecutive input data rows differ, even if they differ just
in one coordinate, i.e., the number of time such that z* # 2* +! for ¢/ < ¢.

Lemma C.3. With probability at least 1 — 33, Mechanism 6 has error at most O(err(9K; + 9, 8) + < log(9K; +
9) + Llog(t/B))) at all time steps t, where err((, B) is the error of the histogram mechanism H that holds with
probability at least 1 — B for all length-€ prefixes of the input stream.

Similarly to the accuracy proof in Section B, our proof of Lemma C.3 builds on first bounding the values of all
random variables and the error of H such that all bounds hold simultaneously with probability 1 — 38. We call
this event F and condition on it. Formally,

1. Let t € [1,T]. With probability at least 1 —/3;/4, any Y drawn from Lap(b/e) for any b has an absolute value

blog(4/8+) 181og(4/8:)

of at most . Thus, by a union bound, with probability at least 1 — 3;, we have |uf| <

and |7;| < w for i =1 and ¢ = 2 at any fixed time ¢. Using a union bound over all time steps ¢ and
observing that Zte[l’T] By = Zte[l,T] 63" /(m?t?) < B3, it follows that with probability at least 1 — 3 for i = 1
and i = 2 and for all time steps ¢ that |uf| < M.

2. With probability at least 1 — 3;, any Y drawn from Lap(3d/e) has an absolute value of at most 22 log(1/5;).

Thus, by a union bound as above, with probability at least 1 — 3, we have |\;| < 2%log(1/8;) for all values
of )\i.

3. By the properties of H, with probability at least 1 — 3, the error of H after j inputs is at most err(j, 8) for
all 5.

FEvent E is the event that all three conditions hold, which happens with probability at least 1 — 338. The proof
now consists of two main lemmata, Lemma C.5 and Lemma C.6. To show them we need:

Claim C.4. Conditioned on event E the following hold:

1) If at some time ¢ the condition in line 22 is true for some i € [1,d], then the condition in line 29 is true for all
¢ € [1,d] with ¢; = ¢; and modey, = mode;, i.e., modey is updated for all such 2.

2) If at some time ¢ the condition in line 34 is true for some 4 € [1, d], then the condition in line 41 is true for all
¢ € [1,d] with ¢; = ¢; and modey, = mode;, i.e., mode, is updated for all such ¢.

Proof of Claim C.4. If the condition in line 22 or line 34 is true, ¢t = p; for some j. In the following, we use variable
names to denote their value at time ¢ when line 22 is reached. Further, if the condition in line 22 is true, then by the
assumed bounds on the random variables in event F, there exists a ¢; such that ¢; < Thresh; ; + M. Since
[Ai| < %log(l/ﬂj), we have ¢; + \; < ¢; + ¥log(1/ﬂj) < Thresh; ; + M + 3—edlog(l/ﬁj) = Thresh; 1 + v,
by definition of ay. Thus, the condition in line 29 is true for ¢. Note that this is also case for all £ € [1,d] \ i
with ¢, = ¢; and mode;, = mode;, since then Thresh; ; = Threshy ;. Now, to show that mode; actually changed,
we need to show that mode; # —1 at the beginning of the round. Assume mode; = —1 at the beginning of the
round. Then ¢; + A; < Thresh; 1 + ar = —taig — oy, thus ¢; < —tag — o + ¥1og(1/6j) < —tqifr, which is a
contradiction since tgig > ¢; > —taig always. By the same argument, mode, is updated for all £ € [1,d] with
¢y = ¢; and modep, = mode;. This proves the first part of the claim.

Similarly, if the condition in line 34 is true, then by the assumed bounds on the random variables, there exists
an % such that ¢; > Thresh; o — w. Note that this is also case for all £ € [1,d], j # i with ¢; = ¢;. Since
[Ai] < 3—jllog(l/ﬁj), we have ¢; + \; > ¢; — %log(l/ﬂj) > Thresh; o — 27log(4/Be) _ 3—Edlog(l/ﬁj) = Thresh; o — a,

€
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by definition of az. Thus, the condition in line 41 is true for i. Note that this is also case for all £ € [1,d],
{ # i with ¢, = ¢; and modey; = mode;. Now, to show that mode; actually changed, we need to show that
mode; # 1 at the beginning of the round. Assume it was. Then ¢; + A; > Thresh; » — o = taig + oy, thus
¢ > taig + o — 3—Edlog(l/ﬂj) > tgig, which is a contradiction since tgig > ¢; > —tqir always. By the same
argument, mode, is changed, for all ¢ € [1,d] with ¢, = ¢; and modey = mode;. This proves the second part of
the claim. O

The next lemma shows an error bound at time ¢ on the output of Mechanism 6 depending on the number of
intervals (n;) produced by the mechanism. This follows from (A) the fact that the histogram receives n; inputs,
and (B) from the fact that we can bound the additional error accumulated within an interval by O(g log(n,) +

< log(t/B)).
Lemma C.5. Let n; be the number of closed intervals at the end of time step t, i.e., if t = p; for some j, then

ne =j, and if t € (pj—1,p;), then ny = j — 1. Conditioned on event E, the mazimum additive error for all time
steps t' < t is O(err(ny, B) + 4 log(n,) + 2 log(t/B)).

Proof of Lemma C.5. We differentiate two cases.

1. If t = p; for some j < n,, the output is equal to Hoyy, in which case the error is at most err(ny, 5), by the
properties of H.

2. Ift € (pj_1,pj), J < my+1, let t = pj_1 +tairr and denote by out’ the output at time ¢. The error at time step
t is given by max; | Zi/:l xf —out!| < max;(] Zfﬂ;ll :E‘;/ —outti-t|+|c; —mode; -taig |, where ¢;, mode; and tqig
correspond to the values of those variables in the mechanism at time ¢. | S5/} ! —out?s—1| < err(ns, 8) by
the properties of H. Thus, we bound |¢; —mode; -tqig|. If either condition 34 or 22 would have been true, then
t = p; for some j, a contradiction. Thus, both conditions were false. Since we conditioned on the absolute
values of ut, pb being bounded by 18108(4/8t) and the absolute values of 71, 7 being bounded by w, we

€
have ¢; — mode; - tqig + 2 > —M for all i (because 22 is false) and ¢; — mode; - taig — 2c; < M

for all ¢ (because 34 is false). We have |¢; — mode; - taig| < M +2a;y = O(21og(1/8;) + L log(1/B;)) =
O(£log(ne/B) + ¢ log(t/B)). L

Lemma C.6. Conditioned on event E, at any time step t, no more than min(t,9K; + 9) intervals were closed
at the end of time step t.

To prove Lemma C.6 we partition the stream of input rows into episodes such that (1) an episode starts at time
t =1 and also at time ¢’ € [T} if row z* ~! and row 2! differ, and (2) an episode ends at the end of the stream
and also at time ' € [T] if row 2! and row 2! ! differ. Our proof idea is to show that in no episode more
than 9 intervals are closed. As there are at most K; + 1 episodes by the definition of episodes, Lemma C.6 will
follow. For episodes in which no interval is closed, nothing has to be shown. Thus, we study in the following
episodes in which at least one interval is closed. We first show the following claims, which basically show that if
the mechanism receives the same row x! for a “long enough” time period, then eventually it will set the mode
vector equal to z?.

Let c! (resp. Thresh;, resp. Thresh;,) denote the value of ¢; (resp. Thresh; ; resp. Thresh; 5) after the initial
processing of time step ¢, i.e., in line 22.
Claim C.7. Let I be an episode in which at least one interval is closed and let t* be the first time step at which

an interval is closed in I. Conditioned on event E, if at any time step ¢ > t* where ¢ € I row x! equals the vector
mode then no mode is updated in time step t.

Proof. Consider a time step ¢t > t* in I and let ¢’ with t* < ¢’ < ¢ be the last time before ¢ that a mode was
changed. Then ¢; is reset to 0 at time t/, for all ¢ € [d]. By definition of ¢, mode; did not change since t’, and
by definition of I, z did not change since t'. Thus, ¢! = (t — t') - ' = tgig - ©* = taig - mode.

Thus for each i € [d], ¢f — Thresh}, = 20y and ¢} — Thresh} , = —2a for all i € [d]. It follows that min;(c} —

Thresh} ;) = 20y and min;(c} — Thresh!,) = —2a;. But since we condition on E, |uf| < w and
|m1] < %7 it follows that 2a, = 22 log(4/8;) + log(1/B;) > 71 — pt and that —2a;, = —2 log(4/8;) —
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% log(1/B;) < T2 — pb. Thus, the conditions on lines 22 and 34 cannot hold and the interval does not close at

Claim C.8. Let I be an episode in which at least one interval is closed and let t* be the first time step at which
an interval is closed in I. Conditioned on event E, at any time step ¢ > t* where ¢ € I and for any i € [d] if
mode; < x! at the start of ¢ then mode; will not decrease in time step ¢ and, symmetrically, if mode; > x! at the
start of t then mode; will not increase in time step t.

Proof. Consider a coordinate i € [d] and a time step ¢ > ¢t* in I and let ¢ with t* < ¢’ < ¢ be the last time before
t that a mode was changed. Then ¢; is reset to 0 at time ¢, for all i € [d]. By definition of ¢ mode; did not
change since t’, and by definition of I, z; did not change since ¢'. Thus, ¢! = (t — ') - 2! = tgg - 2.

If zt > mode;, then ¢! > tqig-mode;. Due to the conditioning it follows that cﬁ—Threshf’1 = ct—tag-mode;+20; >
200 = 2 log(4/B) + 22 1og(1/B;) + a > oy — A, and, thus, the condition in Line 29 does not hold in time step
t and mode; will not decrease.

If 2t < mode;, then ¢! < tqi-mode;. Due to the conditioning it follows that cf—Thresh;2 = ct—taig-mode;—20y; <
—2a; = —2log(4/B) — 34 log(1/B;) — ay < —ay — Ay, and, thus, the condition in Line 41 does not hold in time
step t and mode; will not increase. O

The proof of Lemma C.6 now consists of a careful case analysis using Claim C.7 and Claim C.8 to show that
within any episode, at most 9 intervals will be closed.

Proof of Lemma C.6. The claim that there are at most ¢ closed intervals follows trivially as at most one interval
is closed in a single time step.

We proceed to show that there are at most 9K; + 9 closed intervals up to time step ¢. By Claim C.4 whenever
an interval ends, at least one mode has to change. Thus, we will study in the following how many time steps
exist that contain a mode update. By the definition of K; there are exactly K; + 1 many episodes up to time
step t and, thus, it suffices to show that for any episode I, there are at most 9 time steps in I where a mode is
updated.

If no interval is closed in I, i.e., no mode is ever updated, the claim holds trivially for I. Thus in the following
assume that there is at least one time step where a mode is updated and let t* be the first such time step. As a
shorthand we use m; to denote the value of mode; at the end of time step t*. Note that ¢! = 0 and 2% = x!" for
all i € [d] and all ¢ € I. Thus for all subsequent time steps ¢ > ¢* in I and for all coordinates 4, j with x| =
it holds that ¢t = c?. Thus, by Claim C.4, every time ¢ an interval is closed, there exists an z* € {—1,0,1}
and m* € {—1,0,1} such that mode; is updated for all i with 2! = 2* and m; = m*. As there are only 3
possible values that a variable z! = :vf can assume, it suffices to study for each value z* € {—1,0, 1} how often
a coordinate i with #1” = z* updates its mode within I. We analyze three cases:

First we consider all coordinates ¢ with zf = —1 and partition them into 3 subgroups depending on their m;
value. For m; = —1, Claim C.7 shows that there are no time steps with mode updates as the value of the mode
and z; are equal. For m; = 0, Claim C.8 shows that there is at most one time step with mode updates, which
decreases the mode to -1. For m; = 1, Claim C.8 shows that there are at most two time steps with mode updates,
each decreasing the mode by 1. Thus there are at most 3 time steps with mode updates for all coordinates 7
with 2! = —1.

Next consider all coordinates ¢ with mﬁ* = 0 and partition them into 3 subgroups depending on m;. For m; = 0,
there are no time steps with mode updates as the value of the mode and x; are equal. For m; = 1, there is
at most one time step with mode updates, which decreases the mode to 0. For m; = —1, there is at most one
time steps with mode updates, which increases the mode to 0. Thus there are at most 2 time steps with mode
updates for all coordinates i with z!" = 0.

Finally we consider all coordinates ¢ with xﬁ = 1 and partition them into 3 subgroups depending on m;. For
m; = 1, Claim C.7 shows that there are no time steps with mode updates as the value of the mode and z; are
equal. For m; = 0, there is at most one time step with mode updates, which increases the mode to 1. For
m; = —1, there are at most two time steps with mode updates, each increasing the mode by 1. Thus there are
at most 3 time steps with mode updates for all coordinates ¢ with xf =1
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Thus, combined with the update at time step t* a mode update happens in at most 9 time steps in episode I.
This concludes the proof. O

Lemma C.3 now follows by Lemma C.5 and Lemma C.6.

D AN Q(d-log7T) LOWER BOUND FOR INDEPENDENTLY
DIFFERENTIALLY PRIVATE d-DIMENSIONAL BINARY COUNTING

So far, all upper bounds for HISTOGRAM and even for MAXSUM which were not polynomial in T relied on running
d independent binary counting mechanisms in parallel, and all achieved an error Q(dlogT') for e-differential
privacy. In this section we prove that using this strategy one cannot do better. For this, we formally define the
following alternative version of differential privacy and neighboring streams of elements from {0, 1}%:

Definition D.1 (Independent differential privacy). Let = be a stream of T elements from {0, 1}¢. We say = and
y are independently neighboring if and only if for every i € [1,d] there exists a time step ¢; such that z! = y! for
all t # t;. A mechanism A is independently e-differentially private if it fulfills Definition 3.2 for independently
neighboring x and y.

Note that this is a superset of the earlier definition of neighboring streams, i.e., all  and y which are neighboring
are also independently neighboring, but not vice-versa. Thus, independent differential privacy is a stronger
property then differential privacy.

We show the lower bound using a packing argument (Hardt and Talwar, 2010), which relies on the group
privacy property of differential privacy summarized in Fact 6. We say x and y are k-neighboring if there
exist x = X1, Xs,..., X, = y such that X; and X;; are neighboring for all 1 < ¢ < k. In the same way, we
say x and y are independently k-neighboring if there exist x = Xy, Xo,..., Xy = y such that X; and X;;, are
independently neighboring for all 1 <14 < k.

Fact 6. Let A be an e-(independently) differentially private mechanism and x and y be (independently) k-
neighboring. Then for all S' € range(A)

P(A(z) € S) < efP(A(y) € S)

Note that computing all d column sums by running independent binary counting mechanisms fulfills independent
e-differential privacy. Next we show that Q(dlogT") noise is necessary for computing the noisy column sums in
every time step while preserving independent e-differential privacy.

Theorem 5. Assume d < /T. Then there is a T' = T'(€) such that any independently e-differentially private
mechanism for computing all d column sums cannot be («, §)-accurate for constant 8 and o < dllgsT for streams
of length T > T".

Proof. Let b= dlgneT. We assume without loss of generality that T is a multiple of b, otherwise we pad the stream
with zero vectors. We start by dividing [1, 7] into T'/b blocks of length b, i.e. By = [1,b], By = [b+ 1,20], ...,

Bry, = [T'—b+1,T]. Now, for any vector v € [T/b]? define the following stream z(v) and output data set S(v):

e x(v)i =1ifand only if t € [(v; — 1) - b+ 1,v; - b], else z(v)! = 0. That is, for every coordinate d there is
exactly one block which consists of only ones, and that block is the one specified by the ith coordinate in v.

e Denote s! the estimate for the ith column sum output by the mechanism in time ¢. S(v) includes all outputs
such that st < b/2 for all t < (v; — 1) - b and s! > b/2 for all t > v; - b.

Now let B = 1/3 and assume there is a mechanism A which is (o, 8) accurate for o = 42T = /2. Then
P(A(z(v)) € S(v)) > 2. Further, we have that for any v,v’ € [T/b]%, z(v) and z(v') are independently 2b-

neighboring: for every coordinate i, xz(v’); and x(v); differ in at most 2b timesteps. Therefore, by Fact 6,
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P(A(z(v)) € S(v")) > 2e~%%¢. Additionally, all S(v) are disjoint for distinct v. Thus

3
1> Z 2 —2be
- 3
v€E[T/b]¢

_2( 8T\ _anr
- 3\dlnT

d
2 (8VTe i
> = 1/vVT
-3 ( InT ) (1/ \/>)
d
2 (8VTe -
-3\ InT
for large enough T, which is a contradiction. O

E USAGE OF CONCURRENT COMPOSITION

Our e-dp result could alternatively be shown as follows: One could use the result of Qiu and Yi (2022) to argue
adaptive parallel composition for the partitioning mechanism, then Fact 4 by Denisov et al. (2022) to argue that
the e-dp partitioning mechanism in the continual release model is also e-dp in the adaptive continual release
model, and then use the result of Vadhan and Wang (2021) to concurrently compose the adaptive partitioning
and adaptive histogram mechanisms. However, this would not reduce the technical complexity of the proof, and
also not be self-contained.

Moreover, this proof strategy does not work for (e,d)-dp at all. Adaptive parallel composition in the (e, d)-
dp setting is an open problem. Guerra-Balboa et al. (2024) give an adaptive parallel composition theorem
for (e,d)-dp, but their result assumes that the partition of the dataset is given beforehand, while we require
that the partition of the dataset is also performed adaptively. Further, it is not enough to show that the
partitioning mechanism is differentially private, we would need to show that it is adaptively private since a
general transformation as in the e-dp case does not exist here, and is only known for specific mechanisms.

F EXTENSION TO (¢ 6)-DIFFERENTIAL PRIVACY

We will use noise drawn from the Normal distribution for our mechanism. The mechanism constructed using
noise drawn from the Normal distribution is known as the Gaussian mechanism, which satisfies (e, d)-dp.
Definition F.1 (Normal Distribution). The normal distribution centered at 0 with variance o is the distribution
with the probability density function

Pt (@) = ——exp (L
= xp | ———=
N(0,02) o/2n p 202

We use X ~ N(0,0?) or sometimes just N(0,0?) to denote a random variable X distributed according to IN(,02)-

Fact 7 (Theorem A.1 in Dwork and Roth (2014): Gaussian mechanism). Let f be any function f : x — R™
with Lo-sensitivity Ag. Let € € (0,1), ¢ > 21In(1.25/6), and o > cAs(f)/e. Let Y; ~ N(0,02) for i € [m]. Then
the mechanism defined as:

A(z) = f(z) + (Y1,...,Ym)

satisfies (e, 0)-differential privacy.

We use the following continual histogram mechanism H introduced by Fichtenberger et al. (2023), which achieves
an error of O(e~*log(1/8)logty/dIn(dt)) at time step ¢. Since their mechanism fulfills the conditions of Theorem
2.1 of Denisov et al. (2022), the same privacy guarantees hold for their mechanism in the adaptive continual
release model.

Fact 8 ((e,0)-differentially private continual histogram against an adaptive adversary). There is an (e,0)-
differentially private mechanism in the adaptive continual release model for continual histogram that with prob-
ability > 1 — 3, has error bounded by O(e~!log(1/§)logt+/dIn(dt/3)) at time t.
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F.1 Histogram Queries

We make the following changes to the mechanism to obtain an (e, §)-dp mechanism for histogram queries.

1. Initialize an (e/3,8/(2¢%</?))-adaptively dp continual histogram mechanism H.
2. Sample ’y,i ~ N(0, 18k In(4e%</3/8) /€?).

3. Set oﬂv' to 66_1\/m In(12e2¢/3m/(83;)).

Privacy. We detail the changes to the privacy proof from the e-dp case. As in the e-dp case, we need to now
show that
PriA(z) € S]<ef-Pr[A(y) € S|+ 46

Since H is (e/3,6/(2e%/?))-adaptively differentially private, we get that

(Vf‘(l’gﬁz)‘ldv(aj y €9) < e/? PT(VIS Ldv(Jc 5 €S+ 5/(2e*/%)

and
Pr(Vi sutay) € S) < €2 PHVI 10y € ) +0/(267%).
Thus all we would need to show would be
(VI({mAdv(x y €9) < e*/? Pr(VP(IIAdv(y 2 €5)+6/2, (3)
since then
Pr(A(@) € §) = Pr(V{ )y € 5)
< /3 Pr(V}(;”Adv () €S)+0/2 "
se Pr(vf(ly,)ﬁldv(ya €S)+0

=ePr(A(y) € S)+ 4
The partitioning is still e¢/3-close by the same arguments since we use the same random variables as in the e-dp
case. For the thresholds, note that conditioned on all previous outputs of H and p; being equal, gx(s?’(x))
and g (sP7(y)) can differ by at most 1 for each k € [m]. Thus the Ly difference between the two vectors is at
most /m. By Lemma 7 for the Gaussian mechanism, adding N (0, 18k In(4e2</3/5) /€?) noise to every qi(sP/ (y))
ensures that the distributions of g (sP7(z)) + 7], and g (sPi (y)) + i are (e*/3,5/2¢%*/%)-close for all k € [m].
Since the condition in line 31 only depends on those, this implies that the probabilities of executing line 31 on
any subset of [m] on run(z) and run(y) are (e/?, 5/2@6/3)—(:lose7 as required.

Accuracy. We have that Lemma B.2 holds with af,,a as carlier, af = 6¢~'y/mIn(12¢2/3m/(63;)) and
oy = O(eMog(1/8) log j/dIn(dj/B)). Thus, by Lemma B.7, the mechanism has error at most

a® =0 (efl log(1/46) - (\/&log?’/z(qu*t/ﬂ) + v/mlog(mq*'/3) + log t))

at all time steps t with probability at least 1 — 5 as required.

F.2 Histogram Parameterized in the Number of Fluctuations

We make the following changes to the mechanism to obtain an (e, §)-dp mechanism for HISTOGRAM parameterized
in the number of fluctuations.

1. Initialize an (¢/3,d/2)-adaptively dp continual histogram mechanism H.
2. Sample %j ~ N(0,18d In(4e3/3/5) /2.
3. Replace 34 log(1/3;) with 6e~1\/dIn(4e2/3/53;).
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Privacy. We detail the changes to the privacy proof from the e-dp case.

We will show that the computation of pg, p1, ... along with the sequence of mode value updates is (2¢/3, §/2)-dp.
Then the result follows by basic composition with the histogram mechanism.

The partitioning is still e¢/3-close by the same arguments since we use the same random variables as in the e-dp
case. For the modes, note that conditioning on ending the j-th interval at p;, ||c? (z) — cP?(y)||2 < V/d. Thus,
by Lemma 7, adding N (0, 18dIn(4e2/3/5)/e? noise to each c;’ ensures that the distributions on z and y are
(e</3,68/2e¢/3)-close. Thus both the partitioning and mode updates together are (2¢/3,5/2)-dp as required.

Accuracy. Using the histogram mechanism from Fact 8, and replacing %log(l/ﬁj) in the proof with

6e 1 \/m , we get that the mechanism has error at most
0 (6*1 log(1/8) - (\/Zilog?’”(df(/ﬂ) +log t))
at all time steps t with probability at least 1 — .
G THE SPARSE VECTOR TECHNIQUE
The sparse vector technique is based on an algorithm by Dwork et al. (2009) and was described more fully by

Dwork and Roth (2014). The version described in Algorithm 7 is by Lyu et al. (2017) for ¢ = 1 (the main
difference is that it allows different thresholds for every query).

Mechanism 7 AboveThreshold
1: Input: Data Set D, Sensitivity bound A, thresholds Thresh;, Threshs, ..., and queries ¢, ¢2, ... which are
have sensitivity at most A

2: 7 = Lap(2A/e)

3: fori=1,...,do

4: w; = Lap(4A/e)

5: if ¢;(D) + p; > Thresh; + 7 then
6: output a; = YES

T Abort

8: else

9:

| output a; = No

Lemma G.1 (Dwork and Roth, 2014; Lyu et al., 2017). Algorithm 7 is e-differentially private.

Lemma G.2 (Dwork and Roth, 2014; Lyu et al., 2017). Algorithm 7 fulfills the following accuracy guarantees

for a = w: For any sequence q1,...,q. of queries it holds with probability at least 1 — j3,

1. for i such that a; = YES we have

q;(D) > Thresh; — «,

2. for all i such that a; = NO we have

¢i(D) < Thresh; + .
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