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Abstract

Infrastructure as Code (IaC) empowers software developers and operations
teams to automate the deployment and management of IT infrastructure
through code. This is particularly valuable for continuously released deploy-
ments such as microservices and cloud-based systems. IaC technologies offer
flexibility in provisioning and deploying application architectures. However,
if the structure is not well-designed, it can lead to severe issues related to
coupling aspects. Unfortunately, a lack of comprehensive coupling guidelines
for IaC makes ensuring adherence to best practices challenging. Leveraging
IaC-based models, metrics, and source code can enhance the comprehension
and implementation of coupling measures.

Our objective was to investigate how developers understand information
derived from system source code and compare it to formal IaC system dia-
grams and metrics. We conducted a controlled experiment involving a group
of participants to evaluate the understandability of IaC system architecture
descriptions through source code inspection and formal representations.

We hypothesized that providing formal IaC system diagrams and met-
rics as supplementary materials would improve the understanding of IaC
coupling-related practices measured by task correctness . We also expected
that these supplementary resources would lead to a significant increase in
task duration and that there would be a notable correlation between correct-
ness and duration.

The results suggest that including formal IaC system diagrams and met-
rics as supplementary materials significantly enhances the comprehension of
IaC coupling-related practices, as indicated by task correctness . Moreover,
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providing these formal representations does not significantly prolong task
duration, indicating that they do not hinder understanding. A substantial
correlation between task correctness and duration is evident when formal IaC
system diagrams and metrics are available.

Keywords: Infrastructure as code, modeling, best practices, controlled
experiment, empirical software engineering, empirical study

1. Introduction

Today, numerous microservice-based systems undergo rapid releases, lead-
ing to frequent alterations not only in the system’s implementation but also
in its infrastructure and deployment processes [1, 2]. Additionally, there is
a substantial rise in the number of infrastructure nodes required by these
systems [2], and how these elements are managed and structured can con-
siderably influence development and deployment procedures. IaC offers the
capability to automate the provisioning and management of infrastructure
nodes through reusable scripts, as opposed to manual operations [3]. IaC
ensures that a provisioned environment remains consistent each time it’s
deployed in the same configuration, with configuration files housing infras-
tructure specifications, simplifying the process of editing and distributing
configurations [3, 4]. Furthermore, IaC contributes to enhancing consistency
and promoting loose coupling by segregating deployment artifacts based on
the responsibilities of services and teams.

Infrastructure stacks can be employed to organize the deployment in-
frastructure effectively. An infrastructure stack represents a collection of
infrastructure elements and resources defined, provisioned, and updated as a
cohesive unit [3]. An incorrect structural approach can result in significant
issues if coupling-related considerations are overlooked.

1.1. Problem Statement

Despite its advantages, the flexibility of IaC can lead to coupling issues,
which can impact the maintainability and scalability of systems. Poorly
organized coupling can result in components being tightly interdependent.
This makes it difficult for the system to grow, modify, or scale. While some
research addresses coupling at the code level in IaC [5, 6], few studies focus
on coupling at the design or architecture level. Architectural-level coupling
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issues, such as tightly integrated services or components, limit the ability to
independently deploy, update, or scale individual parts.

Addressing coupling at the design level is essential for large-scale IaC
deployments, where multiple components must interact while remaining de-
coupled for independent development and deployment. Unfortunately, formal
guidelines and documented best practices for managing coupling in IaC re-
main limited [7, 8]. Existing industry guidelines [9, 10] often provide general
recommendations but lack specificity for ensuring loose coupling in complex
IaC architectures.

Consider a typical microservices setup using Infrastructure as Code (IaC).
The level of connection between services, infrastructure parts, and configu-
rations plays a big role in how flexible the system is. For example, if multiple
microservices share the same environment, changing one service can impact
the others, making it harder to scale or modify services independently. To
assess the coupling in an IaC script, it’s not enough to look at individual or
local changes; you also need to consider how services are linked, how they
depend on infrastructure and the entire deployment configuration.

It has been customary to use diagrams, particularly UML models, to
help practitioners better understand software designs and infrastructures.
However, contrary to what could be expected, those haven’t consistently been
shown to improve understandability or were even shown to be detrimental [11,
12, 13]. For this reason, advocating the use of a specific formalism in a specific
use case should be well-supported by empirical evidence.

1.2. Research Objectives, Hypotheses, and Results

Our work includes two primary hypotheses, which we aim to explore:

H1 We hypothesize that semi-formal deployment architecture models (based
on a formal modeling method), specifically designed to abstract over IaC
technologies, can improve the understanding of coupling-related aspects
in IaC-based deployment architectures. These models offer a clearer big-
picture view compared to continuous manual inspection of IaC scripts.
For example, when analyzing the dependencies between different com-
ponents and modules in an IaC system, the interactions and coupling
between resources (such as shared variables or resources across mod-
ules) must be examined. A model provides an abstraction over multiple
IaC technologies and their coupling structures, helping developers vi-
sualize the connections between components and resources intuitively.

3



H2 We hypothesize that formally defined metrics, precisely measuring the
extent of coupling-related practices in IaC architectures, can facilitate a
more effective assessment of these practices and, in turn, enhance the
comprehensibility of the deployment architecture.
For instance, if metrics automatically measure the degree of coupling
between modules or components before and after a commit, it could sig-
nal whether the architecture adheres to loose coupling practices. This
would eliminate the need to manually inspect the entire architecture
or IaC source code to assess coupling-related practices.

We focus on an empirical evaluation of how formal models and metrics
impact the comprehension of coupling-related practices in IaC. Rather than
grounding our hypotheses in cognitive theories, we aim to measure prac-
tical effects in a software engineering context. Earlier works suggest this
relationship[14, 15].

While cognitive theories have been used to analyze understandability,
our study does not aim to validate or refute such theories. Instead, we focus
on the empirical assessment of structured representations in practical IaC
deployment tasks.

To support developers in working with models and metrics, as outlined
in our hypotheses, our study introduces (see Section 2.3):

1. a structured modeling approach that extends UML-based, semi-formal
deployment architecture diagrams by incorporating details that rep-
resent decision options commonly found in IaC scripts. This method
abstracts away variations between different IaC technologies studied in
our previous research [16];

2. a formally defined metric for each decision option [16], enabling the au-
tomatic assessment of its presence in a given deployment architecture.

We propose that using system models and metrics can improve how de-
velopers understand IaC security practices, as reflected in task correctness
and duration. We use a more detailed UML notation that shows more de-
tails than possible in a deployment diagram and also models the instance
level. Our findings show that participants who had access to a system source
code repository along with metrics and semi-formal deployment architecture
models demonstrated a significantly better grasp of IaC coupling practices
compared to those who only worked with the source code repository. The
additional resources noticeably enhanced their understanding without com-
promising efficiency. Overall, this work helps bridge the gap in empirical
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research on architectural security concerns specific to IaC and deployment
architectures.

We hypothesize that measuring understandability through the dependent
variables’ correctness and duration would reveal a significantly better un-
derstanding of IaC coupling practices when models of a given system are
provided. More specifically, correctness is used to measure the effectiveness
and duration is used to measure the efficiency of understanding IaC coupling
practices

To test these hypotheses, we focused on two formally modeled ADDs
frequently applied in IaC systems. These decisions include 4 design-level
best practices related to coupling, derived from a detailed study of the gray
literature and 9 open-source IaC-based systems developed by practitioners.
Our investigation is conducted using two open-source systems. The relevant
background is discussed in Section 2.

1.3. Structure of this Article

We provide an overview of coupling in IaC-based deployments, metrics,
and related studies in Section 2. Next, we describe the planning of this study
in Section 3. In Section 4, we detail the execution of the experiment, and
the results are presented in Section 5. We discuss the results in Section 6.
Section 7 discusses related work before concluding the article in Section 8.

2. Background

In this section, we summarize the background of this work, namely ar-
chitectural coupling-related decisions for IaC, and models and metrics for
IaC.

2.1. Infrastructure Stacks, Execution Environment, and Infrastructure Re-
sources

Central concepts for coupling related aspects of IaC are infrastructure
stacks, execution environments, and infrastructure resources. We explain
these partly overlapping terms and how they are related in this section.

Infrastructure Stacks can organize the deployment infrastructure, which
refers to the set of hardware, software, and networking resources required to
deploy and run applications, services, and systems in a production environ-
ment [3]. The term Infrastructure Resources is rather generic, referring to
any kind of infrastructure elements such as execution environments (such as
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Figure 1: The lifecycle of an infrastructure stack

Containers, Virtual Machines (VMs), or Cloud Environments), servers (e.g.,
database servers or Web Servers), or devices (such a Local or Cloud Servers
or Clusters).

The term Execution Environment is used here to denote the virtual sub-
set of Infrastructure Resources, meaning a service or database does not di-
rectly run on a device but in a software environment. Examples of execution
environments are Virtual Machines, Containers, or Cloud Environments such
as AWS Lambda. Please note that execution environments can be nested.
For instance, a VM can be part of a Production Environment, which runs on
a Public Cloud Environment. Execution environments run on Devices (e.g.,
a local Server or a Cloud Server).

Figure 1 shows the lifecycle of an infrastructure stack. The resources and
services that an infrastructure platform offers are the elements of a stack,
and they are described by source code. For instance, a stack might consist
of computing resources (e.g., a virtual machine), storage resources (e.g., disk
volume), and network resources (e.g., a subnet). A stack management tool
reads the source code for the stack and assembles the defined elements in
the code to provision an instance of the infrastructure stack using a cloud
platform’s API.

2.2. Coupling in Infrastructure as Code Deployments

Naturally, the infrastructure of a software system is a highly critical as-
pect of the system; thus, infrastructure automation such as IaC needs to
operate in a loosely coupled fashion. This section explains two categories of
the most common coupling-related best practices or patterns for IaC archi-
tectures. In the hands-on task, you must inspect the IaC code and/or models
for these patterns and practices.
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2.2.1. System Coupling through Deployment Strategy

A critical facet of deploying a microservice-based system is to maintain
the autonomy and scalability of individual services while promoting loose
coupling in the deployment strategy. Services should operate independently,
enabling their respective development teams to expedite the process of build-
ing and deploying services. Additionally, it’s imperative to account for re-
source consumption per service, as certain services may have limitations on
CPU or memory usage. Ensuring availability and behavior monitoring for
each independent service is also vital in the deployment process. There are
two practices related to deployment strategy:

• Multiple Services per Execution Environment In this pattern,
services are all deployed in the same execution environment, mak-
ing it problematic to change, build, and deploy the services indepen-
dently [17].

• Single Service per Execution Environment. This option ensures
loose coupling in deployment since each service is independently de-
ployable and scalable, and resource consumption can be constrained
for each service and monitoring services separately [17]. Development
team dependencies are also reduced.

2.2.2. System Coupling through Infrastructure Stack Grouping

Managing the infrastructure resources can impact significant architectural
qualities of a microservice-based system, such as loose coupling between ser-
vices and independent development in different teams. Grouping different
resources into infrastructure stacks should reflect the development teams’
responsibilities to ensure independent deployability and scalability. There
are two patterns for grouping infrastructure resources into one or multiple
stacks.

• Monolith Stack All the infrastructure elements are grouped in a sin-
gle stack in this pattern. Servers, services, containers, and databases
are part of a single stack and deployed as a unit [3]. This pattern
facilitates adding new elements to a system and stack management.
However, there are some risks to using this pattern. Changing a larger
application group stack is riskier than changing a smaller one, result-
ing in more frequent changes. Also, services cannot be deployed and
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changed independently, and different development teams may depend
on each other.

• Service Stack In this pattern, each service has its own stack [3].
Stacks boundaries are aligned with the system and team boundaries.
Thus, teams and services are more autonomous and can work inde-
pendently. Furthermore, services and their infrastructure are loosely
coupled since independent deployability and scalability for each service
are supported

2.3. Component Models of Infrastructure as Code Systems

In this work, we use and extend a formal model for metrics definition
based on our prior work [18]. We extend it here to model the integration
of component and deployment nodes. A microservice decomposition and
deployment architecture modelM is a tuple (NM , CM , NTM , CTM , c source,
c target, nm connectors, n type, c type) where:

• NM is a finite set of component and infrastructure nodes in Model M .

• CM ⊆ NM ×NM is an ordered finite set of connector edges.

• NTM is a set of component types.

• CTM is a set of connector types.

• c source : CM → NM is a function returning the component that is the
source of a link between two nodes.

• c target : CM → NM is a function returning the component that is the
target of a link between two nodes.

• nm connectors : NM → CM is a function returning the set of connec-
tors for a set of nodes: nm connectors(nm) = {c ∈ CM : (∃n ∈ nm :
(c source(c) = n∧c target(c) ∈ CM)∨(c target(c) = n∧c source(c) ∈
CM))}.

• n type : NM → NTM is a function that maps each node to its set of
direct and transitive node types. (for a formal definition of node
types see [18]).
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• c type : CM → CTM is a function that maps each connector to its set
of direct and transitive connector types. (for a formal definition
of connector types see [18]).

The connector type deployed on is used to denote a deployment relation
of a Component (as a connector source) on an Execution Environment (as a
connector target). It is also used to denote the transitive deployment relation
of Execution Environments on other ones, such as a Container is deployed
on a VM or a Test Environment. The connector type runs on models the
relations between execution environments and the devices they run on.

The type Stack is used to define deployments of Devices using the de-
fines deployment of relation. Stacks include environments with their de-
ployed components using the includes deployment node relation.

An IaC-based deployment can be represented as formal component model
diagrams. An example of an IaC diagram is shown in Figure 2. The various
components and their relations are depicted in such diagrams. In the model,
all deployment nodes are of type Deployment Node, which has the subtypes
Execution Environment andDevice. These have further subtypes, such as VM
and Container for Execution Environment, and Server, IoT Device, Cloud,
etc. for Device.

The connector type deployed on is used to denote a deployment relation
of a Component (as a connector source) on an Execution Environment (as a
connector target). It is also used to denote the transitive deployment relation
of Execution Environments on other ones, such as a Container is deployed on
a VM. The connector type runs on models the relations between execution
environments and the devices they run on.

The type Stack is used to define deployments of Devices using the de-
fines deployment of relation. Stacks include environments with their de-
ployed components using the includes deployment node relation.

The model contains elements from both applications (e.g., Service, Database)
and infrastructure (e.g., Container, Infrastructure Stack, Storage Resources).
Furthermore, we have specified all the deployment-related relationships be-
tween these elements. In particular, a Service and a Web Server are deployed
on a Container. A Database is deployed on Storage Resources and also on
a separate Container. An Infrastructure Stack defines deployment of a Con-
tainer as well as a Web Server. All the containers run on a Cloud Server
(e.g., ELK, AWS, etc.).
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Figure 2: Example IaC-based deployment diagram.

2.4. Metrics

In our previous work [16], we have introduced a set of metrics to measure
the support of each IaC coupling practice described in Section 2. The metrics
measure each of the coupling-related patterns and practices described above.
Metrics in System Coupling through Deployment Strategy are a continuous
value ranging from 0 to 1, with 0 representing the optimal case where a set
of patterns is fully supported and one the worst-case scenario where it is
absent. Metrics in System Coupling through Infrastructure Stack Grouping
have boolean values and return True when the corresponding practice is
detected.

3. Experiment Planning

Our study adheres to the empirical research guidelines for software en-
gineering proposed by Jedlitschka et al. [19]. In addition, the study design
incorporates guidelines for empirical research in software engineering from
Kitchenham et al. [20], Wohlin et al. [21], and Juristo and Moreno [22]. For
statistical analysis of the collected data, the study uses the robust statisti-
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Metric Name Description
Shared Execution
Environment Metric
(SEE)

This metric measures the shared execution environments that
have service components deployed on them (e.g., a contain-
er/VM that two or more services are deployed on) concerning
all execution environments with deployed services

Shared Execution En-
vironment Connectors
Metric (SEEC)

This metric returns the number of the shared direct connec-
tors from deployed service components to execution environ-
ments (e.g., containers or VMs) concerning the total number
of such service-to-environment connectors. For instance, the
connectors of two services deployed on the same container are
considered shared.

Monolith Stack Detec-
tion Metric (MSD)

The metric returns True if only one stack is used in a node-set
that deploys more than one service via stacks (e.g., several/all
system services are deployed by the only defined stack in the
infrastructure) and False otherwise.

Service-Stack Detec-
tion Metric (SES)

The metric returns True is the number of services deployed by
stacks equals the number of stacks (e.g., each system service
is deployed by its own stack).

Table 1: Metrics for System Coupling

cal method guidelines for empirical software engineering by Kitchenham et
al. [23].

3.1. Goals

This experiment aims to conduct a code review of two medium-sized
IaC deployment architectures within a limited 1.5-hour session, focusing on
the utilization of recommended coupling design patterns and practices. The
primary emphasis is on examining specific coupling design patterns and prac-
tices that have been recommended. Specifically, we will delve into the Sys-
tem Coupling through Deployment Strategy and System Coupling through
Infrastructure Stack Grouping practices as previously elucidated. Partici-
pants were provided with a system source code repository for both systems,
complete with concise documentation in a README file. To evaluate the
extent to which models and metrics can assist participants in comprehending
a given system, each participant received guidance through a model of the
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IaC system and associated metrics for one of the two tasks. In tasks where
this assistance was available, it was suggested that participants consult the
models and metrics first and then delve into the code for more detailed in-
sights. The metrics and models employed in this study are based on the
methods introduced in the paper [16].

3.2. System Description

The selection of the systems is based on their distinctive approaches and
technologies used for deploying and managing cloud-based services, focusing
on monitoring, deployment, and their strong representation of the coupling-
related practices investigated in our approach. We selected them as they
represent major approaches regarding the two studied ADDs, as identified in
our study of gray literature sources and an in-depth analysis of open-source
systems from our prior work [16]. Table 2 shows the technologies used in the
selected systems.

Each IaC technology used in these systems presents different levels of
complexity and understandability:

• Docker Compose: Docker Compose is relatively straightforward and
designed for local development and testing. It provides a simple YAML
syntax for defining multi-container applications, making it easier to
understand and use, even for developers with minimal infrastructure
experience.

• Kubernetes Manifests: Kubernetes configurations are significantly
more complex than Docker Compose files. Kubernetes requires a deep
understanding of clusters, services, networking, and resource allocation.
As observed in our experiment, the **higher level of abstraction in
Kubernetes manifests often required participants to rely on additional
resources such as models and metrics to correctly interpret deployment
details.

• Terraform and Cloud Deployment Scripts: While our selected
systems primarily use Kubernetes and Docker-based IaC, cloud-based
infrastructure provisioning tools like Terraform introduce a different
layer of complexity. Terraform enables declarative infrastructure man-
agement across multiple cloud providers but does not explicitly define
service relationships the way Kubernetes does. This means that while
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Terraform excels at provisioning infrastructure, it may require addi-
tional context for understanding service interdependencies, which is
critical for evaluating coupling-related practices.

E-shop on Containers (ESC). 1. The eShopOnContainers is a sample
reference application developed by Microsoft, based on a microservices ar-
chitecture and Docker containers, designed to run on Azure and Azure cloud
services. It features multiple autonomous microservices and supports vari-
ous communication styles (e.g., synchronous and asynchronous via a message
broker). The application also includes files necessary for deployment on a Ku-
bernetes cluster and provides the required IaC scripts for integrating with
ELK (Elasticsearch, Logstash, Kibana) for logging purposes.

Sock Shop Application (SSA). 2. The Sock Shop is a reference applica-
tion for microservices created by Weaveworks to demonstrate microservice
architectures and related technologies. It illustrates cloud-native technolo-
gies, using Kubernetes for container orchestration, with services deployed on
Docker containers. Terraform infrastructure scripts are included to deploy
the system on Amazon Web Services (AWS). We believe this application
is a good representative of current industry practices in microservice-based
architectures and IaC deployments.

Table 2: Infrastructure as Code Technologies Used in the Selected Systems
System
Name

IaC Technologies Used Purpose

E-shop on
Containers
(ESC)

Kubernetes manifests,
Azure deployment scripts,
ELK Stack configura-
tions, Windows-based
deployment

Deploys microservices on
Kubernetes, supports Azure-
based provisioning, and
includes logging infrastruc-
ture (ELK).

Sock Shop
Applica-
tion (SSA)

Docker, Kubernetes mani-
fests

Supports local development
with Docker Compose and
cloud deployment using Ku-
bernetes.

We deliberately chose relatively small but realistic systems to avoid po-
tential bias caused by fatigue effects in our controlled experiment. Smaller

1https://gitlab.swa.univie.ac.at/ntentose84swa/e-shop-on-containers
2https://gitlab.swa.univie.ac.at/ntentose84swa/sock-shop-application
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systems also help minimize the learning curve for participants, especially if
they are unfamiliar with the specific IaC tools used in the experiment. Ad-
ditionally, participants will likely remain more motivated when tasks can be
completed within a reasonable timeframe. It’s also worth noting that, in
larger systems, IaC components are typically modularized. This means that
the portion of the IaC code necessary to evaluate a particular security ADD
is not larger than the example IaC scripts used in our study. However, iden-
tifying the relevant IaC scripts in larger systems is usually more difficult.
We specifically chose smaller systems to assess the understandability of a
given script rather than testing participants’ ability to locate the correct IaC
script.

3.3. Context and Design

We randomly divided the participants into A1, A2, B1, and B2 groups.
We used a Within-Subjects Design [24] in which the same person tests all the
conditions. Each participant got two tasks, one with help and one without.
The two sub-tasks are called:

• E-shop on Containers (ESC)

• Sock Shop Application (SSA)

The groups are composed as follows:

• A1) ESC: system source code repository (formal models/metrics) +
SSA: only system source code repository

• A2) SSA: only system source code repository + ESC system source
code repository (formal models/metrics) – identical to A1, only order
reversed

• B1) SSA: system source code repository (formal models/metrics) +
ESC: only system source code repository

• B2) ESC: only system source code repository + SSA: system source
code repository (formal models/metrics) – identical to B1, only order
reversed

We added the reserved-order groups A2 and B2 to avoid possible biases
from the tasks with or without help. For example, participants might spend
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more time on the first task, or there could be some learning effect in the
general code-reviewing activity. Henceforth, we call the tasks in the four
groups, where the participants get only a system source code repository, the
Control Tasks (CT), and the tasks in the four groups, where the participants
get a system source code repository plus help in the form of formal metrics
and models, the Experiment Tasks (ET).

3.4. Participants

Our participants were Master’s students in the Advanced Software En-
gineering (ASE) course. These students were allocated 5% of their course
points as a reward for participating in this experiment, which was integrated
into their lecture as a hands-on task. Beyond this academic incentive, no ad-
ditional rewards or incentives were offered. Students could participate in the
lecture task but were not obliged to participate in the experiment (opt-out
option).

In the lectures preceding this hands-on task, we covered topics related to
software design, domain-driven design, software architecture, software pat-
terns and practices, microservice architectures, and DevOps. Participants
were provided with an introductory text that familiarized them with back-
ground information on IaC, relevant IaC coupling practices, the modeling
techniques employed in the experiment, and the metrics used.

Our study is not centered on techniques applicable only to a select group
of highly trained experts. Instead, we aimed to assess the utilization of
these techniques by software engineers who may not be experts in all facets
of the study or even novice software engineers. Following the findings of
Kitchenham et al. [20], our choice of students as participants is appropriate,
as they represent the upcoming generation of software professionals and thus
align with the population of interest. This is further substantiated by the
fact that some students who participated in our experiment possessed several
years of programming and industry experience. Additionally, other studies,
such as those conducted by Svahnberg et al. [25] and Salman et al. [26], argue
that students can effectively serve as valid representatives for professionals
in specific empirical software engineering experiments.

3.5. Material and Tasks

The experiment is based on a selection of coupling-related practices in
IaC. The selection includes the practices for System Coupling through De-
ployment Strategy and System Coupling through Infrastructure Stack Group-
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ing summarized in Section 2. The selected software practices are related to
the subjects taught in the course ASE, such as related software modeling
techniques, software design patterns, and software architecture. This study
consists of two major experiment material artifacts3:

• (1) Information Sheet. A document explaining the IaC coupling
practices with an example model and the related metrics was provided
to participants two weeks before the experiment was conducted.

• (2) Survey Form. Four experiment survey forms per group were
handed out to participants during the experiment.

All survey forms for experiments follow a consistent structure, comprising
three main components: (1) a questionnaire to gather participant informa-
tion, (2) two experimental tasks specifically designed for one of the four
groups (A1, A2, B1, B2, as elaborated in Section 3.3), and (3) an overall
experiment questionnaire.

Each task is subdivided into sub-tasks to evaluate participants’ compre-
hension of coupling-related practices. Participants were first instructed to
review the code and descriptions in the designated repositories for each sys-
tem. Afterward, they were directed to address the following six sub-tasks:

• Two tasks on listing model elements (components and connectors) were
used to determine the understanding of system structure and relations.
An example question in Task ESC.3 is: “List the Docker-based execu-
tion environments on which the Ordering, Basket, Identity, and Catalog
services are deployed and the database servers they use.”

• Two tasks with three filling-out-blanks sentences were used to deter-
mine the understanding of system structure. An example sentence in
Task ECS.2: “The application uses number of infrastructure stacks
that define the deployment of the Ordering, Basket, Identity, and Cat-
alog services.”

• Two tasks with three True/False answers of practices were used to
determine the understanding of used/supported/realized techniques in
the provided systems. An example in Task SSA.1:

3See the experiment documents provided online in a long-term archive to enable repli-
cability of our study at https://doi.org/10.5281/zenodo.14892817
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□ The User and Order services are grouped in different infrastructure
stacks.

□ The Catalog and User services are both grouped in the same infras-
tructure stack.

□ The User and Order services are deployed on separate Docker-based
execution environments.

• In addition to the content tasks, a task-based questionnaire was used
to obtain an objective perspective of the participants’ self-assessment
of how to correct their answers with a certain level of confidence.

Table 3 presented above outlines the main structure of the questionnaire
used in the hands-on tasks.

3.6. Variables and Hypotheses

In this study, we define correctness and duration as dependent variables
to assess participants’ ability to understand coupling-related practices in IaC-
based deployments. Correctness measures the effectiveness of understanding
by evaluating how accurately participants complete the assigned tasks, while
duration represents the efficiency of understanding by measuring the time
taken to complete the tasks.

We consider duration as a dependent variable where task completion times
can indicate increased cognitive effort. However, longer duration does not
necessarily equate to improved understandability. A participant may take
longer to complete a task due to difficulties in comprehension, lack of famil-
iarity with the materials, or additional cognitive effort required to analyze
complex structures. Conversely, shorter durations could indicate either effi-
cient understanding or superficial processing. To better capture this dynamic
relation, we analyze the relationship between correctness and duration across
different conditions.

We devised the following Null Hypotheses:

• H01 There is no significant difference in correctness for Experimental
compared to Control .

• H02 There is no significant difference in duration for Experimental
compared to Control .
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Table 3: Structure of the Questionnaire

Section Questions/Elements
Demographics Age (Optional), Gender (Optional), Highest Edu-

cation Level, Programming Experience, Modelling
Experience, Industry Experience, Prior Knowledge
in Infrastructure as Code, Formal Modelling of
Systems

Hands-On Task (ESC) ESC.1 - System Deployment Verification, ESC.2
- Infrastructure Stack Identification, ESC.3 - Ex-
ecution Environment Mapping, ESC.4 - Compo-
nent Deployment Verification, ESC.5 - Infrastruc-
ture Deployment Description, ESC.6 - Execution
Environment Count

ESC Survey Confidence in answers, Ease of understanding tex-
tual system descriptions, Ease of understanding
system diagrams, Identifying components and re-
lations, Understanding coupling-related practices,
Perceived usefulness of metrics and models for
large-scale systems, Understanding the concept of
Infrastructure Stacks

Hands-On Task (SSA) SSA.1 - Infrastructure Stack Grouping, SSA.2 -
Execution Environment Mapping, SSA.3 - Infras-
tructure Stack and Database Deployment, SSA.4
- Service Grouping, SSA.5 - Execution Environ-
ments and Infrastructure Stacks, SSA.6 - System
Deployment Verification

SSA Survey Confidence in answers, Ease of understanding tex-
tual system descriptions, Ease of understanding
system diagrams, Identifying components and re-
lations, Understanding coupling-related practices,
Perceived usefulness of metrics and models for
large-scale systems, Understanding the concept of
Infrastructure Stacks

Concluding Survey Familiarity with textual and graphical descriptions
before the study
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• H03 There is no significant increase in correctness as duration increases
for Experimental compared to Control .

and the corresponding Alternative Hypotheses:

• Ha1 There is significant difference in correctness for Experimental com-
pared to Control .

• Ha2 There is significant difference in duration for Experimental com-
pared to Control .

• Ha3 There is significant increase in correctness as duration increases
for Experimental compared to Control .

While correctness is expected to improve with supplementary models and
metrics, the effect on duration remains uncertain due to potential confound-
ing factors such as task complexity, prior experience, and cognitive load.
Thus, we further analyze the interaction between correctness and duration
in Section 6.3.

Figure 3 illustrates a visual research model summarizing how self-confidence
and prior knowledge could act as mediator variables influencing how models
affect correctness, while experience with programming and modeling could
serve as moderator variables, impacting the extent to which participants
benefit from models.

Prior IaC Knowledge Formal Modeling
Experience

Programming and
Industry Exerience

Provision of Formal
Models and Metrics

Duration Correctness

«May influance use 
of models/metrics»

«Moderates correctness»

«Moderates duration»

«Moderates duration»

«Moderates correctness»

«Impacts correctness»«Impacts duration»

«May improve 
effectiveness»

«Moderates duration»

«Reduces impact»

«Moderates 
duration»

Figure 3: Research Model Diagram.
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4. Experiment Execution

This experiment was executed in two steps: a preparation and a procedure
phase.

4.1. Preparation

Two weeks before the experiment, we distributed the preparation mate-
rial, which is the experiment information sheet (refer to Section 2), through
an e-learning platform4. This document served as a comprehensive resource,
offering general information about the upcoming experiment and an intro-
duction to IaC technologies. It thoroughly explained all coupling-related
patterns and practices, a set of metrics, an illustrative model, and detailed
descriptions. Participants were granted permission to have a printed copy of
this document during the experiment. The provision of the experiment infor-
mation document was essential to ensure that all participants were uniformly
educated about coupling practices in IaC-based deployments, as detailed in
Section 2.

4.2. Procedure

The experiment was conducted using traditional pen-and-paper methods
and personal computers (PCs) with restricted access for navigating the source
code repositories of the two IaC systems. Participants were permitted to
bring only the preparation material, as outlined in the previous Section 3, to
assist them in completing the experiment survey form. At the beginning of
the experiment, each participant was given a randomly selected experiment
survey form (see Section 3.5). To ensure fairness, an approximately equal
number of each form type (A1, A2, B1, B2, as detailed in Section 3.3) was
distributed during this random allocation process. Participants were given
clear instructions to complete the survey in the specified order, starting from
the first page and progressing to the last.

Additionally, a clock with second-level granularity was displayed to of-
fer timestamp information to participants. They were tasked with recording
both the start and stop timestamps while working on the experiment tasks.
These timestamps were later converted into durations in seconds and then
summed to calculate the total duration for all tasks. To safeguard the confi-
dentiality of participant data, an individual who was not directly involved in

4https://moodle.univie.ac.at/
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the experiment was responsible for dissociating personal information (such
as names and student numbers) from the experiment sheets by assigning a
unique identification number.

5. Analysis

The statistical analysis was conducted with the R software tool5. The
analysis consists of multiple steps: loading the pre-processed dataset (Section
5.1), calculating descriptive statistics for the dependent variables (Section
5.4), performing group-by-group comparisons utilizing appropriate statisti-
cal hypothesis tests (Section 5.5) and generating tables and plots that were
included in the article. To reproduce these results, it is necessary to install
the specific R library package dependencies6.

5.1. Data-Set Preparation

The collected raw data7 from the experiment execution phase (refer to
Section 4) was prepared as follows: (1) the results from the experiment sheets
were reported in a Comma-Separated Values (CSV) file; (2) the CSV file was
imported in RScript for type casting and filtering of the rows with missing
time information; and (3) the correctness for the task as well as each sub-task
was calculated. The data set is published in the long-term open data archive
Zenodo8 with all documents and R scripts.

5.2. Participant Demographics

Participants exhibited diverse demographic profiles regarding ages (Fig-
ure 4), educational backgrounds (Figure 9), industry experiences (Figure 6),
and programming experience (Figure 5). The age of participants mainly
varied from 20 to 40 years, indicating a mix of early-career to mid-career
individuals, with a few older ones. In terms of education (Figure 9), the
experiment included individuals with Bachelor of Science (BSc) and Mas-
ter of Science (MSc) degrees. Experience with formal modeling (Figure 8)
was balanced between participants with and without this experience, while

5See https://www.r-project.org for version 4.2.2.
6See install.r in the replication package.
7See experiment results.csv in the replication package.
8https://doi.org/10.5281/zenodo.14892817
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experience with IaC (Figure 7) tended towards inexperience. The indus-
try experience ranged from 0 to 15 years, with the distribution indicating a
higher proportion of early-career professionals compared to those with more
experience. Finally, programming experience also showed a wide range, from
0 to more than 20 years, highlighting a wide range of technical proficiency.

The participants in this study exhibited diverse backgrounds in terms
of age, education, programming experience, industry experience, and prior
familiarity with IaC. These factors may have played a moderating role in the
relationship between the independent variable (availability of formal models
and metrics) and the dependent variables (correctness and duration).

5.3. Normality Assessment

The normal Q-Q plots of correctness for both ESC (Figure 10) and SSA
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(Figure 11) appear to indicate a normal distribution for Control but not for
Experimental .

We use Shapiro-Wilk [27] to test normality. According to Razali and
Yap [28], it is more powerful than Anderson-Darling [29], Lilliefors [30],
Kolmogorov-Smirnov [31], and other alternatives. For α = 0.05, the test
for Control indicated that the distributions are not significantly different
from the normal distribution, with a p > α values for both ESC (p = 0.5586)
and SAA (p = 0.0880). However, for Experimental , the test indicated that
the distributions significantly deviate from the normal distribution, whereas
p ≤ α for both ESC (p = 0.0041) and SAA (p = 0.0015).

Visual inspection of the normal Q-Q plots for both groups and both sys-
tems for duration, visible in Figures 12 and 13, was insufficient to determine
whether each group’s data were normally distributed. Here, the Shapiro-
Wilk normality test returned p ≤ α for all groups and systems, meaning no
distribution was normal.

5.4. Descriptive Statistics

5.4.1. Correctness

Table 4 and Table 5 show the number of corresponding observations, cen-
tral tendency measures, and dispersion measures per group for the dependent
variable correctness9

9correctness is defined as a value in [0, 1] ∩ R.
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Figure 10: Normal Q-Q Plot of Correctness (ESC)
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Figure 11: Normal Q-Q Plot of Correctness (SSA).
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Figure 12: Normal Q-Q Plot of Duration (ESC).
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Figure 13: Normal Q-Q Plot of Duration (SSA).

Table 4: Descriptive Statistics per Group
of Dependent Variable Correctness (ESC)

Control Experimental
Number of observations 40 42

Mean 0.4556 0.7183
Standard deviation 0.1538 0.1585

Median 0.4472 0.7500
Median absolute deviation 0.1689 0.1637

Minimum 0.1111 0.2778
Maximum 0.7444 0.9167

Skew 0.0204 -0.9507
Kurtosis -0.9077 0.3551

Shapiro-Wilk Test p-value 0.5586 0.0041

Table 5: Descriptive Statistics per Group
of Dependent Variable Correctness (SSA)

Control Experimental
Number of observations 44 38

Mean 0.4140 0.7366
Standard deviation 0.1638 0.1968

Median 0.3958 0.7500
Median absolute deviation 0.1596 0.1730

Minimum 0.1111 0.1111
Maximum 0.7778 1.0000

Skew 0.5522 -1.1409
Kurtosis -0.3061 1.3388

Shapiro-Wilk Test p-value 0.0880 0.0015
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Figure 14: Kernel Density Plot of Correctness (ESC).
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Figure 15: Kernel Density Plot of Correctness (SSA).

These statistics are illustrated as a kernel density plot in Figure 14 and
Figure 15.

By visually inspecting the correctness results (Figures 14 and 15) and
examining the skew values in Tables 4 and 5, it can be observed that the
distribution of Control appears to be symmetrical to moderately positively
skewed, while the distribution of Experimental exhibits a negative skew. The
excess kurtosis values are negative for Control and positive for Experimental ,
indicating longer-tailed distribution for Control .

5.4.2. Duration

Table 6 and 7 shows the number of observations, central tendency mea-
sures, and dispersion measures per group for the dependent variable dura-
tion10

Regarding duration results, the skews shown in Tables 6 and 7 indicate
that Control ’s and Experimental ’s distributions are positively skewed, with
Experimental ’s distributions being closer to symmetry. The excess kurtosis
values are similarly varied but lower for Experimental than for Control .

10Duration is denoted in seconds.
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Table 6: Descriptive Statistics per Group
of Dependent Variable
Duration (ESC)

Control Experimental
Number of observations 40 42

Mean 2209.90 2255.05
Standard deviation 1100.13 908.09

Median 1901.50 2038.50
Median absolute deviation 1034.11 974.81

Minimum 844.00 990.00
Maximum 5466.00 4380.00

Skew 0.9218 0.5879
Kurtosis 0.2019 -0.7478

Shapiro-Wilk Test p-value 0.0043 0.0162

Table 7: Descriptive Statistics per Group
of Dependent Variable
Duration (SSA)

Control Experimental
Number of observations 44 38

Mean 2556.55 1673.18
Standard deviation 1702.32 906.84

Median 2143.50 1466.50
Median absolute deviation 843.60 745.01

Minimum 532.00 490.00
Maximum 9463.00 4235.00

Skew 2.1720 1.0595
Kurtosis 5.1390 0.5469

Shapiro-Wilk Test p-value 0.0000 0.0036

5.5. Hypothesis Testing

5.5.1. Correctness and Duration

To select the appropriate statistical test, we compare the variances of
both groups for both dependent variables to assess their equality. We opted
for Cliff’s δ[32] as a robust and nonparametric test recommended by Kitchen-
ham [33] for scenarios where data distribution, differing distributions between
populations, or unequal variances are present. It estimates the probability
that a randomly selected observation from one group is larger than a ran-
domly selected observation from another group, taking into account the re-
verse probability [34]. Cliff’s δ was originally designed for measuring ordinal
data, but it is equally applicable to the quantitative and continuous data
used in this study [35, 36].

One important aspect of multiple hypothesis tests is the necessity to
adjust the significance level (α) to mitigate the risk of Type I errors11. Of
the diverse existing methods, such as the false discovery rate [37] or the
Bonferroni-Dunn [38, 39] correction, we opted for Bonferroni-Dunn correction
as the most stringent form of correction. It is calculated using Equation 1:

α′ =
α

n
(1)

with n being the number of times a test is applied. This results in
α′ = 0.05

2
= 0.025 where α = 0.05 and n = 2 in our case.

The results of the one-tailed Cliff’s δ test are shown in Tables 8 and 9 for

11This is not required for normality or comparing variances.
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Table 8: Hypothesis Tests per Group Com-
bination of the
Dependent Variable Correctness (ESC)

Control vs. Experimental
Cliff’s δ Test

Cliff’s δ 0.7607
sδ 0.0749
vδ 0.0056
zδ 10.1584

CIlow 0.5725
CIhigh 0.8728

P (X > Y ) 0.1155
P (X = Y ) 0.0083
P (X < Y ) 0.8762

p 0.0000

Table 9: Hypothesis Tests per Group Com-
bination of the
Dependent Variable Correctness (SSA)

Control vs. Experimental
Cliff’s δ Test

Cliff’s δ 0.7715
sδ 0.0812
vδ 0.0066
zδ 9.4997

CIlow 0.5613
CIhigh 0.8882

P (X > Y ) 0.1112
P (X = Y ) 0.0060
P (X < Y ) 0.8828

p 0.0000

correctness and Tables 10 and 11 for duration.
For correctness , Cliff’s δ indicates by p ≤ α′ that Experimental scored

significantly higher than Control . For duration, Cliff’s δ yielded p > α′ for
ESC, so we cannot conclude that Control took significantly longer than Ex-
perimental to complete the experiment. The negative Cliff’s δ for SSA’s
duration indicates that, on average, the Experimental (which received addi-
tional IaC diagrams and metrics) completed the tasks in less time than the
control group.

Alternatively, employing the Multivariate Analysis of Variance (MANOVA)
statistical test would have been conventional for comparing multiple groups
using several dependent variables under specific conditions [40], including for
all distributions to be normal. The test aims to decide whether independent
variables impact the dependent variables, individually or in combination. Per
Section 5.4, the distributions of Control for correctness do not significantly
differ from the normal distribution. However, the distributions of Experi-
mental for correctness differ from the normal distribution, as well as those
of both groups for duration, which is why we have decided against this test.

Based on Cliff’s δ tests for both ESC and SSA, concerning correctness ,
we can reject the null hypothesis H01 and thus accept the alternative hy-
pothesis Ha1. Conversely, concerning duration, we are not able to reject the
null hypothesis H02 and thus must reject the alternative hypothesis Ha2,
since the result was inconclusive for ESC.
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Table 10: Hypothesis Tests per Group
Combination of the Dependent Variable
Duration (ESC)

Control vs. Experimental
Cliff’s δ Test

Cliff’s δ 0.0798
sδ 0.1291
vδ 0.0167
zδ 0.6178

CIlow -0.1740
CIhigh 0.3236

P (X > Y ) 0.4595
P (X = Y ) 0.0012
P (X < Y ) 0.5393

p 0.5385

Table 11: Hypothesis Tests per Group
Combination of the Dependent Variable
Duration (SSA)

Control vs. Experimental
Cliff’s δ Test

Cliff’s δ -0.4115
sδ 0.1163
vδ 0.0135
zδ -3.5381

CIlow -0.6123
CIhigh -0.1608

P (X > Y ) 0.7057
P (X = Y ) 0.0000
P (X < Y ) 0.2943

p 0.0007

5.5.2. Correlation Between Correctness and Duration

We then visually examined the scatter plot in Figures 16 and 17, which
aim to explore potential correlations between the two dependent variables
correctness and duration. While ESC’s Control might show a moderate
linear correlation, no evident linear correlation was observed in the other
diagrams.

Following the visual inspection, we perform a correlation test with Spear-
man’s ρ test. As shown in Tables 12 and 13, only ESC’s Control reveals a
significant correlation, indicated by p ≤ α′, demonstrating a moderate posi-
tive association between correctness and duration. We are therefore not able
to reject the null hypothesis H03 for either test or group and must reject the
alternative hypothesis Ha3.

5.6. Observations

As explained in Section 3.5, participants were instructed to fill out a
survey after each task to evaluate their confidence level in the accuracy of
their responses and their understanding of system descriptions, semi-formal
models, and metrics. The self-assessment score is calculated using a formula
based on participants’ answers’ correctness (correctness) and confidence level,
with Equation 2:
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Figure 16: Scatter Plot per Group of the Dependent Variables Correctness to Duration
(ESC).
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Figure 17: Scatter Plot per Group of the Dependent Variables Correctness to Duration
(SSA).

Table 12: Correlation per Group of the De-
pendent Variables
Correctness with Duration per Group
(ESC)

Control Experimental
Spearman’s ρ 0.3930 0.0253

p 0.0121 0.8736
S 6471.0349 12028.6328

Table 13: Correlation per Group of the De-
pendent Variables
Correctness with Duration per Group
(SSA)

Control Experimental
Spearman’s ρ 0.1167 -0.2829

p 0.4506 0.0853
S 12533.8979 11724.2099
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selfassessment = selfcorrectness −
5− selfconfidence

5
(2)

where selfcorrectness represents the participants’ average correctness as
defined in 5.4. 0 indicates entirely incorrect answers, and 1 means completely
correct answers.

selfconfidence ∈ [0, 5] ∩ R represents the participant’s average confidence
based on a survey that uses a five-point Likert scale. Each point on the scale
is assigned equidistant values within the range of 1 to 5. A value of 1 signifies
high confidence in the correctness of the answers, while a value of 5 indicates
low confidence.

selfassessment ∈ [−1, 1] ∩ R represents the average self-assessment score of
participants. A value less than 0 (selfassessment < 0) indicates that partic-
ipants tend to overestimate the correctness of their answers. A value of
0 (selfassessment = 0) indicates that participants accurately estimate the cor-
rectness of their answers. A value greater than 0 (selfassessment > 0) indicates
that participants tend to underestimate the correctness of their answers.

Figure 18 illustrates the kernel density plot of participants’ overall self-
assessment score per group. The plot shows that, on average, participants
underestimated their correctness across all tests and groups and that this
trend was slightly more marked for Experimental .

Visually complementing the statistical data, Figures 20 and 21 represent
the distribution of understanding scores for system descriptions by partici-
pants in the Control and Experimental . Figures 22 and 23 illustrate the dis-
tribution of understanding scores for semi-formal models and metrics. These
histograms showcase the frequency of scores across a range from 1 to 5, with
clear distinctions between the two groups.

The Control ’s distribution is more concentrated towards higher scores,
aligning with the higher mean and median values noted. This visualization
supports the statistical finding of better self-assessed system comprehension
in the Control .

6. Discussion

6.1. Correctness

The alternative hypothesis Ha1 was accepted, demonstrating that using
models had the anticipated effect on correctness . The visual inspection of
Kernel Density plots reveals two distinct distributions, with the Experiment
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group scoring higher than Control. Cliff’s delta test confirms that this visual
inspection is statistically significant and that participants did provide more
accurate answers when aided by a model. Per our initial expectation, includ-
ing semi-formal models and metrics significantly improves the comprehension
of architecturally significant coupling best practices in IaC.

However, while models significantly improved correctness, they did not
completely eliminate the need for participants to reference the IaC code. Al-
though participants with access to semi-formal models and metrics achieved
better comprehension of coupling-related practices, they still consulted the
source code to verify specific configuration details, dependencies, and low-
level implementation aspects that were not explicitly represented in the mod-
els. This suggests that the models effectively provided a higher-level abstrac-
tion that facilitated understanding but did not serve as a complete substitute
for code-based inspection.

A limitation of our study is that it does not distinguish whether the
correctness improvements were driven primarily by the models, the metrics,
or their combined effect. While the models provided structured visual rep-
resentations of system architecture, the metrics quantitatively highlighted
coupling-related practices, and participants may have benefited differently
depending on their familiarity with each representation type. Some partic-
ipants might have relied more on models due to their clarity in illustrating
dependencies, while others may have found metrics more useful for pinpoint-
ing specific coupling issues.

6.2. Duration

In contrast to our expectations, we had to reject Ha2 in favor of the null
hypothesis H02. The visual inspection of Scatter Plots does not reveal any
trend about duration. Cliff’s delta test showed a negative correlation for
SSA, as we expected to observe, but it did not for ESC. While we expected
to observe such a reduction in duration for the participants using a model,
we could not establish it for the general case.

One explanation is that participants may have spent additional time ana-
lyzing the supplementary models and metrics before engaging with the source
code, leading to a compensatory effect where any efficiency gains were offset
by the need to interpret multiple representations of the system. Another
factor is task complexity—some participants may have taken longer simply
due to the inherent difficulty of certain tasks rather than because they were
struggling with comprehension. Additionally, individual differences in prior
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experience with modeling, programming, and IaC concepts may have influ-
enced how quickly participants processed the provided materials.

Alternatively, our reliance on self-reported duration by the participants
may be faulty and inadequate for measuring the phenomenon. Many par-
ticipants rounded up their timestamp to the minute, making any effect on
duration undetectable for the shorter sub-tasks. If that were the case, it
would be an argument favoring ESC being simpler than SSA.

Further experiments on this topic should focus on decisively establishing
the effect of models on duration or the lack thereof. Having more precise
time measurements down to the second for short tasks would be ideal. How-
ever, it may be impractical in an experimental setting like ours, where many
participants self-report timestamps and cannot be monitored individually.
Another approach would be to submit longer tasks to the participants to
make the time difference more apparent.

6.3. Correctness and Duration

A key question in this study was whether increased duration correlates
with improved correctness, which would suggest a deeper level of compre-
hension. The results indicate that while such a correlation was observed in
the control group for the ESC system, it was not consistently present across
other conditions. This suggests that spending more time on a task does not
universally lead to better correctness.

In the ESC Control , a moderate positive correlation was found between
correctness and duration, indicating that participants who spent more time
on the task tended to provide more accurate answers. However, no such
correlation was found in the experimental groups, where participants had
access to formal models and metrics. This discrepancy suggests that the
additional materials may have allowed participants to reach correct answers
without necessarily increasing the time spent on tasks.

Additionally, the absence of a strong correlation in other cases implies
that task complexity, cognitive effort, and prior knowledge may have played
a greater role in correctness than duration alone. Some participants may
have completed tasks quickly due to familiarity with infrastructure-as-code
and modeling concepts, while others may have struggled with the materials
regardless of the time spent.

One point worth noting is that the improvement in correctness observed
with the aid of models did not come at the cost of slower performance,
suggesting that the benefits of semi-formal models and metrics are not coun-
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terbalanced by a deterioration in the time required to complete tasks, which
is a point in their favor.

6.4. Observations

A slight but pervasive trend in the participants’ self-assessment is that
participants in the experimental groups are consistently less confident than
control group participants. Control group participants assessed their confi-
dence and understanding at a higher level than those in the experimental
groups. While it was not part of our hypotheses, this pattern could suggest
that correctness is slightly negatively correlated with confidence.

Alternatively, it may also be that semi-formal models and metrics made
participants less confident in their performance but still improved correctness.
This could reflect on participants not trusting the models as much as directly
inspecting the code and feeling less confident about results based on indirect
information.

Additionally, the complexity of Kubernetes-based deployments may have
influenced participant performance. Kubernetes manifests often require an
understanding of multiple components, such as service discovery, network-
ing, pod scheduling, and persistent storage management. Participants with
limited experience in Kubernetes may have found it challenging to inter-
pret these manifests, particularly in contrast to more straightforward Docker
Compose configurations. The cognitive load associated with Kubernetes
manifests may have resulted in increased task duration or a greater reliance
on models and metrics to comprehend the system architecture.

This aligns with prior research suggesting that the complexity of infras-
tructure management tools varies significantly, and developers may strug-
gle with tools that require greater abstraction reasoning. The study results
indicate that while models improved correctness across all IaC types, un-
derstanding Kubernetes configurations remained challenging for participants
compared to simpler declarative tools like Docker Compose. Future studies
could investigate whether more extensive training in Kubernetes concepts or
additional visualization tools could further aid comprehension.

Our results provide empirical evidence that formal models and metrics
enhance correctness without increasing task duration. However, we do not
claim that this effect is explained by specific cognitive mechanisms such as
cognitive load reduction or mental model formation. Future studies could
investigate the theoretical underpinnings of these findings in greater depth.
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Further studies could also formally establish the negative relationship be-
tween models and confidence and explore its causes and effects. We proposed
several possible factors, such as a lack of trust in the models or confidence
negatively correlated with correctness, but these hypotheses should be for-
mally tested. Furthermore, the implication of lowered confidence has not
been explored.

7. Related Work

The following section will present a few works related to ours, focused on
analyzing infrastructure as code.

Studies on infrastructure as code have been common since the industry
has widely adopted this practice. Regarding analysis, the focus had mainly
been on smells and practices. Sharma et al. [41] and Schwarz et al. [42] exam-
ine smells specifically for Puppet and Chef, respectively. Rahman et al. [6]’s
work is another example of a work built around smells in IAC scripts. These
approaches led to recommendations such as those in Hasan et al. [43], who
identify six IaC testing practices to help practitioners improve the quality
of infrastructure as code scripts. Similarly, the work of Kumara et al. [44]
presents both best and bad practices based on an extensive grey literature
review. Finally, Morris [3]’s book presents a collection of guidances on man-
aging Infrastructure-as-Code. Our study differs from those in that it focuses
on coupling as a quality measure, which is more complex to assess from code
analysis than most smells.

Coupling is studied in Pendleton et al. [45] ’s comprehensive metrics sur-
vey focused on cyber-attack defense interactions. Other works on metrics in-
clude Dalla Palma et al. [46, 47]’s catalog of 46 quality metrics for IaC scripts
and Van der Bent et al. [48]’s metrics reflecting the best practices to assess
Puppet code quality. As for tools, Wurster et al. [49] introduce TOSCA
Lightning, an integrated toolchain for TOSCA Light, and Sotiropoulos et
al. [50] present a tool for Puppet manifests and their system calls.

An analogous experiment to ours is that of Sandobaĺın et al. [51], who
compare Argon with Ansible among 67 Computer Science students. Argon
is a model-driven tool, and Ansible is a code-centric one, paralleling our
own comparison of system analysis with or without the help of models. The
study investigates effectiveness, efficiency, perceived ease of use, perceived
usefulness, and intention to use. It concludes that Argon is more efficient,
easier to use, and more helpful in specifying the infrastructure resources. A
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key difference with our study is that it compares two different tools while our
study compares the effectiveness of the same task with our without models.

Other works have studied the effect of models on the broader scope of soft-
ware design in general: the experiment of Heijstek et al. [11] compares UML
representations as diagrammatic artifacts and informal textual descriptions
in communicating software design decisions to software developers based on
a panel of forty-seven participants from industry and academia. The study
finds no difference between the two mediums. A similar study by Labunets
et al. [12] on security risk assessment on twenty-nine MSc students equally
concludes that no significant differences exist between visual versus textual
methods. Finally, Torchiano et al. [13] conducted a study on the compre-
hensibility of software design when using a class diagram combined with an
object diagram compared to using a class diagram alone on a total of 124 par-
ticipants. It also yielded mixed results, demonstrating no substantive time
variation and a benefit in comprehensibility only for participants experienced
with UML. In contrast, inexperienced participants seem to have performed
worse when using two diagrams.

7.1. Threats to Validity

7.1.1. Threats to Internal Validity

The experimental sessions had no disruptions or incidents that interfered
with the process. Participants received an introduction and were allowed
to address any queries they had. No questions that broadly impacted the
sessions emerged; instead, individual participant questions were addressed
individually.

The limited time allocated to each session effectively minimized the po-
tential for maturation effects; indeed, no such effects were observed. The
experimental design ensured that each participant’s contribution to the ex-
periment results occurred only once, eliminating the possibility of learning
between sessions. Therefore, any learning effect within a session across the
tasks does not favor either Control or Experimental . Additionally, each par-
ticipant had an equal opportunity to score points for their performance, irre-
spective of their assigned group, eliminating instrumental bias. Furthermore,
the random assignment of participants to groups prevented any selection bias.

While preventing participants from discussing the experiment with future
participants is impossible, measures were taken to minimize the potential
for cross-contamination between experimental sessions and groups. Partic-
ipants were not allowed to take a copy of the experiment sheet with them
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or use electronic devices during the experiment. The complexity of the sys-
tems and tasks and the consecutive spacing of the sessions further reduced
the likelihood of participants gaining unfair knowledge before their sessions.
Additionally, randomly assigning participants to groups ensured that any
advantage would be evenly distributed without favoring either group. The
prohibition of electronic devices also prevented participants from accessing
external information sources, as outlined in Section 4.2. The only permis-
sible reference materials were the printed information document described
in Section 3.5 and the limited access to the source code, thereby preventing
potential effects of participants consulting other sources.

7.1.2. Threats to External Validity

A potential threat to external validity is the sample size of our study,
which may be insufficient to yield statistically significant results. To mitigate
this risk, we have employed robust statistical methods suitable for our sample
size, ensuring the analysis is conducted appropriately and accurately given
the available data.

7.1.3. Threats to Construct Validity

In Section 3.6, we examined correctness and duration, two commonly
used dependent variables for assessing understandability. However, it is im-
portant to acknowledge that there may be alternative metrics that could
better capture the concept of understandability.

While this study investigates coupling-related practices in IaC-based de-
ployments, it primarily focuses on deployment strategies and infrastructure
stack grouping. Data-sharing-related coupling (e.g., shared volumes in Ku-
bernetes and Docker) and inter-networking coupling (e.g., service commu-
nication dependencies, networking policies, and API interactions) were not
explicitly measured.

7.1.4. Threats to Content Validity

We cannot conceive of any threats to content validity since the experiment
topic and subject matter were relevant to all participants’ university courses,
regardless of group assignment. Furthermore, the information sheet provided
to participants provided sufficient prerequisite knowledge to participate in the
study. Any inconsistencies or ambiguities in the experiment material would
have affected both groups equally.
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7.1.5. Threats to Conclusion Validity

Given that the experiment topic and subject matter were relevant to all
participants’ university courses, irrespective of their group assignment, we
do not foresee any threats to content validity. Moreover, the information
sheet provided to participants offered the necessary prerequisite knowledge
for their participation in the study. Any inconsistencies or ambiguities in
the experiment material would have affected both groups equally, ensuring
fairness.

8. Conclusion

This study highlights the benefits of using semi-formal IaC system mod-
els and metrics to enhance practitioners’ understanding of coupling-related
practices in IaC-based deployments. Participants who had access to these
models and metrics demonstrated greater accuracy than those who relied
solely on source code, confirming that models are beneficial for improving
comprehension.

It indicates that our semi-formal models and metrics could be helpful
tools for a developer wishing to assess coupling-related practices on exist-
ing infrastructure, for an external reviewer or auditor unfamiliar with the
application, or as an objective basis for discussion between different actors.

However, contrary to expectations, the use of models did not lead to
a significant reduction in task duration. Although there was a time-saving
effect for the SSA system, this trend did not hold across all tasks, particularly
for the more complex ESC system. This suggests that while models help
improve correctness , they do not always reduce duration, especially in more
challenging scenarios.

Additionally, no significant relationship was found between task duration
and correctness , except in the ESC Control group, where taking more time
resulted in better performance. This indicates that spending additional time
with the source code alone can improve understanding in simpler systems. At
the same time, models offer the advantage of improving correctness without
extending the time needed to complete tasks.

Interestingly, despite their better performance, participants who used
models consistently reported lower confidence in their answers than those
who did not. This suggests that although semi-formal models enhance cor-
rectness , they may also introduce a degree of uncertainty or cognitive load,
making participants less confident in their responses. This finding aligns with
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other studies that suggest a potential inverse relationship between confidence
and correctness when using higher-level abstractions like models.

In conclusion, semi-formal IaC system models and metrics are effective
tools for improving the understanding of coupling-related practices without
negatively impacting task duration. However, the observed decrease in par-
ticipant confidence points to the need for further investigation into how these
models affect users’ perceptions of their own performance. While we do not
seek to validate cognitive theories, our findings suggest that formal models
and metrics can serve as useful tools for improving understanding in software
deployment contexts.
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