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Abstract. We develop a weighting scheme that enables an automated
threat agent in cybersecurity emergency simulations to make realistic
decisions about which attacks to launch as its next move. In the first
part of the paper, we introduce core economic concepts and argue for
viewing cyberattacks as traded services on dark-web markets, analogous
to legal commodities. In the second part, we build upon the fundamental
theories of the supply function, utility function, and choice probability
to propose a Likelihood Score and provide inference on the theoretical
derivations. The contribution of this approach lies in the empirical value
of neoclassical economic theorems in the context of dark-web markets. Fi-
nally, we discuss avenues for applying the results of the weighting scheme
to cybersecurity emergency simulations.

Keywords: Dark-web markets, neoclassical economics, emergency sim-
ulation, cybersecurity, weighting scheme

1 Introduction

The effect of simulations on emergency management is a well-studied area [1-
5]. However, most of these cases consider only physical emergencies. A rapidly
accelerating tidal wave of digital emergencies arrives with the rise of crimes
that occur in cyberspace and affecting people offline [64|7]. Still, we believe that
the emergency management cycle [8] remains a relevant framework. However,
new approaches to preparation, training, mitigation, detection, response, and
recovery must be formalized.

A persistent challenge in emergency response is threat-rigidity [9], whereby
decision-making in crises is limited to previously learned responses. In most or-
ganizations, cybersecurity is assigned to people with technical expertise. Yet
today, cybersecurity is omnipresent, and anyone with internet access can be-
come a target of cyberattacks. In particular, executive managers face height-
ened vulnerability: their role requires leading through crises, but without prior
experience, they are especially prone to threat-rigidity. This makes it all the
more critical to provide cybersecurity education to those without deep technical
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backgrounds. Here, the strength of emergency simulations comes in handy with
scenarios that closely mirror reality and enable learning without requiring actual
crisis experience |10,/11]. To date, however, no simulation framework has been
designed specifically for people without technical expertise to help them develop
cybersecurity awareness and decision-making skills.

The scope of this article is to contribute to emergency management by ad-
dressing the stage of preparedness [8), p.297], with the goal of designing a center-
piece of any emergency simulation, a threat agent, that can subsequently be
integrated into the training phase [8, p.297]. Our target user-group are execu-
tive managers who lack technical expertise but must lead during cyberattacks.
While our preceding article examined cyber espionage as a suitable use-case for
modeling a cybersecurity emergency simulation [12], the present article takes
a applied mathematical perspective. It aims to serve as a reference point for
researchers and emergency trainers in developing cybersecurity-focused emer-
gency simulations with the greater goal of reducing disaster risk |13] related to
cyberattacks. To the best of our knowledge, no existing emergency simulation
has explicitly modeled cyberattacks as threats.

Thus, our contribution lies in ensuring that threatening cyberattacks are
represented both realistically and empirically. We therefore pose the following
research question: How can an automated threat agent reflect realistic cyberat-
tacks in emergency simulations that aim to enhance preparedness in line with
emergency management? To address this question, we begin by examining the
digital epicenter of cyberattacks: dark-web markets. We continue by showing
how the prices of cyberattack services traded in these marketplaces can serve
as a basis for weighting an automated threat agent’s choices in emergency sim-
ulations. Our findings introduce a Likelihood Score that integrates empirically
valid estimations with mathematically derived inference. Finally, we discuss the
implementation of this approach and outline its envisioned applications.

2 Dark-web Market Economics

Dark-web markets are online platforms that operate on anonymous networks,
enabling the trade of illegal goods and services while concealing the identities
of both buyers and sellers [14,/15]. Access to these platforms requires specialized
software to bypass standard search engines and ensure anonymity [15]. In fact,
they function similarly to conventional e-commerce sites but specialize in illegal
offerings, including drugs [16], weapons [17], and cyberattacks including stolen
data [18], distributed denial-of-service attacks [19], ransomware-as-a-service [20],
credential theft [21], phishing kits [22], all potentially contributing to cyber es-
pionage operations [12].

From an economic perspective, cyberattacks can be viewed as a service, pro-
vided by criminal agents with the objective of inflicting harm on organizations
in the real world [23]. Such services may either be directly executed by the crim-
inal agents themselves or purchased through dark-web markets. Servitization is
as a trend equally relevant to illegal economies as it is to the legal sphere [24].
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Dark-web markets conform to the key assumptions associated with perfect mar-
ket competition, including (1) price-taking behavior (2) product homogeneity,
(3) barrier-free market entry and exit and (4) perfect market transparency [25].

First, the market consists of a large number of suppliers, each holding only a
small share of the market [25]. On dark-web markets, suppliers cannot set their
own prices independently because demand quickly shifts toward cheaper alter-
natives [26]. Since suppliers hold only a small fraction of the total market supply,
they must accept the market-set prices or risk losing buyers to competitors [27].

Second, the goods and services offered by different suppliers are perfectly
substitutable because of their homogeneous nature [25]. Offerings by different
suppliers on dark-web markets, including counterfeit documents, malware, and
drugs, tend to be largely interchangeable [28]. As a result, any attempt by a
supplier to raise its price would immediately lead to a loss of buyers to competi-
tors [27].

Third, no significant barriers exist to enter or exit the market, which allows
buyers to switch suppliers easily across markets |25]. On dark-web markets, both
suppliers and buyers can simply join or leave with the use of pseudonymous
identities and encrypted communication [29].

Fourth, all market participants possess complete information about relevant
factors which enables perfectly informed decisions by all parties [25]. In dark-
web markets, discourse on forums is of significant value especially for buyers [30].
This almost perfect access to information allows for buyers to make choices with
complete information.

To further develop this economic perspective, it is necessary to introduce
the idea of substitute and complementary services. A substitute service offers a
comparable function and allows buyers to switch without losing utility [31]. In
legal markets, examples include competing streaming platforms [32]. In dark-web
markets, substitutes may include phishing services. Complementary services, by
contrast, are those that are typically purchased in conjunction with one another,
as the utility of one service enhances the other [31]. An example would be the
joint purchase of a car lease and a corresponding insurance policy [33]. In dark-
web markets, complementary services include the purchase of an initial network
access service alongside malware deployment services that together increase the
probability of a successful cyberattack.

3 Theoretical Derivation of Neoclassical Theorems

We take a deductive approach that is rooted in neoclassical economic methodol-
ogy [34]. We make use of theoretical derivations of supply and utility functions
along with choice probability theory [35]. This theoretical derivation provides a
robust foundation for application in previously unexplored areas. In this article,
we extend it to the context of dark-web market economics, examining the behav-
ior of the aforementioned functions in this setting and deriving insights relevant
to modeling an automated threat agent for emergency simulations.
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For conceptualizing the weighting scheme of the decisions of our automated
threat agent in emergency simulations in the context of cybersecurity, we follow
three core functions inherently central to the field of economics, useful to apply
to computer science (in specific for automated decision logic [36})37]): The supply
function [38[[39], the utility function |[40H42], choice probability [43H46]. We take
a deductive approach to derive from the supply function a corresponding utility
function which can then be placed into the choice probability equation. While
the mathematical derivations draw directly from the foundational contributions
[38-46], the application to cyberattacks as a traded service on the dark-web
is a novel application. The result is a formula on discrete choice which can
be used for automated threat agents to take decisions as an attacker within
emergency simulations. The goal is that its decisions are rooted in economic
theorems and have empirical relevance as the variables can be estimated with
realistic observations that can be made on dark-web markets.

In a given cybersecurity emergency simulation, the human plays the defen-
dant, while an automated threat agent chooses from a set of cyberattacks over
multiple rounds, each involving one decision per agent. This is a common logic
that many video-games have adopted in Tower-Defense games [47-50]. In fact,
one of the classical methods for cybersecurity training is through game sim-
ulations, particularly modeled after Tower-Defense games, where players must
defend their territory against successive waves of attacks [47H50]. To ensure the
educational relevance of such simulations, we argue that integrating empirical as-
pects of cyberattacks is essential. In the simulation process, analogous to chess,
the automated threat agent chooses its next move based on rules and proba-
bilities [51]. However, as chess is a fully theoretic game [52], it does not serve
optimally as a blueprint for a cybersecurity emergency simulation. The core
difference is that in cybersecurity, there is an empirically-valid demand and sup-
ply pattern available [53,[54]. Ignoring this and postulating random choice logic
would significantly shrink learning opportunities for the human agents. There-
fore, we seek to establish a weighting scheme that incorporates dark-web market
patterns into the decision logic of an automated threat agent in every round.
Prior studies have incorporated empirical data to model their simulations in like
manner [55-57].

4 Inference to the Weighting Scheme

The results are visually presented in Fig. 1. The weighting scheme yields a Like-
lihood Score that drives the automated threat agent’s attacks decision logic. An
overview of our findings is presented in Table 1. What follows is inference to the
Likelihood Score.

4.1 The Supply Function
We stipulate the supply function @Q® for each attack j as

Q; = f(P;,R;,C;,Tj) + ¢
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Attacker (Automated Threat Agent)

Al A2 A3
Dl D2 D3
Defendant (Human Agent)

Fig. 1. Likelihood Score in Automated Decision Logic

Theorem Proposition

I. Supply Function
Supply Function Q5 = f(Py, R;,Cy,Tj) + ¢

I1. Utility Functions
Deterministic Utility Vj,» = o + ¢¥1.Pj + Y2 R; + ¢¥3C; + 4T

Total Utility Ujr = Vjr +€jr

ITI. Controlling for Substitutes & Complements
Inclusive Value IV, =In (ZjeJ,. erT//\r)

IV. Choice Probabilities

Within-Round P(lr)= 52;7;:&
Across-Round P(r)= z‘:ﬁii?ﬁ,s

Likelihood Score P(j,r)=P(|r)-P(r)
Table 1. Inference to the Weighting Scheme

with exogenous variable price P and endogenous synthetic variables risk R,
cost C, and technical level T. Moreover, €; stipulates unobserved factors,
known as error term. Variable price P constitutes an exogenous variable in
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the function because we intend to integrate empirical values for this variable
available in dark-web markets. An exogenous variable is one that is determined
outside the model and is imposed upon it, meaning any change in such a variable
is considered an exogenous change [58]. In contrast, an endogenous variable is one
whose value is determined within the model itself [58]. In our case, those are also
our synthetic variables variables risk R, cost C, and technical level T.
To estimate the values of those, we work with MITRE ATT&CK ICS MatrixT}
We propose standardizing the variables into ordinal scales ranging from low,
medium, and high; numerically

Rj, Cj, Tj € {03, 0.6, 09}

4.2 The Utility Function

When deriving the choice probability of an economic agent influenced by the
market supply function, the utility of the agent, assuming rational behavior,
serves as the intermediary linking the two. This approach is widely utilized in
behavioral economics [59-62].

We define the utility that the automated threat agent gains from choosing
attack j in round r as

Ujr = Vjr + &jr (1)

Here, Vj, is the deterministic component of utility which is observable and
can be modeled while €, is the stochastic component that captures unobserved
effects. We assume that ¢;, follows a Gumbel distribution, which leads to closed-
form expressions in logit models [63(65]. Thus, the deterministic utility Vj, is
derived as a linear function from our supply function Q°.

‘/jT' =a; + wlpj + ¢2Rj + w30j + ¢4Tj (2)

The term «; represents a fixed effect associated with attack j that stems from
unobserved factors. Meawhile, the coefficients 11,19, 13,1%4 are the marginal
utility coefficients associated with the various variables of the attack, derived
from the supply function Q7. In detail, ¢ reflects the utility sensitivity to price,
which is typically expected to be negative, indicating that a higher cost dimin-
ishes attractiveness. ¥o captures the negative utility of risk, which is generally
negative unless risk-taking is preferred in certain contexts. w3 represents the
impact of costs required to execute the attack. Lastly, 14 measures sensitivity
to technical difficulty, with higher values likely deterring lower-skill actors and
thus reducing utility.

"https:/ /attack.mitre.org/matrices/ics/;this database is a curated repository main-
tained by cybersecurity practitioners and researchers. It serves as a semantic ontology
by systematically classifying cyberattacks, thereby functioning as a widely adopted
knowledge base in the cybersecurity community.
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4.3 The Choice Probabilities

Building on the utility function outlined above, we now convert the automated
threat agent’s utility into probabilistic choice behavior. We use a discrete choice
model that determines the choice probability each attack option based on its
utility. We use with a standard Multinomial Logit model [65})66], which describes
how an automated threat agent chooses from a range of attack options in a given
round r. Let J, represent the set of three attack options in round r, and Vj, the
deterministic utility of option j. The probability of choosing option j within
round r is given by

P(j i 3
(Jlr) = W (3)
JEJr
The proposition captures two important ideas, options with higher utility are
more likely to be chosen and the relative likelihood of choosing one attack over

another depends on their respective utilities.

4.4 Controlling for Substitutes and Complements

As outlined in Section 2, attack services may exhibit relationships of substitution
or complementarity. These inter-dependencies are critical for accurately repre-
senting the decision logic of an attacker. We argue that it is vital to incorporate
these relationships when designing the weighting scheme in order to be empiri-
cally realistic. Substitution occurs when the automated threat agent must make
a choice between mutually exclusive options, which is typically the case within a
single round. This within-round substitution is captured using the Multinomial
Logit model. This ensures that the likelihood of choosing an attack is based on
its relative utility in comparison to the other available options within the same
round. Given a set of attacks j € r in round r, the probability of choosing attack
j is:
eVir/Ar

PP <4>

JET

PG lr) =

Here, Vj,. is the utility of attack j in round 7, and A, is a scale parameter that
governs the degree of substitution, i.e. a smaller A\, implies stronger substitution
and denotes within-round decision probability.

Complementarity, on the other hand, occurs across rounds, where executing a
particular attack in one round can increase the value of related attacks in future
rounds s; to model this, we use the Inclusive Value, an aggregated measure of
expected utility that combines the utilities of all attacks within round r, called
across-round probability.

IV, =In| > efr/> (5)

JjeJr
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Thus, it reflects the combined value of the current attack’s utility and its po-
tential for complementarity with future decisions. As the simulation progresses,
the probability of continuing to each sequential round is determined by the Inclu-
sive Value, which is influenced by previous choices and the anticipated benefits
of future actions.

A1V

P(r) = W (6)

4.5 The Likelihood Score

As the simulation progresses, each round’s likelihood will be determined not
only by the current attack options but also by how the automated threat agent
perceives future opportunities. Combining the within-round decision probability
and the across-round weighting yields the total likelihood of choosing attack j
in round r:

Al Vi eVir/Ar
Plir)=P()- P10 = | o || 5= ovrm (7)
s JjEJIr

This is ultimately the Likelihood Score which shall be integrated in the au-
tomated decision logic so that its decisions are weighted by empirical values,
the actual price of cyberattack services traded on dark-web markets along with
estimated factors including risk, cost, and technical expertise level.

5 Integrating the Weighting Scheme for an Automated
Threat Agent within an Emergency Simulation

In the Sections before, we explained the theoretical derivations of the decision
logic for the automated threat agent within a cybersecurity emergency simula-
tion. In this Section, we discuss the further steps taking this into action.

Next up, we will employ a web scraper that will collect price information
on several active dark-web marketplaces for 15 distinct cyberattacks identified
in preceding papers (see [12,/67] for details). As elaborated in Section 4.1, the
variable price is the only exogenous variable in the function and we will inte-
grate empirical values for this. That is the next step. The step after that is to
assess our synthetic variables risk, cost, and technical level with the use of the
aforementioned MITRE ATT&CK ICS Matrix (see footnote 1 for details) for
the same 15 cyberattacks. Once all variables will be fed with realistic empirical
values, the weights will be ready to be integrated into the algorithm of the auto-
mated decision logic. The result will be that the automated threat agent launches
cyberattacks in a realistic manner, backed by empirical values that stem from
to-date relevant dark-web market indices.
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For developing the simulation, we are using Godmﬂ which is an open source
game engine (MIT licensed), known for its flexibility and ease of use, espe-
cially for creating 2D simulations. Our proposed Likelihood Score is integrated
as weighting scheme within the automated threat agent’s decision logic on cal-
culating which attack should be launched each round [67].

Testing will be conducted to ensure that the Likelihood Score accurately
reflects realistic cyberattacks. With iterative experiments, we will then adjust
the parameters (marginal utility coefficients) to assess how the simulation aligns
with empirical expectations.

The results must be seen in light of some limitations. A major limitation re-
lates to the exogenous nature of the price P. In many dark-web markets, price is
not entirely exogenously determined but rather shaped by the market dynamics
of supply and demand. Consequently, price may respond to unobserved demand
shocks, which introduces bias into the estimation of its effect on attacker choices
or supplier behavior. If this endogeneity of demand is not properly addressed,
conventional estimation methods can produce biased and inconsistent parame-
ter estimates. In particular, we may incorrectly attribute variation in outcomes
(here, attack choice) to price effects when they are actually driven by omitted
or latent variables influencing demand of a specific dark-web market. To deal
with this issue, we propose to include an Instrumental Variables approach to
isolate the part of price variation that is exogenous, i.e. not driven by changes
in demand.

6 Conclusion

In the present article, we ask ourselves how the choices of an automated threat
agent can be weighted to reflect realistic cyberattacks observable on dark-web
market behavior. Adhering to the four key assumptions of perfect market compe-
tition, we argue that cyberattacks can be viewed as a service traded on dark-web
markets. Moreover, the subject of cybersecurity is by nature bound to be very
fitting for simulations, as there is an existing large body of literature dealing with
gaming approaches to cybersecurity training. In order to leverage learning of our
target user group of executive managers without deep technical expertise, we ar-
gue that the decisions of an automated threat agent shall reflect empirically-valid
decision logic to mirror real dark-web cyberattacks in line with increasing their
preparedness through experience by emergency simulations. For our weighting
scheme, we made use of classical economic theorems, the supply function, the
utility function, and choice probability, to derive our proposed Likelihood Score.
While the variable price is of exogenous nature, directly taken from dark-web
marketplaces, the other variables risk, cost, and technical level are synthetics and
endogenous, standardized estimations. The utility function is a direct derivation
and is used to stipulate the choice probabilities. For this, we distinguish between

https://godotengine.org
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within-round and across-round probabilities, controlling for substitute and com-
plementary choices. Finally, our Likelihood Score is a multiplication of these two
that can be integrated into the decision logic of an automated threat agent in
cybersecurity emergency simulations. With the result of a weighting scheme for
an automated threat agent, what naturally would follow is the development of
a mid-fidelity prototype using an open source game engine and then to test on
the empirical value of the automated attack choices.
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