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Abstract

Numerous disruptions to Internet access have been reported during
the war in Ukraine, including large-scale outages, damage to net-
work infrastructure, surveillance, and censorship measures. How-
ever, most observations rely on local reports or monitoring systems
within Ukraine. In this paper, we investigate whether the conflict’s
impact on Internet connectivity can be observed externally, from
a vantage point outside Ukraine. Focusing on the Kherson region,
which has remained on the frontline for over three years, we con-
duct an active measurement campaign probing the Ukrainian ad-
dress space at two-hour intervals since March 2, 2022, the 7th day
of the invasion, resulting in a country-wide dataset that spans the
full duration of the conflict. Extending existing outage detection
approaches, we infer three signals to detect Internet disruptions and
refine the mapping of ASes and address blocks to specific regions.
This allows us to assign disruptions to oblasts with greater confi-
dence. Our results demonstrate that Internet disruptions caused
by the war can be measured remotely by any host connected to
the Internet. Our analysis provides new insights into the resilience
of small regional providers and identifies periods when Ukraine’s
Internet infrastructure was under significant strain.
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1 Introduction

The Internet is a critical infrastructure for communication, both in
everyday life and during crises. It enables people to stay in touch
with family, friends, and colleagues while also serving as a primary
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medium for accessing information, such as news and governmental
advisories. Since the war in 2022, Internet connectivity in Ukraine
has been repeatedly disrupted and has undergone continuous efforts
of restoration.

Several analyses have examined the impact of war on Internet
connectivity in Ukraine. Many of these studies [19, 26, 30, 31] re-
quire connection initiation from within Ukraine. In contrast, active
measurement campaigns that send probes to IP addresses enable
data collection from outside the country. However, existing outage
detection platforms, such as IODA [17], rely on Trinocular [36],
which uses a limited set of representative IP addresses per /24 block.

In this work, we extend existing research on full-block [3, 4]
scans by conducting our own active measurements of the Ukrainian
address space. Thereby, we capture the full block state directly by
probing the entire address space using ICMP, rather than inferring
it from the sampled Trinocular data. This approach has several
advantages: we collect the full block state every two hours, and
probing every IP allows us to introduce an additional outage signal
based on responsive IPs to also detect partial outages.

A central challenge, also encountered in related work, is the
attribution of outages to specific regions. In §4, we address this
by leveraging long-term trends in IP geolocation to improve confi-
dence in block-level location assignments. This allows us to better
enumerate Internet disruptions at the regional level, allowing us to
distinguish between outages in frontline and non-frontline areas.
Together, our methodology and dataset offer improved insights
into Internet disruptions, particularly in countries with high ad-
dress churn, such as Ukraine. In summary, we make the following
contributions:

Unique Full Block Dataset (§2,§3). We collected responsive-
ness and round-trip-time data for the entire Ukrainian address space.
While the advantage of probing all addresses over sampling for In-
ternet outage detection has been demonstrated in small-scale case
studies before, it is the first time that it is applied to a country at war
over a period of three years, showcasing its relevance. Access to the
dataset can be requested at https: //countrymonitor.github.io;
it is provided for research purposes only.

IP Address Churn (§4). We discover churn of IP addresses
across the different regions in Ukraine. Particularly, IP addresses
leave frontline regions at a faster pace than other regions. This
motivates the improvement of selection strategies to identify IP
addresses that are representative of individual ASes or regions.

Regional Evaluation (§4). We refine the assignment of ASes
and address blocks from the national to the regional level, enabling
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more localized analysis of measurement data, as demonstrated for
Kherson Oblast. Among 118 ASes with IPs in the region, 34 op-
erate regional blocks, making their outages more representative.
We validate this classi cation against IPInfo's geolocation con -
dence metric, nding that regional blocks generally exhibit higher
geolocation precision.

Internet Disruptions (Y5). Based on three outage signals in-
ferred from our collected data, we derive periods where Internet
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for our work. We chose it as it was fully occupied by Russia in
2022 and patrtially liberated again in the same year. Since then, the
Dnipro River marks the frontline the right bank is controlled by
Ukraine, the left bank by Russia. Its administrative center, Kher-
son city a port city with 280,000 inhabitants before the war
resides on the liberated right bank. As of early 2025, only 70,000
are estimated to live in the city [16, 44].

Internet Disruptions a ecting Kherson Oblast. According to

access was disrupted in Ukraine and speci cally Kherson Oblast. reports, the region's Internet connection was disrupted and recon-
Our approach is able to detect Internet outages across a larger set of structed multiple times as a consequence of kinetic warfare. The
providers than previous work, particularly small providers. We nd  following timeline provides an overview of the events. In this work,
that during Winter 2022/23 and 2024/25, Internet disruptions were we are able to verify these reported events based on our detected
widespread across Ukraine. During the remaining time periods, outages (indicated with ), see Section 5 for our detailed results.

outages are speci c to frontline regions.

Veri cation of Results (Y5). We veri ed our results on Internet
outages with regard to multiple aspects. For large ASes, our results
correlate with those of Trinocular. Beyond that, we were able to
verify our list of regional ASes in Kherson Oblast with a regional
administrator, and we were also able to relate their outages to
reported events such as cable cuts, the destruction of a dam or
the seizure of infrastructure. Finally, we show that outages in non-
frontline regions strongly correlate with power outages.

2 Background and Related Work

In this section, we provide background on Ukraine and reported
Internet disruptions caused by the full-scale invasion. Then, we
compare previous Internet measurement studies on Ukraine during
wartime.

2.1 Ukraine and Veri ed Internet Outages

Ukraine is a country in Eastern Europe and is divided into 24 oblasts,
two cities with special status, and an autonomous region. We refer
to all these entities as regions or oblasts, irrespective of the detailed
administrative di erences, and use them interchangeably. The coun-
try's capital, Kyiv, is a city with special status and surrounded by
an oblast of the same name, which we consider to be a single region
for the purpose of our work, resulting in a total of 26 regions in
our analysis. On February 24th, 2022, neighboring Russia started a
full-scale invasion of the country. The initial military advance on
the capital failed in April 2022, and Kherson Oblast was partly liber-
ated again in November 2022. Since then, the frontline is practically
stable.

Frontline and Non-Frontline Regions. We consequently di er-
entiate between frontline regions, i.e., oblasts marking the border
between Ukrainian and Russian troops and experiencing contin-
uous war actions since 2022, and non-frontline regions. Frontline
regions are the oblasts of Chernihiv, Donetsk, Kharkiv, Kherson,
Luhansk, Sumy, and Zaporizhzhia. All other oblasts are consid-
ered to be non-frontline regions. The latter also includes Kyiv and
Mykolaiv, which experienced active combat only during the initial
advance at the full-scale invasion's beginning.

Kherson Oblast as an Example Region. We investigate Inter-
net outages at the regional level, and Kherson Oblast, connecting
Crimea with the Ukrainian mainland, serves as the example region
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For some of the events, we also provide additional insights beyond
the reports (indicated with 3).

3 March May 2022: Russian troops searched ISP o ces in Kher-
son and seized infrastructureg]. In collaboration with a lo-
cal ISP (Status), we veri ed an Internet outage caused by the
seizure.

April 30, 2022: An oblast-wide outage occurred due to damage
to the last functioning backbone cabl@(@ 33. Our dataset
allowed us to pinpoint 24 active ASes that were a ected by this
incident.

May November 2022: Internet from Kherson was routed over
Russian upstream, leading to higher RTE¥[41]. We con rm
these RTT increases for regional ASes, and additionally ob-
serve several disconnections of non-regional ASes for addresses
regional to Kherson Oblast.

November 11, 2022: Ukrainian forces liberated Kherson city
and its surroundings 23. Based on our contact with the re-
gional ISP Status, we track this event at the granularity of ad-
dress blocks, revealing a ten-day outage followed by gradual
service restoration for their address blocks in Kherson.

June 6, 2023: The Kakhovka dam was destroy&d][ While
only the outage of a single AS is documente®t], we show
that the resulting ooding had a broader impact, with a timely
disruption visible for Viner Telecom, Digicom, and TLC-K.
June/July 2024 and Winter 2024/25: Airstrikes on energy
infrastructure caused electricity outage$]]. We nd a strong
correlation between Internet outages and power outages in non-
frontline regions, suggesting that they primarily arise from a
lack of electricity in these regions.

3

3

2.2 Existing Measurements Ukraine

Several Internet measurement studies attempted to gain insight
into Ukraine and the consequences of warfare on the country.

Passive Measurements. Cloud are monitored HTTP request
volumes in its data centers and detected rolling power outages
after targeted strikes against Ukrainian power infrastructur f)].
Other studies analyzed (a) BGP data from route collectors to identify
periods of unreachability of Ukrainian network®f as well as to
quantify Crimea's dependency on certain, predominantly state-
operated Russian ASe$, (b) results from Measurement Lab's
Network Diagnostic Tool (NDT), initiated by Ukrainian users, to
detect the war's impact on Internet performancéd, and (c) web
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Dataset Singlaetal. [42] Klick etal. [22] IODA/Trinocular [17] This Work Cloud are [2]
Measurement Type active active active active passive
IP/Block-based IP IP 124 124 IP
Protocols DNP3, Modbus 60+ ICMP ICMP HTTP, DNS
Vantage Points 1 >1 approx. 20 1 330 cities [5]
Measurement Interval 24 hours 4 hours 10 min 2 hours <1 min
Probes per /24 Block 256 up to 256 up to 15 256 -
Block Eligibility - - 11° 15& 01 11° 3 -
Geolocation Con dence Low High Low High Moderate
Target Set UA delegated 400K static IPs IPv4-wide UA delegated UA clients
Avg. Responsive IPs 435K - - 1.5M -

War Period Coverage 6 Months in 2022 Until March 2023 Since 2022 Since 2022 Since 2022

11° refers to the number of ever-active addresses in a /24 address block 1, 1 11°° to the long-term probability that the ever-active addresses reply.

Table 1: Comparison of methods used for Internet outage detection,

with a focus on Ukraine. We compare four active measure-

ment approaches, including this work, and one passive method (Cloud are).

analytics data such as those provided by Google and Cloud are,
again to assess Internet performance as well as to trace the ow
of refugees to Ukraine's neighboring countrie8( 31]. Passive
measurements analyze already available Internet tra c instead of
generating additional data transmission, but require a privileged
position, e.g., in a content delivery network or at a BGP collector,
to observe su cient amounts of tra ¢ in the rst place.

Active Measurements. As an alternative, active measurements
might be run from vantage points in the a ected regions. Ukrainian
nodes that are part of the RIPE Atlas platform are an option, e.g.,
to assess round-trip times between Ukraine and Rusgg. [These
measurements, however, require the setup of vantage points in the
region of interest and notably limit scalability. RIPE Atlas operates
about 200 nodes in Ukrainesf], covering a limited number of
geographic locations. In contrast, it is more exible and scalable to
send requests from a vantage point, whether inside or outside of
Ukraine, to the Ukrainian address space. IODAJ7, 36, Singla
et al. [42, and our work follow this principle, see Table 1 for a
comparison of active approaches with Cloudfare's passive one.

Detecting Internet Disruptions in Ukraine. Table 1 compares
existing approaches for measuring Internet disruptions in Ukraine.
Singla et al. 42 probed the entire Ukrainian address space using
industrial protocols (Modbus, DNP3), but only once every 24 hours
and for six months in 2022. Klick et al2f] focused on a set of 400k
static IPs probed at an interval of four hours. By targeting static

IP addresses, this approach reduced noise from dynamic address.

changes and increased con dence in assigning outages to regions.
Similarly, we improve geolocation precision. Instead of probing
only static, we evaluate long-term geolocation trends to assign
blocks to regions with high con dence (Y4).

The IODA platform applies the Trinocular method, probing up
to 15 IPs per /24 block. By trading comprehensive probing for fewer
addresses, it achieves the highest probing frequency among active
approaches, with measurements every ten minutég B6g. While
block-based probing increases outage con dence over single-IP
approaches4qQ, its reliance on few IPs can yield unstable results.

across rounds, reducing the eligibility threshold to three ever-active
IPs (*1°  3), though it has only been evaluated in case studies
and is not actively used by IODA [3, 4].

Cloud are instead monitors tra ¢ volumes passively [2], bene-
ting from wide vantage coverage and high temporal resolution,
but relying on proprietary data. Our dataset complements these
methods by actively probing 10.5M Ukrainian IPs, with about 1.5M
responding per round, every two hours (Y3). This is the rst long-
term study to apply FBS in practice, extending coverage and stability
beyond other active approaches. Unlike passive measurements, this
data can be collected by any host connected to the Internet.

3 Methodology

Only seven days after the beginning of the full-scale invasion of
Ukraine, we began probing the entire Ukrainian IPv4 address space.
We tried to minimize the impact on Ukrainian networks and state
ethical considerations in Appendix A. By combining this active
measurement data with external sources, we generate three distinct
outage signals. We rst describe our measurement setup and signal
generation (Y 3.1). Since IP responsiveness alone is insu cient to
reliably infer outages and assign them to regions, we then discuss
the external datasets integrated into our analysis (Y 3.2).

3.1 Setup and Signals

Data Collection. We probe all Ukrainian IPv4 addresses at a
two-hour interval using ZMap L3 from our vantage point located
in a European data center, approximately 1000km from Ukraine's
capital Kyiv. The ICMP-based measurements started on March 2nd
2022, at 10 p.m., i.e., the 7th day of the full-scale invasion, and have
been running since. For the work at hand, we analyze data from
the beginning of our measurements to February 24th, 2025, the
invasion's third anniversary.

Internet Availability Signals. We combine our collected data
with external datasets to generate three Internet availability signals,
aggregated at the AS or regional level. The rst two signals align
with those of IODA [17], though the second signal( is generated

Full-block scanning (FBS) addresses this by aggregating responsesfrom our results by comprehensively measuring the address space
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Level BGP ¢ FBS IPS N
AS <95%  <80% (if IPS <95%) < 80%
Regional <95% < 95% (if IPS <95%) < 90%

Table 2: Static Internet disruption detection thresholds rela-
tive to a seven-day moving average.

instead of sampling. We extend these signals by a third signal that
is only feasible due to comprehensively probing the Ukrainian IP
address space.

(1) % ¢ provides the number of routed /24 address blocks per
AS. As we also develop a method to assign ASes to a region,
we are also able to generate this signal per region.

2) ( provides the number of active /24 address blocks,
again either grouped per AS or region, and is equivalent to
the number of address blocks meeting the eligibility criteria
of at least three ever-active addresses per month.

(3) 9%( Nprovides the number of responsive IP addresses per
AS or region and enables us to also capture partial outages,
i.e., decreases in IP activity while block reachability remains
stable. We limit this signal to months where the average
number of responsive IP addresses exceeds 10.

Signal Properties. ( and %( Nare based on the regional
share of IPs in blocks classi ed as regional. To detect outages, we
compare current values with the moving average of the previous
week. Based on the level of aggregation, i.e., AS or region, we
de ned di erent thresholds for outages, see Table 2. The rationale
is that more granular aggregations (e.g., ASes in comparison to
regions) involve fewer entities (IPs, blocks). Consequently, they are
assigned more relaxed thresholds to avoid false positives. Due to
the sliding window, the moving average adapts to the new baseline
after an outage, causing the outage criteria to no longer be met.
To still capture such long-lasting outages, we add a ag to the

% ¢ signal if no routed /24 is visible for the ASN or region,
the outage period is considered ongoing, even after the moving
average stabilizes. Finally, we also employ ISP availability sensing
as proposed by Baltra et aB][to avoid false positives in the (
signal. This way, we Iter out false positives caused by dynamic IP
reallocations, rather than mistaking them for outages.

Limitation - Single Vantage Point. All measurements were
conducted from a single vantage point located outside Ukraine.
This design re ects both the urgency of setting up the monitoring
infrastructure during the early stages of the war and the storage
constraints of processing a more comprehensiye  signal than
previous Trinocular signals. Previous campaigns did not reveal
systematic limitations associated with this vantage point. However,
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Limitation - Bi-Hourly Probing Interval. To minimize mea-
surement load on the Ukrainian Internet, we adopted a probing
interval of two hours. This choice reduces potential network strain
but limits our temporal resolution. Speci cally, outages that begin
and resolve between two consecutive probing windows may go
undetected. Each probing session spans approximately 20 minutes,
so the maximum undetected outage duration is bounded by the
remaining 100 minutes between sessions. Other approaches, like
Trinocular, measure at shorter intervals, e.g., 10 minutes, promis-
ing higher resolution. We quantify the limitation in Section 5.4
by enumerating outages between our probing intervals. However,
they only probe a fraction of the addresses in each round and do
not report outages for small regional providers that our exhaustive
measurements are able to detect.

3.2 External Datasets

For our measurement study, we extend our probing data with ex-
ternal datasets. As an input for our ZMAP measurements, we relied
on RIPE Delegations [38, which contain allocated and assigned
IP address ranges, among others, for European countries. In the del-
egations les from December 14th, 2021 the most recent at the start
of the invasion, we found address ranges with a total of addresses
with Ukraine's country code UA. We also rely on RouteViews
BGP dumps [45, which, like our measurement data, are avail-
able in two-hour intervals. These are used to create the Internet
availability signal %¢ based on the number of routed /24 blocks.
Additionally, this data enables the aggregation of IP addresses per
AS. For geolocation, we use the commercial service IPIni@[to
assign IP addresses to geographic locations both on the regional
and country level. We obtained access to the full database on the
rst day of each month. While an IP might be located in di erent
geolocations over a given month, we focus on long-term trends by
detecting providers that remain in the same region across multiple
months. This approach reduces geolocation noise in the detection
of outages.

To validate our ndings, we use IODA 17, which detects and
reports Internet outages in the IPv4 Internet. Unlike other platforms
such as Netblocks34 or Kentik [21], IODA provides access to raw
signal and outage dat&2f. We rely on their API to compare and
validate outages detected for Ukraine. Finally, we compare outages
with Energy Map data provided by the national power company
Ukrenergo B2, which includes information on power grid outages
a ecting more than 50% of Ukraine's Oblasts between January 1st,
2023 and January 20th, 2025.

Limitation - Leased Pre xes and Churn. Our measurements
relied on a static snapshot of RIPE delegations from December 14th,
2021, which we used unaltered throughout the three-year period.
However, RIPE notes that delegation data may not always re ect
actual usage, particularly due to leased pre xes i.e., address blocks
registered in one country but used in another. At the start of our

as with any single-source measurement system, data is unavailable measurements, 350K addresses (3.3%) delegated to Ukraine were
when the vantage point is o ine. These outages occurred onthe  geolocated outside the country. To assess the reverse case, we relied
following dates and are indicated inthe gures (March 6th-7th, 2022, on |P geolocation to reveal 773K addresses (7.4%) used in Ukraine
March 14th-28th, 2022, October 12th-19th, 2022, March 5th - April put delegated to other countries. Assessing churn in delegated pre-
2nd, 2024, July 13th, 2024, August 7th-19th, 2024, and Septembefkes, 348 Ukrainian pre xes (12%) changed their registered country
16th, 2024). code, with one-third reallocated to Russia and the rest to various
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IPs rose from 100 km in 2022 to 500 km thereafter. Of 3.73M IPs
that changed location, 2.24M moved between Ukrainian regions,
primarily driven by national ISPs like Ukrtelecom (697K), Kyivstar
(341K), Vodafone (243K), and Vega (67K), re ecting dynamic ad-
dress assignment. Another 1.5M addresses were geolocated abroad,
mostly to the US (926K), Russia (110K), and Germany (60K). Notably,
AS16509 (Amazon) now announces 519K of these, about one-third
of the externally reassigned IPs.

Churn in the Kherson Region. We also found this trend in
Kherson. Of the 141K IP addresses initially geolocated to Kherson,
only 36K (26%) remained there after three years. 63K (45%) moved
to another Ukrainian oblast, and 41K (29%) were geolocated abroad.
This includes 33K IPs previously held by Volia (AS25229), now

Figure 1: Relative change in IPv4 address counts per oblast announced by Amazon.

(February 1, 2022 February 1, 2025). IP addresses shift away — Key Takeaways
from frontline regions to other parts of Ukraine or to foreign (1) Between 2022 and 2025, 3.7M IP addresses changedjloca-
countries. tion, indicating substantial churn.

(2) Of these, 2.2M moved within Ukraine (mainly due to
national ISPs), while 1.5M were reassigned abroad, pri-

European countries and the U.S. We also observed a net decline marily to Amazon, the US, or Russia.
in pre x allocations to Ukraine: only 198 new pre xes (7%) were (3) Frontline regions lost more IPs than non-frontline r¢-
assigned over three years (see Figure 18 in Appendix B). Based on gions; in Kherson, only 26% of IPs remained.

these dynamics, we estimate RIPE delegations to consistently cover
at least 93% of Ukraine's active address space during our measure- . ) )
ments, making them a reliable baseline for IP-level monitoring. 4.2  De nition of Regionality

) ) . Address churn motivates a stricter de nition of regionality in favor

4 Regional Classi cation of reducing the distortion of our results. Therefore, we aggregate IP
We re ne the assignment of ASes and /24 address blocks from the addresses to AS or /24 address blocks, respectively, and decide on
national to the regional level using Ukraine's administrative divi- their regionality depending on their share of addresses in a region
sions (oblasts). However, direct application of geolocation services over time. Based on our de nition, we de ne them as regional,
reveals signi cant address churn, with IPs shifting between regions  i.e., primarily operating in a single region, or non-regional, i.e.,
or countries (see Y4.1). To avoid misclassifying regional outages, operating in multiple regions.
\gg dlpet;(;durce a stricter dt_e nItIO'Y'I’I402f rev%lo?r?hty ba_se?h(_)n SIUSI"?'“T Formal De nition. Let  otq denote the set of entities, either

presence over time (¥4.2). We then verify this classi cation ASes or /24 address blocks, with at least one geolocated IP address

(Y4.3) a.nd assess Its impact on our dataset by analyzing addressm the investigated region over the observed peripdFor each
responsiveness (Y4.4).

entity 4 2 (ota at time G we de ne the shardg'4° = ;Cl—f:, where
4.1 Regional Address Churn =c'4°is the number of geolocated IPs in the region ath#4° is its
aximum possible number of addresses (for ASes their addresses in

kraine; for /24 blocké# 14° = 256). We classify entit¢ as regional

m
We geolocated all probed IP addresses using IPinfo and compared U

their regional assignment from before the war (February 1, 2022) to for a region if its share meets the threshotd in at least) perc of

three years later (February 1, 2025). Our results reyeal substa.ntial routed months) roues. AS an example, Figure 2 shows a /24 block
address churn, with many IPs moving between regions or leaving classi ed as regional.

Ukraine entirely. This motivates a stricter de nition of regionality

for both ASes and address blocks. ( ) G )
te
Churn across Ukraine. Figure 1 shows the relative change in reg= 42 total 1 B0 " ) perc ) routed
IPv4 address counts per oblast. Nineteen of 26 regions saw declines, c=1

with the sharpest losses in frontline areas: Luhansk (-67%), Kher-  To assess the sensitivity of our classi cation for di erent pa-
son (-62%), Donetsk (-56%), Zaporizhzhia (-52%), Kharkiv (-27%J)ameter choices, we vary and) perc from 0.1 to 1 in steps of 0.1,
and Sumy (-21%). Only Chernihiv recorded a net increase (+24%)see Figures 22 and 23 in Appendix D on the resulting numbers
Churn also occurred in non-frontline oblasts such as Volyn (-37%), of regional ASes and blocks. For the remainder of this work, we
Zhytomyr (-30%), and Rivne (-24%). Appendix C, Figure 20 shows selected thresholds of * = 0”7 andyc = 0"7.
increasing IPv6 adoption, which may help extend outage detection We illustrate the impact of our parameter choices by two ISPs
in sparse regions once suitable methods exist. Geolocation con-in Kherson. With a strict threshold of = 09 and) perc = 09,
dence, measured by IPInfo's radius metric (5 to 5,000 km, with ISP Status would be classi ed as non-regional as one of its four
increasing step widths), also declined its median for Ukrainian /24 subblocks is located in Kyiv. By contrast, relaxed thresholds
5
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Figure 2: The exemplary /24 block 176.8.28 belonging to Kyivs-
tar meets the regional threshold of M=0.7 in more than 70%
of routed months in Kherson.

Ukraine Kherson
Category ASes IPS [24s ASes IPS [24s
Total 2024 8.99M 35.2K 118 73.8K 512
v Reg. 1428 4.17M 16.7K 13 8.3K 33
CE Non-Reg. 484 4.80M 19.4K 40 649K 465
/ Temporal 112 179K 313 65 596 15
Target Set 1773 7.15M 28.5K 34 41.7K 168

Table 3: Classi cation of regional, non-regional, and tempo-
ral ASes, including average monthly counts of ASes, IP ad-
dresses, and /24 blocks in Ukraine and Kherson (2022 2025).
The nal row highlights the target set: Regional and non-
regional ASes with regional /24 blocks that are suitable for
outage detection.

of 0’5 would classify providers operating across multiple oblasts,
such as Digicom, as regional. Our chosen tradeo ‘@f Balances
these extremes: it permits a share of IPs to be operated outside
the main oblast, while still capturing the regional nature of the
provider. The same rationale applies at the block level. However,
in contrast to ASes, /24s pointing to multiple locations and oblasts
are less prominent. From the total of 35.2K /24s we nd a mean of
78% pointing to a single location during a given time. This number
increasees to 86% on the oblast level. Figure 21 in Appendix D
shows that for multi-local /24s there is usually a dominant share
that points to one region. We aim to detect temporal assignments as
an additional Iter on non-regional ASes, as temporal geolocation
assignments (a few IPs, only one month) are likely caused by noise
in geolocation and are not valuable measurement targets. We de ne
non-regional ASes as temporal if they fail to reach a certain number
of IPs in the target regionY 256, equaling one /24) or the regional
share exceeds 10% for at least one month.

Separate Classi cation of ASes and Blocks. ASes, both re-
gional and non-regional, might encompass regional and non-regional
address blocks. The blocks' classi cation has two advantages. First,
regional ASes might predominantly serve one region, but often also
other (neighboring) regions to a certain extent. Exclusion of the
non-regional blocks improves the result's signi cance for the region
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Figure 3: Regional classi cation helps to identify important
ASes per region. Regional ASes account on average for 34%
of the ASes with at least one address geolocated to a region.
From 118 ASes in Kherson, we identi ed 40 non-regional and
13 regional ones, while 65 only show temporary presence in
the region.

of interest. For example, AS25482 (Status) is regional in Kherson.
Three of its four/24 blocks meet the regionality criteria; the fourth is
regional in Kyiv and would distort our results for Kherson. Second,
non-regional ASes like national ISPs might contain regional blocks,
providing insight into a region. From AS15895 (Kyivstar) 299 /24s
located once in the Kherson region, of which only 52 are regional.

Mitigated Noise to Outage A ribution. There is inherent
noise in geolocation due to the mobility of IP addresses and the
dynamic usage of address blocks. Introducing regional classi ca-
tion to outage attribution, we mitigate these common scenarios.
While this approach still relies on IP geolocation, it does so only
on the regional level and not on the more granular city level. By
identifying and excluding dynamic blocks, regional dependency
is limited to long-term stable blocks. Summarizing, we mitigate
the following scenarios: () IP drift: If one or more IP addresses
of a /24 temporarily geolocate to a di erent region, our outage
detection approach only includes the IPs belonging to the regional
part of the block. (1) Block drift: If a /24 block geolocates to another
subdivision for a limited period, we do not attribute outages to this
block. (I1l) Regional churn: If multiple IP addresses and blocks leave
a region and are somewhere else, the block is entirely classi ed as
non-regional and excluded from outage detection. If it still passes
the threshold, it is evaluated only during the months in which it is
considered to be regional. Finally, our approach cannot prevent sys-
tematic misattribution, i.e., IPInfo assigning the block to an incorrect
region for 70% of months across the 3-year window.

____ Key Takeaways

(1) We classify ASes and /24 blocks as regional or n
regional depending on long-term trends in geolocatio

(2) Regional classi cation mitigates noise from IP and blo
shifts, reducing misattribution in outage detection.

(3) Separating AS and block classi cation improves prefi-
sion: regional ASes may still contain some non-region
blocks, and non-regional ASes may include regior
blocks.
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