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Abstract

The energy system has undergone significant changes in recent
years with smart meters playing a vital role to promote more sus-
tainable and efficient energy usage in households. The European
Union has introduced Directive 2019/944/EU, which governs the
smart meter rollout in its member states, including the technical
requirements for these meters and the energy access rights for
end consumers. To explore the user’s experience of energy data
access, we present an empirical field study that reports on energy
data access attempts of 266 participants. Our results show that the
installation of smart meters and access to data are falling short of
expectations.

CCS Concepts

« Social and professional topics — Governmental regulations;
« Hardware — Energy metering.
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1 Introduction

The energy system has undergone a major digitisation process over
the past few years. Smart meters and IoT devices are examples
of modern, networked hardware used to measure and record en-
ergy usage as well as exchange energy data. These devices collect
vast amounts of data, which can be used to better understand and
analyse consumption behavior in households. Additionally, this
information can benefit the energy system and grid as a whole by
promoting more efficient energy use and providing better service
quality and products through data analytics.

In the European Union (EU), regulatory frameworks have been
introduced throughout the past to regulate the energy market and
ensure that households in EU member states are equipped with
smart meters (e.g., [5, 6]). Directive 2019/944/EU [6] is key in this
regard as it establishes the legal and regulatory framework for smart

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).

Mensch und Computer 2025 — Workshopband, Gesellschaft fiir Informatik e.V,, 31. August
- 03. September 2025, Chemnitz, Germany

© 2025 Copyright held by the owner/author(s). Publication rights licensed to GIL
https://doi.org/10.18420/muc2025-mci-ws03-180

Oliver Hodl
oliver.hoedl@univie.ac.at
University of Vienna
Wien, Austria
University of Applied Sciences Upper
Austria
Hagenberg, Austria

meters, energy data access, and other obligations. It prescribes the
functionalities of smart meters, such as interfaces and the ability to
measure real-time data. It also mandates that users and customers
have the right to access their energy data.

Following this directive, we present an empirical study on energy
data access with an emphasis on Austria and the EU. In a field study
we asked participants to attempt accessing their energy consump-
tion data for evaluating the feasibility of doing so. The goal of this
study is to study the user’s experience when attempting to access
residential energy data. Two questions motivate our study: How
accessible is the data on residential energy consumption? What
are the challenges and hurdles when accessing residential energy
consumption data?

For answering these questions we present a field study with 266
participants from Austria, other EU member states and the rest of
the world. The results of this field study report on the individual
experience of citizens on the smart meter availability in their house-
holds, downloadable data from their network operators as well as
different data formats and time interval granularity.

2 State of the Art

We continue with reviewing aspects around accessing residential
energy data through smart meters on a technical, legal and eco-
nomic level.

2.1 Smart meter as a technology

Smart meters are an important tool for the smart grid to collect
information on the final customer’s energy consumption. Smart
meter data is usually sent to a data management system over secure
communication, where the transmission process is either executed
every 15 minutes or once a day [3]. The two-way communica-
tion can be transmitted via radio frequency or Power Line Carrier
(PLC), with both having varying advantages and disadvantages [3].
With a combination of hardware, software, and calibration systems,
the Root Mean Square (RMS) current, voltage, active and reactive
power, power factor, and frequencies are some of the main parame-
ters being calculated during the measurement [16]. As previously
mentioned, the calculated data is stored and transferred through
different standards to the utilities’ data management systems. From
a technical perspective, smart meters can provide vital information
for the utility and system operator on peak or off-peak periods and
power usage patterns [3, 16].
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At the household level, smart meters support different ways and
communication protocols for energy data monitoring. These differ-
ent ways include wired connections, such as RJ11 or USB, which
require the meter to be equipped with standardised physical inter-
faces to ensure compatibility with external devices. The transmitted
data should ideally be provided in standardised or open formats.
Additionally, a wireless solution may be necessary where cabling
is not possible. In such cases, a wireless node can be installed be-
tween the smart meter and the household systems, serving as a
communication bridge. This node implements protocols such as
Wi-Fi, ZigBee, or Wireless M-Bus.[4] Furthermore, real-time data
exchange, transmission protocols such as MQTT can also be used
to transmit the measurements from the smart meter [9].

2.2 Legislation and distribution

Following the liberalisation of the energy market [5] within the
European Union (EU), new energy markets rulings were established
with the directive 2019/944 [6]. Besides certain regulatory introduc-
tions the ruling also established that European households should
be equipped with smart meters that can collect data near real-time
according to the directive. Validated historical data can be requested
to the final customer on request and non-validated near real-time
data should be available through an standardised interface at the
smart meter or remote access. EU member states and national util-
ity companies must provide this historical data at the request of
the final customer, while near real-time data has to be easily and
securely available at no additional cost as this is needed for energy
efficiency programs, demand response or other services.

In a Market Monitoring Report from 2024 by the EU Agency for
the Cooperation of Energy Regulators (ACER) and the Council of
European Energy Regulators (CEER) [1], the smart meter roll-out
has seen varying levels of success across EU member states. In
Germany, for instance, the roll-out rate is only 1%, whereas Sweden
and Denmark have already reached 100% . For other countries
or continents, the International Energy Agency (IEA) released a
chart with the worldwide smart meter roll-out as of 2021 in various
countries or regions. The presented share represents smart meters
as a proportion of total electric residential meters, with China
having 100%, Japan 86%, the USA 69%, and India 2%. Regions such
as the Middle East and Africa have a share of 8%, and South and
Central America have 5% [7].

2.3 Human-centric and economic perspective

The benefits of smart metering concern individuals as well as so-
ciety. By getting the information on their electricity usage, final
customers can better evaluate when and how they use (and eventu-
ally produce) energy, which can result in saving costs. On a societal
level, individuals can participate in demand response in the grid
and avoiding power outages [10]. This also leads to better utility
service quality and introduces new products or possibilities such as
dynamic energy pricing, monitoring or using electric equipment at
different hours were energy is cheaper [3, 10, 16]. This can also have
environmental benefits such a reducing greenhouse emission from
power plants and reducing pollution as the electricity is properly
distributed and managed [3].
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The usage of smart meters and particularly challenges have been
subject to research throughout the last two decades. In 2011, a study
on smart meter usage reports on problems with physical accessi-
bility (to obtain energy consumption data) or the “optical reading
interface, which is used by utility personnel only” [8] (p. 58). Two
more recent studies raise concerns with smart meters on various
levels: one study raises concerns on “policy and design decisions
that have been made for privacy and security” in relation to smart
meters [2] (p. 724). Another study reveals “serious problems with
how data from smart meters is handled” in relation to vast amounts
of data, technical challenges, or required domain knowledge for
their use [15].

Most recently, with the integration of artificial intelligence and
machine learning algorithms smart meter data analytics can provide
better load forecasting, demand side management for managing
electricity demand and pattern recognition for electricity theft
detection [11].

3 Methodology

While the sample was global in scope due to the international
student body, the study’s comparative emphasis lies on Austria and
other EU countries, especially in light of Directive 2019/944/EU,
which mandates non-discriminatory access to energy data [6]. The
resulting dataset contains 266 submissions collected between the
winter-semester of 2022 and winter-semester 2024 and serves as
a unique snapshot of the current state of residential energy data
accessibility across regulatory and infrastructural contexts.

4 Field study on residential energy data access

Our empirical field study on residential energy data access was
carried out from 2022 to 2024 at the University of Vienna. Over 250
individual computer science students were engaged in a lecture
project of the two recurring courses “Foundations of Networked
Systems” and “Cooperative Systems” [12, 13] within this two-year
period. At the beginning of this projet the students got an introduc-
tion to two related research projects on energy data interoperabil-
ity!2. They were also informed about the Article 20(a) of Directive
2019/944/EU, enabling the right for energy data access to citizens
of EU member states. [6].

4.1 Data collection

The actual data collection happened throughout a task where the
students attempted to access their household’s electricity consump-
tion data - ideally through a smart meter - and to document the
process, obstacles, and outcomes. For this task, students were asked
to access their energy data at their residence in Austria or their
respective country of origin. They were instructed to find out if
they have a smart meter installed and if any energy consumption
data is provided through their network operator. If they achieved
to get physical access to their smart meter, they were asked to find
out details about the device and any interfaces for for real-time
data.

Furthermore, the students were required to report on the living
situation of their residencies (e.g., house, flat, shared apartment,

!https://www.eddie.energy
Zhttps://www.insieme.energy
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dormitory). They had to document which system operators, ser- 60
vices, or energy utility companies they contacted, as well as the
websites they visited, in order to gain access to their energy data.

At the end, they submitted a report in written form on any hur- - 401 N
dles they encountered, potential costs, data and file formats, and %
the granularity of the obtained data. The students were also asked )

20 - -

to include anonymised data sets, portal screenshots, or any other
example to illustrate their successful or unsuccessful attempts of
obtaining their energy consumption data.

\ \ \ \
WS22 SS23 WS23 SS24 WS24

Semester

4.2 Data analysis

After each semester, we collected the written reports and analysed
them quantitatively and qualitatively. We created a database to
record each energy data attempt by each student. Some students
tried to access their energy data in more than one households (e.g.,

—@— Success —li— Fail

Figure 1: Progression of energy data attempts

their student’s home, their parent’s home, their friend’s home). In Country Count
this database we documented countries, network operators, the liv- Albania 5
ing situation, if smart meter were installed, success or fail to obtain Austria 180
energy data in general, possible download options for consumption Bangladesh 3
data, the data format, and the data granularity. For each energy Belarus 1
data attempt we also recorded qualitative information on relevant Bosnia and Herzegovina 9
comments by the student in regards to their access experience. China 1
4.3 Results gi’f;}?fa 1
We collected 266 entries for energy data access attempts over five Egypt 1
semesters, from the winter semester of 2022 to the winter semes- France 3
ter of 2024. During these different semesters, varying numbers of Germany 7
students reported both successes and failures in their reports. The Greece 1
results are highlighted in Table 1 and Figure 1. Hungary 2
India 3
Semester | Success | Fail | Total Irak 1
WS22 7 33 40 Iran 3
SS23 3 33 36 Italy 5
WS23 26 49 75 Kazachstan 1
SS24 11 34 45 Kosovo 2
WS24 36 34 70 Luxembourg 1
Total 83 | 183 266 Montenegro 1
Table 1: Energy data access attempts in each semester Nigeria 1
North Macedonia 3
Norway 1
Table 2 shows the single countries were data access has been gallﬂst;n 1?
attempted while Table 3 summarises the countries according to RO an . 1
three regions (Austria, Other EU and rest of the world). Table 4 Romgma 4
quantifies the living situation where the students conducted their Suslj.la )
energy data access attempts. r .1a
Table 5 highlights the data intervals in which the consumption Sp am !
. . . ) . Sri Lanka 3
data was visualised on the respective provider webpage or in a 4
downloaded file. It is important to note that if the intervals are only Swe e 1
available in yearly or monthly data, the home was not equipped Ukralge 4
. . Uzbekistan 1
with a smart meter. A smart meter can usually at least deliver and N/A .
collect data on a daily basis. However, if a household opts for smaller
intervals, such as hourly, half-hourly, or even quarter-hourly values, Total 266

these can be measured and transmitted. Table 2: Individual countries of data access attempts

The data available for download may vary depending on the
web presence and implementation of the dashboard service of the
Distribution System Operator (DSO) or utility provider. Typically,
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Region Count
Austria 180
Rest of World 60
Other EU Countries 25
N/A 1
Total 266

Table 3: Regions for data access attempts

Living Situation | Count
Flat 92
House 64
Shared Flat 32
Dormitory 26
N/A 52
Total 266

Table 4: Distribution of participants by living situation

Granularity Count
Yearly 13
Monthly 37
Weekly 1
Daily 20
Half-Hourly 3
Quarter-Hourly 17
N/A 175
Total 266

Table 5: Time interval granularities of energy data

where a graph of historical data is presented on a page, users have
various download options. Table 6 shows the various data format
download options the students found. The most common format
for end users was CSV, followed by PDF or XLS. In terms of other
data formats, XML, JSON, and MSCONS, a messaging report format
specific to the energy domain, were also found.

In many cases (164 of 266), data was only offered as visualisation
to download such as JPEG, PNG, or SVG, but not as raw data for
further use. In one case, a student found that although they had
a smart meter and granular data intervals, there were no direct
download options, and they could only extract the values directly
from the web UL

Consequently, as we also asked the students to gain physical
access to their smart meters and attempt to obtain real-time data
readouts from the interface, we gathered interesting comments
from the students. In some cases, depending on the living situa-
tion, physical access was denied either by the landlord or due to
construction constraints. Additionally, the meters were sometimes
hidden in different rooms of the building where a special key was
needed for access.

If students were able to gain physical access to their smart meters,
there were several additional constraints that hindered real-time
data readouts. First, the meters varied greatly in their technical
interfaces for data extraction, as described by Gouri et al. [4], and
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often required different adapters, such as optical infrared readout
sensors — if the meter was equipped with an infrared interface —
or different types of output.

Second, the data is typically encrypted, and the readout process
must be programmed to interpret specific Object Identification Sys-
tem (OBIS) codes in order to retrieve meaningful information such
as current consumption or total energy use. This setup therefore
requires a relatively complex technical environment, such as using
a Raspberry Pi or Arduino board as a communication node. Third,
a major constraint for enabling real-time readouts was the lack of
internet or Wi-Fi connectivity near the meter location, and in some
cases, an external power source was needed to operate the adapters
or node boards.

Format Count
CSvV 70
PDF 19
XLS 8
XML

JSON

MSCONS 1
N/A 164
Total 266

Table 6: Different data formats

4.4 Practical example of energy data access

Among the 266 individual attempts on energy data access, we could
observe a variety of processes and sources where data can be ob-
tained from. Thus, we can neither report on all approaches in details
nor one which is representative. As a compromise, we present the
approach documented by the first author of this paper who success-
fully obtained energy data through the portal of the Distribution
System Operator (DSO) Wiener Netze in Vienna. We present the
original screenshots with German text which we translate along
with the description.

The household of our selected user is a flat in the 4th district of
Vienna, Austria, which is equipped with a smart meter. He visited
the DSO’s webpage and searched for the historical consumption
overview, where user can gain more insights into the household’s
energy usage (see Figure 2).

Under the “Export von Daten” field, the user can export the
consumption data from a certain time period and at different data
intervals, as seen in Figure 3. For example, data can be exported in
daily and quarter-hourly intervals. In the case of Wiener Netze, the
data is provided in a CSV file. Furthermore, the visualized data and
graph can also be downloaded in JPEG, PNG, or SVG formats (see
Figure 4).

When integrating real-time data, an encryption key is typically
required to decrypt the values transmitted by the smart meter. In
this case, the key is generated by the local DSO Wiener Netze and
must first be activated by the user. This process can take a few
hours (see Figure 5).

The smart meter itself is located in the basement, together with
the metering units of other tenants. As shown in Figure 6, multiple
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Figure 2: Wiener Netze Consumption Overview
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Figure 3: Wiener Netze Data Granularity Overview
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Figure 4: Wiener Netze Graph Download

meters are installed, including different models and, in some cases,
even old electromechanical (model Ferraris) meters. The modern
meters (model ISKRAEMECO AM550-TD0) are equipped with visible
infrared (IR) interfaces, which require an IR adapter to read out the
data.
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Accessing real-time and sharing it with other devices or services
was practically impossible, as there is no internet connection in the
basement of the building where the smart meter is mounted. Addi-
tionally, no nearby power source was available for the necessary
adapters or data-acquisition nodes.

Kundenschnittstelle

@ v

/- Schliissel anzeigen

Figure 5: Wiener Netze Key for decrypting Real-Time Data

Figure 6: Wiener Netze Smart Meters located in a cellar

5 Discussion

The empirical results of this study highlight several recurring
themes and challenges that span across legal, technical and in-
frastructural dimensions. While the integration of smart meters
is seen as a vital step toward a more sustainable and responsive
energy system, real-world access to residential energy data remains
limited or fragmented in many countries.

5.1 Data Access and Smart Meter Rollout

Although Directive 2019/944/EU mandates non-discriminatory and
cost-free access to both historical and near real-time energy data for
final customers, the implementation of this regulation varies signif-
icantly across EU member states [6]. Students reported inconsistent
enforcement at the national or DSO level.

As shown in the success and failure table (Figure 1), the access
success rate was still very low in earlier semesters, but it began
to increase in later ones. Due to the varying sample sizes, there
are still some fluctuations in the results. Nevertheless, more and
more students were able to access their smart meter and energy
consumption data over time.
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The distribution in table 2 illustrates that most of the students
made their data access attempts in Austria during the task. However,
there were also many exchange students from various different
countries, which provided interesting insights into the various data
access principles in those respective countries.

In some countries, the smart meter rollout is not as advanced as
in others—particularly when comparing non-European to European
nations. However, even within Europe, countries like Germany and
Italy still face significant challenges in fully implementing their
smart meter programs and ensuring reliable access to the resulting
data [1].

From the attempts outside of the EU we could see that there
were many other different implementations and regulations of the
data access infrastructure, however, smart meter roll outs were
not as progressed there and the availability of granular data (e.g.,
quarter-hour values) is lacking.

5.2 Living Situation

Looking at the living situations in Table 4, we can see that most
of the participants lived in flats and houses. Others lived in shared
flats with other people or in dormitories, which, according to the
students’ reports, made data access harder or even impossible.

As we saw the living situation also had noticeable effects on
the ability to access energy data and the physical smart meter. For
example, in shared flats, the access rights for tenants in shared
living arrangements were often unclear, and landlords did not al-
ways support data access requests or only the other tenant had the
credentials which limited the access to one person. In dormitories,
each individual room is not metered by an official DSO smart meter,
meaning that no granular data per room is available. Here instead
students pay a fixed fee for energy consumption and their stay in
general. This indicates that regulatory frameworks are not always
effectively translated into accessible, user-facing services.

5.3 Data Formats and Granularity

Regarding the energy data itself, the formats are generally accessible
and easy to download, if the user has permission and access. The
most commonly available file format is CSV, although other formats
may also be provided. Additionally, visualizations of energy data
can often be downloaded as image files. As previously discussed,
higher time resolution in the data allows for deeper insights into
energy usage patterns and advanced analytics [3, 11, 14]. This finer
data granularity can not only be better used for deeper insights and
visualizations of the household’s energy consumption but can also
be used for improved demand forecasting and behavior forecasting
using machine learning methods such as Gaussian Mixture Models
(GMMs)[14].

5.4 Smart Meters and Real-Time Data Access

Accessing real-time data remains particularly challenging. Obsta-
cles include the physical location of the smart meter within the
building, as well as technical limitations such as the lack of internet
access for adapters or nodes (e.g., Raspberry Pis) and the need for
external power sources. Consequently, students without techni-
cal knowledge or IT experience face additional barriers—including
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financial ones—as the necessary equipment must be acquired in-
dividually. As a result, none of the students were successful in
accessing real-time data, which raises important questions about
how such access could be made more available, secure, and user-
friendly in the future. These issues were also addressed in the "State
of the Art" chapter [2, 8, 15].

Technically, accessing smart meter data is highly dependent on
the meter model, interface availability, and connectivity. Students
encountered a range of devices, some equipped with infrared (IR)
ports, others still using outdated Ferraris meters, which in many
cases hinders the availability of fine granular data (e.g., hourly or
quarter-hour values). Even in the case of modern meters, accessing
real-time data required specialized hardware, such as IR readers,
Raspberry Pis, or additional power sources. A recurring issue was
the physical placement of meters in basements, where there was
no internet connection or nearby power source, making real-time
integration technically unfeasible in many cases.

5.5 Benefits of Smart Meters

As discussed, equipping households with smart meters can help
customers gain a better understanding of their current energy con-
sumption, enabling them to make more informed decisions about
their energy usage. This can lead to energy and cost savings for
households, resulting in more efficient energy use. Furthermore, it
benefits the energy grid by helping to prevent power outages and
providing superior utility quality [3, 4].

The accessibility of energy data also enables other beneficial
services for both customers and the energy grid. With the rise
of artificial intelligence and machine learning algorithms, more
accurate analyses of energy consumption can be conducted. This
aids in demand-side management through predictions and pattern
recognition [3, 10, 11, 16].

6 Conclusion

To conclude, smart meter rollout programs are essential for cre-
ating a sustainable and efficient energy grid. The availability of
energy data can also enhance service quality and utility perfor-
mance. However, there are still issues with the broad availability
and accessibility of historical and real-time data. Therefore, more
work needs to be done within regulatory frameworks and national
smart meter programs to make energy consumption data available
and accessible to all.

Our study provided a good overview of the current state of
energy data access in the EU and other countries. However, there
are some limitations to consider due to the varying sample size
and the fact that participants were exclusively students, meaning
the results may not be representative of the general population.
Furthermore, our sample data has a strong bias toward Austria, as
this is where most of the students resided during the study.
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