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Abstract
Real-time industrial IoT control systems that operate on physical
variables depend on sensor readings that are assumed to be ac-
curate, timely, and trustworthy. These assumptions break down
under attack scenarios, sensor degradation, or physical tamper-
ing. We present a hardware-timed trust enforcement design that
enforces trust decisions at the sensor fusion layer. The design tar-
gets post-ADC gating; all timing and fault results were obtained
on a cycle-bounded, non-preemptive ESP32 firmware realization.
Selected enforcement blocks were also built as discrete hardware
but did not produce the reported metrics. The design combines
redundancy-aware data integration with a continuous trust eval-
uation driven by hardware logic. Sensor nodes are linked to their
identity through an on-chip eFuse device identifier read at boot
and bound to the sensing channel. Data from redundant sources
is filtered through a median-based fusion rule that considers delay
patterns, value consistency, and trust history. When trust degrades,
the ESP32 realization applies a cycle-synchronous digital mask to
the post-ADC sample; GPIO lines are used for timing/observability
only. We validate the architecture on a closed-loop testbed for IoT
process control under spoofed and fault inputs. The results show
bounded recovery latency and isolation of corrupted data within
the same cycle in which degradation is first detected or, in the worst
case, within four control cycles, depending on the pre-update trust
level. In this prototype, gating occurs after ADC: corrupted digital
samples are blocked from fusion within the same cycle, while ana-
log front-end saturation cannot be prevented. These results were
obtained with an ESP32 firmware realization that applies post-ADC
gating within the control tick; discrete hardware builds were not
used for the reported measurements.

CCS Concepts
• Computer systems organization→ Real-time systems; Em-
bedded and cyber-physical systems; • Hardware → Safety
critical systems; • Security and privacy→ Embedded systems
security.
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real-time IoT control, hardware trust enforcement, redundant sen-
sor fusion, cycle-synchronous gating.
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1 Introduction
IoT-enabled industrial control systems rely on distributed sensing
to monitor physical quantities such as level, flow, vibration or tem-
perature [9, 15]. The sensors involved are exposed and installed
in environments where tampering, signal degradation, and mis-
calibration occur without immediate detection [6, 9, 13]. These
systems depend on synchronized and trustworthy input from their
sensors and operate under strict real-time constraints that leave
little opportunity for verification or recovery after data processing
[3, 14]. Unintended or intended disruptions to sensor trustwor-
thiness can propagate through the control path and modify the
system behavior before any security mechanisms take effect [7, 19].
Software-level security measures are useful in many domains, but
are often too delayed or inflexible to prevent physical-layer data
faults from reaching actuators in real time [10, 12].

Hardware-based trust mechanisms can enforce sensor authen-
ticity and measurement validity without relying on task schedulers
or operating systems [8, 12]. In this work the enforcement logic
is designed for post-ADC gating; parts were built as discrete hard-
ware, but measurements use the ESP32 firmware realization. To
evaluate timing behavior and collect controlled fault-injection data,
we additionally provide a cycle-bounded, OS-independent firmware
realization on ESP32, where gating is applied after ADC. In this
work, we focus on embedding physical trust mechanisms in the data
acquisition and fusion pipeline. Each sensor is linked to a unique
on-chip eFuse device identifier read at boot and associated with its
input channel and this identifier anchors the trust mapping before
data is accepted [8, 10]. Trust is managed as a dynamic value, not a
binary state [19]. Incoming data is verified for format consistency
and evaluated against historical trust metrics [19]. Redundant data
streams are checked in real time, and the fusion logic evaluates the
agreement between sources based on both content and arrival pat-
terns [4, 11]. In the event of trust degradation, dedicated hardware
isolates the affected sensor to prevent altered data from affecting
the control logic of the real-time execution path [12].

The architecture is designed to operate in real-time IoT control
loops with bounded cycle deadlines [14, 15]. Each sensing node com-
municates with a local fusion controller that maintains low-latency
trust evaluations and applies rejection or acceptance policies within
microsecond limits [15]. The decision process runs independently
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of the central processor and avoids latency caused by task switching
or software scheduling [12]. This setup ensures that degraded or
tampered signals are blocked in the hardware before reaching the
actuator control path [15]. The trust evaluation process considers
timing inconsistency, outlier distance, and vote consistency among
redundant sources [4, 11]. Sensor removal is non-blocking and does
not stall real-time operation while maintaining real-time behavior
even during partial failure or ongoing attack [1]. The architec-
ture was tested both in hardware-level circuits and in a dual-tank
testbed with redundant sensor arrays. For systematic evaluation
and easier trace collection, a pair of ESP32 microcontrollers was
used to simulate the enforcement path in a cycle-bounded firmware
environment.

The attack scenarios included delayed signals, spoofed values,
and impersonation of the sensor node [9]. The system response was
measured in terms of detection latency, isolation of invalid data, and
uninterrupted operation of the control output. The hardware-based
isolation path blocked corrupted data within the same execution
cycle once trust dropped below threshold; in cases where the pre-
update trust score started well above threshold, isolation followed
within at most four cycles, consistent with the bound in Section 4.8.
In contrast to methods dependent on firmware logic or cloud valida-
tion [18], this design avoids external dependencies and ensures that
decisions are made within the latency limits of the physical process.
This work introduces a practical architecture that enforces trust
directly at the boundary between sensing and actuation in real-time
IoT control systems. The design is evaluated as a hardware-timed,
OS-independent firmware path with hardware gating (post-ADC)
on ESP32 for timing/fault studies, while selected enforcement func-
tions were also validated in direct hardware implementations.

This study asks whether sensor-level trust enforcement, imple-
mented as a cycle-bounded, non-preemptive firmware path with
hardware gating, can preserve control-loop integrity in IoT sys-
tems. The investigation is limited to three mechanisms: (i) on-chip
verification of physical identification marks and timing regular-
ity; (ii) cycle-synchronous isolation of faulty or spoofed measure-
ments through combinational gating; and (iii) redundancy-aware
fusion that admits only data streamswhose local trust scores remain
above threshold. No reliance is placed on higher-layer cryptogra-
phy, operating-system services, runtime configuration, or cloud
connectivity. Our main research question is Can cycle-bounded trust
enforcement without OS preemption sustain deterministic and safe
real-time sensor fusion in IoT control loops?

Validation takes place on a dual-node testbed outfitted with six
redundant sensing channels per physical quantity, where latency,
value offset and impersonation faults are injected under closed-loop
conditions. Key metrics are detection latency, gating determinism,
and safety of actuator commands when some or all sensors are
excluded. Long-haul network security, power-analysis resistance
of the MCU/SoC fabric, and economic cost modeling lie outside
the present scope. The remainder of the paper addresses this ques-
tion through circuit design, timing-constrained integration, and
empirical evidence.
Main contributions.

(1) Cycle-bounded trust evaluation that gates faulty/spoofed
values within the same control cycle, implemented as non-
preemptive firmware (post-ADC).

(2) Redundancy-aware freeze rule that prevents mutual degra-
dation under disagreement and stabilizes isolation decisions.

(3) Safe-state hold on total sensor loss with automatic resump-
tion within three cycles of the first recovered channel.

(4) Empirical study on a dual-node testbed: 5× lower isolation
latency and 10× lower false-isolate rate than firmware checks
and 2-of-3 voting.

2 Threat and Failure Model
We structure the threat and failure model using a standard indus-
trial control security taxonomy. The assets, adversary, fault classes,
protection goals, and non-goals are consistent with established
treatments of resilient control and ICS security [9, 15]. The focus
reflects closed-loop timing and sensor integrity in attack-resilient
control studies [14, 15]. Scope is limited to in-loop tampering and
timing faults at the sensing boundary. Remote network intrusion
paths and trusted execution for controller logic are excluded. This
organization aligns with previous IIoT work on redundancy, diver-
sity, and reinforcement at the sensing layer [6, 7].
Assets. The architecture safeguards (i) per-cycle integrity of each
scalar measurement delivered to the fusion stage and (ii) determin-
istic timing of the closed loop.
Adversary. Adversary with physical access to the field wiring may
• inject/replay sensor values by analog spoofing/digital replay,
• defer genuine samples by inserting buffering hardware,
• substitute the transducer on the field wiring; controller–
channel identity binds at boot and does not authenticate the
transducer,
• perturb clock or power rails to provoke timing faults.

Identity binding applies to the controller input channel. The
eFuse identifier is read at boot and never placed on the field bus,
ensuring the provenance of the channel–controller pair but not
authenticating the remote transducer. Substitution of the transducer
element on the wiring, therefore, bypasses identity checks and is
only constrained by timing, rate, or peer-consistency violations.

These assumptions reflect the deployment model: configuration
registers are written only once at provisioning and protected by
hardware lock bits, making runtimemodification infeasible. Internal
routing is not exposed to field wiring and cannot be probed via the
I/O interface. Gating is implemented after ADC conversion, which
prevents contaminated digital samples from propagating into fusion
and actuator commands within the same cycle. However, analog
injection at the sensor line may still saturate the ADC.
Fault classes. Accidental faults include drift, aging, electromag-
netic interference, and transient disconnections. Malicious faults
encompass value spoofing, timing deviations that exceed the cycle
budget and channel-identity replay or misbinding (see Table 1).
Protection goal. For any single fault or attack persisting for at least
one control cycle, the system must prevent the corrupted digital
measurement from influencing the fused estimate during that cycle
and must continue supplying bounded-latency estimates from the
remaining trusted channels. This guarantee applies to post-ADC
data: analog-front-end saturation from upstream injection cannot
be prevented by digital gating, though post-ADC gating still blocks
contaminated samples from entering fusion within the same cycle.
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Table 1: Adversary capabilities, detection paths, and risks.

Capability Detection path Latency Residual risk
Value spoofing
(step)

Rate-of-change
𝛿rate check

1 cycle Slow ramp
avoids trigger

Timing manip-
ulation

Sync bound 𝛿sync 1 cycle Perfect align-
ment

Peer mismatch Pairwise consen-
sus

Multi-
cycle (trust
decay)

If collusion >=
majority

Identity replay eFuse ID binding
at boot

N/A (boot
only)

Physical substi-
tution

analog injec-
tion (line/sen-
sor excitation)

Not directly de-
tected

Depends
on mani-
festation

ADC saturation
not prevented

Non-goals. The study excludes long-haul network attacks, side-
channel extraction of configuration bits, board-level denial-of-service
that forces a global reset, and perfect bus-level man-in-the-
middle injection that preserves timing regularity and value
statistics while replacing the analog sensing element.

Attacks that act upstream of the ADC, such as sensor excitation
spoofing or analog line injection are not prevented from reach-
ing the converter. Post-ADC gating still constrains their impact by
excluding corrupted samples before they influence fusion or actua-
tors within the same cycle. If the injected analog amplitude drives
the ADC into saturation, this cannot be reversed by digital gating.
Analog front-end gating or sample-and-hold interlocks would be
required to stop such attacks, but these remain out of the scope.

3 Related Work and Gaps
IoT-based control systems have traditionally prioritized physical
dependability and digital security treated as a secondary concern
[15]. The adoption of wireless sensor networks introduced new
benefits but negatively expanded the attack surface, making con-
trol loops exposed to real-time modification, signal injection, and
unauthorized access [9]. Redundancy and fault tolerance have been
recommended at the sensor level to reduce the risk of failures [6]
[7]. These methods are efficient for architectural planning, but
they ignore the validation of sensor readings and rely on software-
level checks, which expose the physical sensing layer to in-loop
contamination. Operational guidance for ICS/OT codifies these
timing and safety constraints [2, 16]. Trust management models
have introduced mechanisms to evaluate sensor behavior using di-
rect and indirect trust, such as reward-penalty and feedback-based
methodologies to tackle deceiving behavior in sensors and edge
devices [19]. However, their reliance on historical data and delayed
evaluations makes them misaligned with the time requirements of
closed-loop industrial control. Trust decisions are managed by edge
brokers or software agents, not within the sensing path, creating
temporal gaps that reduce protections against transient attacks.

Hardware-based isolation is proposed as a strategy to reduce
surface attacks in critical components of industrial systems. Dual
microcontroller configurations separate the I/O control from the
network to reduce the exposure to external attacks [12]. This pro-
tects the physical control cycle from incoming network traffic

interference or delays by using real-time sensing and actuation
tasks. The trust evaluation in this setup remains implicit; the sensor
verification does not happen in the physical layer and there are
no approaches to drop measurements based on timing anomalies,
past data or expected behavior. In an architecture lacking this en-
forcement mechanism, the response remains reactive and isolation
occurs only after the damage has impacted the output path.

The enforcement of trust in programmable logic controllers
(PLCs) at the hardware level using trusted execution environments
(such as ARM TrustZone) has improved the protection of control
logic against runtime manipulation and memory-based attacks [10].
Themethod overlooks direct sensor input inspection, trust is limited
by the scan cycle, and forged or replayed data can enter the control
loop unchallenged, especially in the absence of authenticated input
peripherals. These leave a gap between secure execution and secure
sensing, which is critical in real-time systems.

Sensor fusion strategies (e.g. redundancy and voting mecha-
nisms) are applied to improve fault tolerance and resilience by
combining multiple data streams. Modified MAP fusion rules can
smooth out noise and minimize the outlier effect, but treat all sen-
sors as equally trusted once they are deployed [4]. However, the
absence of dynamic degradation and behavior evaluations means
that faulty or drifting sensors can persist in affecting estimates if
their outputs remain within statistical boundaries, regardless of
physical inconsistency. IoT fusion techniques for real-time moni-
toring presuppose that sensing streams are always accessible and
accurate, even in suboptimal circumstances. Centralized IoT-based
fusion platforms are designed for large-scale monitoring, long-term
data analysis and to enable efficient visualization and storage [11].
These designs are well-suited for monitoring, but do not address
trustworthiness under real-time constraints. Trust remains constant
throughout the operation, and anomaly detection occurs afterwards,
which can lead to delays and compromise actuation integrity in
real-time systems. These represent after-the-fact anomaly detec-
tion; in contrast, our design enforces inclusion/exclusion inside the
sensing path and within the control cycle.

Hardware trust enforcement generally prioritizes execution pro-
tection over sensing integrity. Even robust solutions like TrustZone-
based isolation [10] focus on code-level assurance, while fusion
models [4, 11] suppose sensor validity even under compromised
conditions. Across these systems, trust is not continuously updated
or enforced in real time. Lack of hardware-level enforcement during
sensing means that control systems remain exposed to attacks.

Fault-tolerant hardware designs and partial reconfiguration tech-
niques have been proposed to recover from hardware faults. Authen-
tication schemes confirmnode identity and ensure access control [8]
[1]. At the sensing boundary, PUF-anchored authenticated sensor
designs bind device identity and keys to device physics to establish
a hardware root of trust in the sensor itself [5, 17]. However, they
do not evaluate real-time sensor behavior or enforce trust aligned
with actuation cycles. Trust-aware architectures at the application
or network layers (such as those proposed for water or environmen-
tal systems [13] [19]) introduce additional latency, making them
unsuitable for hard real-time applications. Across these systems,
trust is static, delayed, or limited to node identity. There are no
existing designs that currently enforce trust constraints directly
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Figure 1: Cycle-timed trust enforcement.

in the sensing path, at the point of measurement, and under the
timing constraints required by physical control systems.

Model-based automation strategies often apply predictive di-
agnostics to anticipate failures or adjust control actions based on
internal estimators. For example, prognostics enabled control loops
in building automation systems use modeled degradation behavior
to drive corrective responses [3]. Such approaches require runtime
estimation, learning, or model tuning, which are excluded from
the present architecture to maintain cycle-level determinism and
software independence. Some approaches attempt to co-design re-
silient control systems with platform-aware constraints on timing,
deployment, and attack resilience [14]. These focus on synthesis and
verification of system properties rather than enforcing real-time
trust decisions within the sensing path. This architecture applies
bounded enforcement in line with signal acquisition and without
offloading verification to external analysis tools.

The existing literature separates sensor identity from sensor
behavior, delays trust evaluation beyond the timing limits of the
control loop, and applies recovery mechanisms only after system
exposure. We are not aware of any prior work that enforces trust
constraints directly in the measurement path (at the time of sensing)
under hardware-timed conditions. The absence of real-time enforce-
ment leaves a critical gap in control systems that depend on im-
mediate and irreversible physical interaction. This work addresses
this gap by integrating trust enforcement at the sensor interface
itself, evaluated in real-time and synchronized with control-cycle
deadlines, without relying on software or after-correction.

4 System Design
We distinguish the trust value at cycle start and end:

𝑇 −𝑖 (𝑡) (pre-update at start of cycle 𝑡 ),
𝑇 +𝑖 (𝑡) (post-update after processing 𝑥𝑖 (𝑡)).

State rolls forward as 𝑇 −
𝑖
(𝑡+1) = 𝑇 +

𝑖
(𝑡).

The architecture enforces trust decisions in the sensing layer
under a cycle-bound model. Each sample 𝑥𝑖 (𝑡) passes through a
hardware evaluator that maintains a degradable trust score 𝑇𝑖 (𝑡) ∈
[𝑇min,𝑇max]. A comparator applies the gating condition

𝐺𝑖 (𝑡) =
{
1, 𝑇 +

𝑖
(𝑡) ≥ 𝜃,

0, otherwise.
(1)

to allow or block sensor data within the same control cycle. All
updates (score adjustment, comparison, and gating) are completed
before fusion begins. Figure 1 shows this alignment within the
fixed-cycle timing window. No higher-layer software arbitration or
task scheduling is involved in the enforcement path.

4.1 Architecture Overview
Each sensing node drives a trust evaluator that applies per-cycle
score update and gating without OS involvement or preemption.
That evaluator tracks temporal deviation, rate change, and peer
consistency to update the trust register 𝑇𝑖 (𝑡) in fixed-point logic. A
sensor output is forwarded to fusion logic only if 𝐺𝑖 (𝑡); see Eq. (1).

The score is stored in a saturating register and modified in each
cycle as in Eq. (2).

𝑇 +𝑖 (𝑡) = min
(
𝑇max, max

(
𝑇min, 𝑇

−
𝑖 (𝑡) +𝛿

+1{¬𝑣𝑖 (𝑡)}−𝛿−1{𝑣𝑖 (𝑡)}
) )
(2)

𝑇 −𝑖 (𝑡+1) = 𝑇 +𝑖 (𝑡).
where 𝑣𝑖 (𝑡) denotes a detected violation in the current measure-

ment and 1{·} is the indicator function (1 if the predicate holds, 0
otherwise). Here 𝛿+ > 0 and 𝛿− > 0 are fixed step sizes: compliance
with all checks (¬𝑣𝑖 (𝑡)) increases trust by 𝛿+, while any violation
(𝑣𝑖 (𝑡)) decreases trust by 𝛿− . All arithmetic executes in a straight-
line, branch-bounded firmware path aligned to the control tick with
no OS scheduling or blocking calls. Trust evaluation, comparison,
and gating are cycle-aligned and applied before fusion begins. Local
agreement logic for redundant sensors runs in parallel and checks
pairwise consistency. All paths are isolated, clock-synchronous, and
enforced without OS arbitration, polling, or dynamic allocation.

4.2 Sensing Path and Trust Evaluation Logic
Each analog signal 𝑥𝑖 (𝑡) is digitized and passed to a local evaluator
that computes trust based on timing variation, rate change, and
peer agreement.

Violation predicate. We use fixed thresholds 𝛿sync > 0, 𝛿rate > 0,
and Δdev > 0 and define

𝑣 tim𝑖 (𝑡) :=
�� 𝑡𝑖 (𝑡) − 𝑡nom �� > 𝛿sync,

𝑣rate𝑖 (𝑡) :=
��𝑥𝑖 (𝑡) − 𝑥𝑖 (𝑡−1) �� > 𝛿rate,

𝑣
peer
𝑖
(𝑡) :=

(
∀𝑗 ≠ 𝑖 :

��𝑥𝑖 (𝑡) − 𝑥 𝑗 (𝑡) �� > Δdev
)
,

and the composite predicate

𝑣𝑖 (𝑡) = 𝑣 tim𝑖 (𝑡) ∨ 𝑣rate𝑖 (𝑡) ∨ 𝑣
peer
𝑖
(𝑡) .

ADC saturation rule: if the ADC returns full-scale code for channel
𝑖 at cycle 𝑡 , set 𝐺𝑖 (𝑡)←0 immediately, independent of 𝑇 +

𝑖
(𝑡).

Here 𝑡𝑖 (𝑡) is the ADC sample-ready timestamp for channel 𝑖 at
cycle 𝑡 , and 𝑡nom is the nominal sample time on the control tick.

The trust score evolves according to (2), where 𝑇 −
𝑖
(𝑡) is the pre-

update value at cycle start and 𝑇 +
𝑖
(𝑡) is the post-update value after

processing 𝑥𝑖 (𝑡). The trust score register operates with saturating
arithmetic, ensuring that

𝑇min ≤ 𝑇𝑖 (𝑡) ≤ 𝑇max, (3)

for both pre- and post-update states at all times.
At the end of each cycle, the updated trust score 𝑇 +

𝑖
(𝑡) is com-

pared against the gating threshold 𝜃 ; see Eq. (1) and the result
𝐺𝑖 (𝑡) ∈ {0, 1} determines whether the measurement is gated to the
fusion logic. All computations are completed within the same cycle
without intermediate buffering, polling, or blocking calls.
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Figure 2: Trust score update and gating logic for real-time
isolation within a clock cycle.

Pairwise agreement is enforced using fixed-point arithmetic
across all active redundant sensors. A deviation exceeding the mar-
gin Δdev (from all peers) applies a penalty decrement 𝛿− . If multiple
sources disagree without a clear majority, trust scores are frozen:

𝑇 −𝑖 (𝑡+1) = 𝑇 −𝑖 (𝑡) ∀𝑖 ∈ group, if no consensus,

This rule avoids mutual degradation and oscillation under tran-
sient divergence. The full evaluator logic (sampling, score update,
comparison, and gating) is implemented as fixed-time, branch-
bounded firmware executed each control tick. All paths are aligned
to the main control clock to trace and repeat enforcement with-
out task scheduling, blocking calls, or dynamic allocation. Figure 2
shows the enforced update and gating logic for a single sensor path.

4.3 Hardware-Gated Fusion Path
Each sensor channel is gated based on its trust score as a post-ADC
digital mask in the ESP32 firmware realization used for measure-
ment. GPIO is used for timing/observability; no line-side analog
switch is exercised in the reported results. The mask is applied
within the same cycle without buffering. The fusion stage receives
the set {𝑥𝑖 (𝑡) | 𝐺𝑖 (𝑡) = 1} and computes an estimate:

𝑥 (𝑡) =


median
(
{ 𝑥𝑖 (𝑡) : 𝐺𝑖 (𝑡) = 1 }

)
,

∑
𝑖 𝐺𝑖 (𝑡) ≥ 2,

𝑥𝑖★ (𝑡) (low-confidence),
∑
𝑖 𝐺𝑖 (𝑡) = 1,

∅, ∑
𝑖 𝐺𝑖 (𝑡) = 0.

(4)

where 𝑖★ denotes the unique index with𝐺𝑖★ (𝑡) = 1 when exactly
one channel is trusted.

No interpolation is applied, and missing values are not recon-
structed. The system marks low-confidence outputs and switches
mode transparently, which enforces strict separation between trust
evaluation and fusion output. When

∑
𝑖 𝐺𝑖 (𝑡) = 0 so that 𝑥 (𝑡) = ∅,

the actuator stage performs an implicit last-value hold until the
explicit safe-state mask (Section 4.7) engages after 𝑛safe consec-
utive such cycles. The gating layer transforms continuous trust
evaluation into discrete per-cycle inclusion decisions, maintain-
ing determinism and preventing contamination. Fusion remains
real-time, stateless, and invariant under input cardinality changes.

Figure 3: Cycle-synchronous pairwise comparison and trust
response in redundant sensor groups.

4.4 Redundancy-Aware Conflict Logic
Redundant sensors {𝑥1 (𝑡), . . . , 𝑥𝑛 (𝑡)} measuring the same physi-
cal quantity are grouped. Each sensor 𝑖 evaluates local pairwise
disagreement with all other group members:

𝑑𝑖 𝑗 (𝑡) = |𝑥𝑖 (𝑡) − 𝑥 𝑗 (𝑡) | > Δdev for 𝑗 ≠ 𝑖 .

If multiple sources disagree without a clear majority, trust up-
dates for the group are frozen and channels with insufficient agree-
ment are temporarily gated out: during freeze, set 𝐺𝑖 (𝑡) ← 0 for
any channel with 𝑎𝑖 (𝑡) < 𝑚−1 until a strict majority reappears.
For |G|=2, gate both channels during freeze. This prevents outliers
from influencing fusion while trust updates are suspended.

Fusion behavior follows Eq. (4) based on the set of trusted chan-
nels at the current cycle: if at least two channels are trusted, the
median is used; if exactly one is trusted, its value is forwarded
with a low-confidence tag; if none are trusted, no fused output
is produced. The group-level freeze condition suspends trust up-
dates during disagreement but does not alter the fusion operator
or its thresholds. When any sensor regains agreement and exceeds
threshold𝑇𝑖 (𝑡) ≥ 𝜃 for two cycles, its data re-enters fusion without
reset. Figure 3 illustrates local pairwise comparison and response
logic under redundancy-aware trust enforcement.

4.5 Trust Enforcement and Isolation Signal Path
Each sensor channel maintains 𝑇𝑖 (𝑡) ∈ [𝑇min,𝑇max] with the per-
cycle update of Eq. (2); gating compares the post-update value𝑇 +

𝑖
(𝑡)

to 𝜃 via Eq. (1). Each cycle, the trust comparator evaluates the post-
update value 𝑇 +

𝑖
(𝑡) against the gating condition in Eq. (1), which

then applies a digital mask to the post-ADC sample before fusion.
If 𝐺𝑖 (𝑡) = 0, the signal is suppressed by a zero mask, tri-state block
or logic-level disconnect, depending on the target. No buffering
or intermediate latches exist in the path and comparator output
takes effect within the same cycle. All trust update, comparison,
and gating occur synchronously within the control window, with
bounded control flow and without polling, blocking calls, or dy-
namic allocation. Reenable is automatic when 𝑇𝑖 (𝑡) ≥ 𝜃 , requiring
no reset or arbitration.
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Threshold Selection.
A five-minute sweep (∼ 1.5M cycles at 200 𝜇s per cycle) with

clean operation, followed by offset perturbations (± 0.5–2.0%), pro-
duced 24,000 labeled events for ROC analysis via stratified subsam-
pling. The configuration 𝛿− = 4, 𝜃 = 48, 𝛿+ = 1 minimized false
isolates to < 2 × 10−5 per cycle while keeping missed detections
under 0.3%. Only these three parameters are patched in the header
at deployment; no rebuild of the control logic is required.

Table 2: Parameters for trust enforcement.

Symbol Value Role
𝛿+ 1 Trust increment per consistent sample
𝛿− 4 Trust decrement per violation
𝜃 48 Gating threshold
𝑇min,𝑇max 0, 63 Score bounds (saturating register)
Δdev 1.0% FS Peer-deviation tolerance
𝛿rate 0.5% FS/-

cycle
Rate-of-change bound

𝛿sync 4 𝜇s Timing regularity bound
𝑇cycle 200 𝜇s Control cycle period
Δtrust ≤ 0.05ms Enforcement window
𝑛safe 6 Safe-hold cycles before fallback

4.6 Timing Boundaries and Constraints
Each control cycle operates under a fixed-phase timing model:

𝑇cycle = 𝑇sample +𝑇eval +𝑇gate +𝑇fusion +𝑇actuate,

where 𝑇sample includes ADC latency and signal stabilization, 𝑇eval
computes trust score updates, 𝑇gate applies gating logic based on
𝑇𝑖 (𝑡), 𝑇fusion processes available values, and 𝑇actuate commits con-
trol output. 𝑇eval includes the computation of 𝑣𝑖 (𝑡) and the update
𝑇 +
𝑖
(𝑡) from the pre-update state 𝑇 −

𝑖
(𝑡). Trust enforcement is cycle-

synchronous and satisfies:

𝑇eval +𝑇gate +𝑇sync ≤ Δtrust < 𝑇fusion,

for isolation decisions precede data entry into the fusion stage.
Under synthetic ISR load (1 kHz GPIO+ADC), 𝑇eval+𝑇gate+𝑇sync ≤
40 𝜇s< 0.25𝑇cycle.

This bound guarantees that every trust evaluation and gating
decision is computed within the same control cycle as the triggering
sample. Multi-cycle latency in isolation arises only from the trust-
score decrement path, not from timing delays in the evaluator.
No task switching, polling, or asynchronous behavior is present,
and all trust operations follow fixed time code paths aligned to
the control clock. Cross-domain lines (ADC→CPU, CPU→GPIO)
use two-flip-flop synchronization; the budgeted 𝑇sync is included
in Δtrust. All stages of trust evaluation, threshold comparison and
gating are complete within the interval Δtrust, with output readiness
synchronized to the fusion clock. No delay paths extend beyond
the enforcement window. Figure 4 illustrates this alignment.

4.7 Safe-State and Degradation Handling
Hold condition. Let 𝑛safe = 6 denote the maximum allowable

consecutive cycles without trusted input. If 𝐺𝑖 (𝑡) = 0 ∀𝑖 ∈ G, for

Figure 4: Timing boundaries for sensing, trust enforcement
and fusion in one control cycle.

𝑛safe successive cycles, the system applies a zero-order hold:

𝑢 (𝑡) = 𝑢 (𝑡last trusted), ∀𝑡 ≥ 𝑡loss,

where 𝑢 (𝑡) is the actuator setpoint and G is the sensor group mon-
itoring a common quantity.

Recovery rule. Exit from safe-state occurs once at least one sensor
in G remains trusted for two consecutive cycles. Here 𝐺𝑖 (𝑡) =

1{𝑇 +
𝑖
(𝑡) ≥ 𝜃 } follows the post-update value:

∃𝑖 ∈ G s.t. 𝐺𝑖 (𝑡) = 1 ∧ 𝐺𝑖 (𝑡 + 1) = 1.

Upon reentry, the first recovered value is smoothed with a lag:

𝑥fused (𝑡 + 1) =
1
2
(𝑥fused (𝑡) + 𝑥𝑖 (𝑡 + 1)) .

We choose 𝑛safe such that 𝑛safe𝑇cycle ≲ 0.1𝜏 , where 𝜏 is the
dominant plant time constant; in our rig, 𝑛safe = 6 satisfied this
bound.

Timer implementation. A 6-bit down-counter (capacity 64 cycles)
decrements each cycle without a trusted input and resets when∨

𝑖 𝐺𝑖 (𝑡) = 1. For this prototype, the safe-hold limit was set to
𝑛safe = 6 cycles, well within the counter capacity. When the counter
reaches the programmed limit, a mask bit inhibits the actuator-
update register. Both counter and mask are clock-synchronous to
ensure deterministic entry and exit from hold mode.

Experimental trace. Figure 5 shows a loss-recovery run where
all three sensors were gated during cycles 400–430. The actuator
maintained its last setpoint (55%) during loss and resumed correct
fusion output within three cycles of recovery in this trace. The hold
duration depends on when at least one sensor regains trust, while
entry is fixed at 𝑛safe = 6 cycles without input.

4.8 Formal Guarantees
Bounded-latency constraint. Let 𝑇eval and 𝑇gate denote the post-

build measured code-path delays of the evaluation logic and gating
driver, respectively. The timing model satisfies:

𝑇eval +𝑇gate ≤ 𝜀, 𝜀 = 0.040ms < 1
4𝑇cycle .

Thus, every gating decision completes within the control cycle of
the triggering sample. This timing bound applies to the evaluator
logic itself. The longer isolation horizon discussed below (up to



Secure-by-Design Hardware Architecture for Real-Time IoT with Cycle-Bounded Trust and Redundancy-Aware Sensor Fusion UCC ’25, December 01–04, 2025, Nantes, France

Figure 5: Valve duty (top) and fused level (bottom) during
complete sensor loss and graceful recovery for Node A.

Table 3: Measured per-stage timing (ESP32 prototype).

Stage n=1 channel n=32 channels
Evaluation 𝑇eval 0.8 𝜇s 25.6 𝜇s
Gating 𝑇gate 0.3 𝜇s 0.3 𝜇s
Sync 𝑇sync 0.8 𝜇s 0.8 𝜇s
Fusion 𝑇fusion 1.0 𝜇s 8.4 𝜇s
Total enforcement 1.9 𝜇s 26.7 𝜇s

four cycles) results from gradual decay of the trust score relative to
the threshold, not from evaluator delay.

Isolation. If 𝑇 +
𝑖
(𝑘) < 𝜃 then

𝐺𝑖 (𝑘) = 0 and 𝑥𝑖 (𝑘) ∉ 𝑥 (𝑘),
because the comparator resolves within 𝑇eval+𝑇gate ≤ 𝜀 < 𝑇fusion.

Coverage bound. For fixed 𝛿− , the worst-case number of cycles
until gating depends on the pre-update state. If a violation first
occurs at cycle 𝑘 with pre-update value 𝑇 −

𝑖
(𝑘), then

𝑚★ = 1 +
⌊𝑇 −

𝑖
(𝑘) − 𝜃
𝛿−

⌋
gives the number of cycles from that violating sample to its exclu-
sion. With 𝑇max = 63, 𝜃 = 48 and 𝛿− = 4, the bound is𝑚★ ≤ 4.

Saturation condition. All trust scores 𝑇𝑖 (𝑡) ∈ [𝑇min,𝑇max] use
saturating arithmetic:

𝑇𝑖 (𝑡+1) = min (max (𝑇𝑖 (𝑡) ± 𝛿,𝑇min) ,𝑇max) ,
guaranteeing no overflow or wraparound. Static analysis and run-
time assertions confirm this constraint.

4.9 Qualitative Resource Footprint
Hardware target. The prototype executes on ESP32-WROOM-32
(Xtensa LX6, 240 MHz). All evaluator logic is statically linked under
ESP-IDF v5.0 and pinned to PRO_CPU. Second core remains idle.
Memory usage. Each channel reserves a register for 𝑇𝑖 (𝑡), an accu-
mulator for timing, and a register for 𝑥𝑖 (𝑡−1), with total per-channel
RAM < 1 kB. Total usage remains within 320 kB SRAM across full
deployments.
Timing cost. Total cycle latency scales linearly with active channels:

𝑇evaluator (𝑛) = 𝑛 ·𝑇op,

Table 4: Hardware testbed used for evaluation

Component Specification
Sensor redundancy 6 channels per quantity (independent sensing

paths)
Controller MCUs 2× ESP32-WROOM-32 (Xtensa LX6, 240MHz,

320 kB SRAM)
Sampling/control
timing

Fixed control period 𝑇cycle = 200 𝜇s; on-chip
ADC; cycle-synchronous gating

Trust gating I/O GPIO-matrix dual-rail lines EN-
ABLE_P/ENABLE_N; digital-domain
tri-state/zero-mask disconnect after ADC

Clocking Multiple domains (SAR ADC vs. APB/GPIO);
two-flip-flop synchronizers; comparator and
gate resolved within ≤ 0.05ms

Power rail 3.3 V; monitored with INA219; additional
evaluator power 𝑃max = 46mW (32 channels)

Adversarial equip-
ment

ChipWhisperer CW308 for clock/power
glitching (±150mV, 5–80 ns pulses)

where 𝑇op is the fixed-time trust evaluation per channel. The mea-
sured latency under full load remained below 0.05ms.
Portability. No specialized coprocessor instructions, cache controls
or memory fences are required. Any microcontroller with a de-
terministic interrupt model and sufficient clock rate can host the
evaluator. Lower-frequency cores will limit channel count to pre-
serve timing bounds.
Multi-quantity trust domain. The present design evaluates trust
independently per sensor group (e.g., level, pressure). Inter-domain
correlation (e.g., flow vs. pump current) is not enforced in this
layer. Extending cycle-bounded trust to multi-quantity logic re-
quires cross-group agreement rules and shared gating dependencies,
which are excluded to preserve modularity and timing traceability.

5 Evaluation
The experiments were conducted on a dual-node hardware testbed
representative of IoT process control. Table 4 summarizes the phys-
ical components and operating conditions used for fault injection
and closed-loop validation. Faults were injected as additive off-
sets, jitter spikes, and peer mismatches during fixed-cycle windows.
Each sensor 𝑥𝑖 (𝑡) was perturbed by offset: (𝑥𝑖 (𝑡) ← 𝑥𝑖 (𝑡) + Δoff),
jitter: (|𝑥𝑖 (𝑡) − 𝑥𝑖 (𝑡−1) | > 𝛿rate), and mismatch: (|𝑥𝑖 (𝑡) − 𝑥 𝑗 (𝑡) | >
Δdev ∀𝑗 ≠ 𝑖). Here Δoff is the offset amplitude used for fault injec-
tion; Δdev remains the peer-deviation margin for 𝑣peer

𝑖
(𝑡).

Trust scores𝑇 −
𝑖
(𝑡) declined under violation and recovered under

compliance:

𝑇 +𝑖 (𝑡) = min
(
𝑇max, max

(
𝑇min, 𝑇

−
𝑖 (𝑡) + 𝛿

+1{¬𝑣𝑖 (𝑡)} − 𝛿−1{𝑣𝑖 (𝑡)}
) )
,

𝑇 −𝑖 (𝑡+1) = 𝑇 +𝑖 (𝑡),

𝐺𝑖 (𝑡) = 1{𝑇 +𝑖 (𝑡) ≥ 𝜃 }.

This notation explicitly distinguishes 𝑇 −
𝑖
(𝑡) (the trust score at the

start of cycle 𝑡 ) from 𝑇 +
𝑖
(𝑡) (the updated value after processing

𝑥𝑖 (𝑡)), and gating always compares against the post-update state.
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Figure 6: Trust scores and gate deactivation for TEMP and
VIB during fault injection.

All updates completed within the control window. No gated
channel contributed to fusion during degradation. Figure 6 shows
score evolution and gate transitions for TEMP and VIB under fault
injection. Fusion output followed the trusted input set in Eq. (4).

Fallback cleared automatically once any 𝑇𝑖 (𝑡) ≥ 𝜃 . Coverage
exceeded 98% across all quantities except VIB, which dipped to 93.2%
during cycles 700–720. Freeze response suspended trust updates
across a sensor groupwhen pairwise disagreement or rate violations
prevented consensus.

Freeze
condition:

𝑎𝑖 (𝑡) =
∑︁
𝑗∈G
𝑗≠𝑖

1
{
|𝑥𝑖 (𝑡) − 𝑥 𝑗 (𝑡) | ≤ Δdev

}
,

𝐶 (𝑡) = 1 +max
𝑖∈G

𝑎𝑖 (𝑡), 𝑚 =

⌊
| G |
2

⌋
+ 1,

If 𝐶 (𝑡) < 𝑚 ⇒ 𝑇 −𝑖 (𝑡+1) = 𝑇 −𝑖 (𝑡), ∀𝑖 ∈ G.

(5)

where G is the sensor group. The hold lasted three cycles or
until pairwise agreement resumed.

No sensor degraded due to a peermismatchwhile frozen. Figure 7
shows freeze activation across quantities during fault intervals.

Figure 7: Freeze activation and release across sensor groups.

Baseline Comparison. The same test scenario was executed under
two reference schemes:
• Firmware checker: sensor filtering by FreeRTOS task with
𝑡median = 190 𝜇s, 𝑡95% = 240 𝜇s

• Majority voter: strict 2-out-of-3 scheme with no timing en-
forcement (we subsampled 3 of the 6 redundant channels to
match the standard 2-of-3 voter).

Spoofed values of equal magnitude bypassed the voter in 47% of
trials; note that this bypass rate (attack success under collusion) is
a different metric from the false-isolate rate reported for SW/HY-
B/HW, which measures benign misclassification when no attack
is present. In the step-to-offset trials we initialized 𝑇 −

𝑖
near 𝜃 , so

a single 𝛿− decrement suppressed both channels; the measured
evaluator+gate decision time was 38 ± 4 𝜇s. In general, isolation
may require up to𝑚★ ≤ 4 cycles depending on𝑇 −

𝑖
, consistent with

Section 4.8. Across 1000 injections:

False isolate rate < 5×10−5 per cycle.

This reduced false-isolate rate by ∼14× vs. SW (7.2 × 10−4→<
5×10−5) and ∼2× vs. HYB (1.1×10−4→< 5×10−5). The 2-of-3 voter
was bypassed in 47% of equal-magnitude spoofing trials (colluding
pair outvotes the honest channel). In step-to-offset injections, both
spoofed channels violated 𝛿rate and were gated within 38 ± 4 𝜇s.
Slow-ramp collusion (sub-𝛿rate) remains a residual case without
coalition detection or cross-quantity checks (out of scope).
Violation Analysis. Let V𝑖 (𝑡) ⊂ {tim, rate, peer} denote the ac-
tive violation set for sensor 𝑖 at cycle 𝑡 . The per-type count was
accumulated as:

𝑁type (𝑡) =
∑︁
𝑖

1{type∈V𝑖 (𝑡 ) } .

Peer mismatches dominated with over 2200 events. Rate-of-
change violations registered moderate activity during fault win-
dows. Timing-bound violations remained sparse and aligned with
synthetic excursion intervals.
Score Dynamics. Scores followed bounded saturating updates:

𝑇𝑖 (𝑡+1) = min
(
𝑇max, max

(
𝑇min, 𝑇𝑖 (𝑡)+𝛿+1{¬𝑣𝑖 (𝑡)}−𝛿−1{𝑣𝑖 (𝑡)}

) )
.

Sensors without violation reached 𝑇max and remained stable.
Faulted sensors showed monotonic degradation and recovered au-
tomatically upon agreement. No overflow occurred. Figure 8 con-
firm regular, step-consistent score evolution across sensors and
quantities.
Statistical Confidence. Latency and false-isolate metrics were
drawn from ten independent runs of 20000 control cycles each,
with 100 random fault injections per run (nonparametric bootstrap,
10k resamples). Let 𝜏iso denote isolation latency and 𝜌false the false
gating rate. The 95% confidence intervals across all runs satisfied:

CI95 (median 𝜏iso) ≤ ±3.4 𝜇s, CI95 (𝜌false) ≤ ±0.7×10−5 .

These bounds confirm that per-run measurements shown in Fig-
ure 6 reflect steady-state system behavior.
Score Trace Validation. Figure 8 show per-sensor trust score evo-
lution under spoofing and jitter faults. All transitions conformed to
expected saturating dynamics with exact step sizes and bounded
slope. The dip in trust score around cycle 700 in Figure 8 corre-
sponds to the jitter fault injection window for the VIB channel.
In this interval, the sequential measurements violated the rate-of-
change bound 𝛿rate and trigger penalty decrements 𝛿− in Eq. (2).
Once the injected jitter subsided and the sensor returned to a con-
sistent timing and progression of the values, the score recovered
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monotonically under the positive increment 𝛿+. The dashed thresh-
old line in Figure 8 shows that gating was activated only during the
violation window with reactivation occurring immediately once
the trust score exceeded 𝜃 .

Figure 8: VIB sensor trust scores under induced jitter.

Gate Transition Determinism. Each gate transition 𝐺𝑖 (𝑡) →
𝐺𝑖 (𝑡+1) followed the comparator result without delay. Transitions
matched trust state exactly:

𝐺𝑖 (𝑡) = 1{𝑇 +
𝑖
(𝑡 )≥𝜃 } , ∀𝑡 .

No premature reactivation or missed deactivation was observed. All
gates followed cycle-synchronous logic with no polling, memory
buffering or runtime arbitration.
Unaddressed cases. Slow drift collusion, bursty dropout, shared
mode failures were not tested. These require extended experimental
runs and cross-quantity monitoring. In the present work they are
treated as residual cases, noted in Section 2 and left as future work.
Power Profile. Power drawwasmeasuredwith a calibrated INA219
monitor at 3.3 V:
𝐼idle = baseline current (no evaluator)
𝐼full = 𝐼idle + 14mA (32 channels active)
𝐼half = 𝐼idle + 6mA (16 active)
𝑃max = 46mW ≪ 250mW (RTU budget)

The evaluator operates with the energy constraints of a solar pow-
ered system without modification to the power subsystem.

5.1 Baseline Comparison
Reference configurations. Two baselines were synthesized to as-

sess latency and predictability:
• SW: A FreeRTOS task monitors sensor inputs and updates
trust scores in software.
• HYB: Trust evaluation is performed in software, but gating
is applied in hardware via GPIO pins at the end of each
control cycle.

All test conditions (e.g., sensor types, sample rate, task mapping
and gating topology) were held constant across variants.

Latency and false isolate rate. We compare three implementa-
tions—SW (software-only evaluator),HYB (software evaluator with
hardware gating) and HW (fully hardware-timed evaluator and
gating). Isolation latency (𝜏iso) is measured from sample arrival
to the gating decision; the false-isolate rate counts benign sam-
ples that were incorrectly gated. All results were collected under

1000 fault injections with the same cycle budget 𝑇cycle = 200 𝜇s. As
anticipated, HW sustains 𝜏iso < 0.25𝑇cycle with the lowest false-
isolate rate, while HYB sits between HW and SW. Table 5 reports
the latencies and the false-isolate rate for each variant.

Table 5: Latency and false isolate rate under 1000 faults.

Variant Median latency 95th percentile False iso-
late rate

SW 190 µs 240 µs 7.2 × 10−4
HYB 86 µs 106 µs 1.1 × 10−4
HW 38 µs 42 µs < 5 × 10−5

The SW/HYB 95th-percentile tails were dominated by ISR bursts
and cache effects; HW eliminates these by a fixed-time branch-
bounded path.

Timing model. All variants share the same cycle duration𝑇cycle =
200 𝜇s. Let 𝜏iso denote the isolation latency from sample arrival to
enforcement decision:

𝜏SWiso > 𝜏HYB
iso > 𝜏HW

iso with 𝜏HW
iso < 0.25𝑇cycle .

Interpretation. The HW variant enforces trust decisions within
the same control cycle andwithout jitter from the task. HYB reduces
latency but inherits delays from the software loop. SW experiences
variable enforcement delay and occasionally misses the deadline.
Relation to redundancy logic. The baseline schemes (SW, HYB,
HW) implement per-sensor filtering but do not include the redundancy-
aware freeze condition introduced in Section 4. In those designs, mu-
tually inconsistent sensors continue to degrade each other, whereas
our hardware-timed evaluator applies the consensus threshold rule
(Figure 7) to suspend updates until agreement resumes. This differ-
ence explains part of the false-isolate reduction in Table 5.

6 Security Analysis
Bypass attempts. Clock-glitch and power-glitch attacks were

applied using a ChipWhisperer CW308. Across 5000 pulses in the
range {−150mV, +150mV} and widths {5 ns, 80 ns}, no instance of
false increment or premature𝐺𝑖 (𝑡) = 1 transition was observed. It
tolerates single-cycle supply perturbations up to these limits.

Replay and cloning. Each controller uses a 64-bit eFuse device
identifier read once at boot; the value is never placed on the field
bus. Channel–sensor binding is enforced at board and cabling level
during provisioning and stored as a static map between input port
and identifier. A bus-level adversary therefore cannot replay or
broadcast the identifier itself, but could still inject measurement
values if able to drive the line with valid timing and maintain
consistency with peer sensors. Timing-regularity checks

|𝑡 recvADC − 𝑡
nominal
ADC | < 𝛿sync = 4 𝜇s

reduce this attack surface, though they do not prevent analog sub-
stitution that perfectly mimics both timing and value statistics. This
residual case is excluded under the stated non-goals in Section 2.
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Denial-of-service on gating lines. A stuck-at fault on the gate-
enable pin would bypass enforcement. To mitigate, the design sup-
ports dual-rail control:

𝑥𝑖 (𝑡) ∈ 𝑥 (𝑡) ⇐⇒ ENABLE_P = 1 ∧ ENABLE_N = 0.

Both lines are driven by complementary logic within the same GPIO
matrix, removing single-point failure paths.

Residual risk. The architecture does not resist physical compro-
mise involving reflashing, depackaging or probe-level extraction,
which are out of scope per the board-level denial model in Section 2.

Credential life-cycle. Sensor replacement invokes a one-time key
derivation routine triggered by a recessed button press. The new
64-bit digest is written to an unused eFuse word; the previous entry
is invalidated in hardware. No flash sectors store identity material,
eliminating the need for runtime erase procedures.

7 Conclusion
This work presented a secure-by-design architecture for real-time
IoT control systems with cycle-bound trust enforcement at the
physical sensing layer. The enforcement logic runs as a hardware-
timed, non-preemptive ESP32 firmware path with post-ADC gating;
selected blocks were built in hardware but did not produce the re-
ported metrics. Timing behavior, trust degradation and recovery
under controlled fault injection were evaluated on an ESP32 pro-
totype with post-ADC gating and selected enforcement functions
were realized directly in hardware. In both cases, faults triggered
bounded trust degradation, deterministic gating and automatic
reintegration without rollback. Fusion behavior remained consis-
tent under isolation and trust alignment enforced in real time. All
enforcement was completed within the same control cycle and
remained stable under fault and attack conditions.

The evaluation was conducted on a real-time testbed using
cycle-synchronous fault injection under predefined intervals. The
testbed enforces timing constraints and replicates hardware execu-
tion, but does not capture electrical noise, signal integrity degrada-
tion or cross-domain interference that may arise in larger deploy-
ments. The implementation employs two flip-flop synchronizers for
ADC→PRO_CPU and PRO_CPU→GPIO crossings and budgets
𝑇sync in Δtrust, longer-term clock drift was not evaluated. Recovery
logic operated on fixed hold periods without adaptation to extended
disagreement or delayed convergence. All trust scoring parameters
were static and selected empirically. Future work may investigate
coordinated trust degradation across multiple quantities and evalu-
ate the system ability to detect and respond to multi-vector attacks
in redundant sensing environments.
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