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Abstract. Verifiable Delay Functions (VDFs) and Time-Lock Puzzles
(TLPs) are central to timed cryptography and have many applications to
randomness beacons, fair multiparty computation, proofs of replication,
and resource-efficient blockchains — to mention just a few.

Constructions of VDF's and TLPs follow two general approaches. The
first is direct constructions from suitable sequentiality assumptions (e.g.,
repeated squarings in hidden-order groups and the existence of non-
parallelizing languages) and possibly additional cryptographic assump-
tions. The second approach is generic constructions of VDFs and TLPs
from each other, possibly relying on additional non-sequential assump-
tions. While there is an impressive body of results following the first
approach, the second is far less successful. In particular, we are only
aware of the results of (a) Abusalah et al. [PKC’26], who construct one-
time VDFs (restricted VDFs that don’t provide preprocessing security)
from TLPs and indistinguishability obfuscation, and (b) Renawi [bach-
elor thesis 2020], who constructs TLPs from VDFs and (extractable)
witness encryption.

In this paper, we study fully-black-box (FBB) constructions of VDF's
and TLPs from each other and prove the impossibility of such construc-
tions. In particular, we prove the impossibility of (a) oracle-aided VDFs
from oracle-aided TLPs, and (b) oracle-aided TLPs from oracle-aided
VDFs.

Besides their theoretic relevance, our results partially explain the lack
of success of constructing VDFs and TLPs from each other in a black-
box way and leave open the possibility of non-black-box constructions
and constructions that rely on additional assumptions.
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1 Introduction

Timed cryptography dates back to Time-Lock Puzzles (TLPs) [51] and evolved
since then to include Timed Commitments (TCs) [18], Proofs of Sequential Work
(PoSWs) [44], and, more recently, Verifiable Delay Functions (VDFs) [17]. Timed
cryptography relies on and leverages sequential computations in order to trans-
late computational steps into wall-clock time/delay. This guarantee on physical
time lapse turns out to be very useful in a plethora of applications such as
randomness beacons [17,30,41,53], e-voting and sealed-bid auctions [46], fair
multiparty computation [12,33], time-stamping [40], proofs of replication [10],
short-lived signatures [11], resource-efficient blockchains [25], and blockchain
light-client protocols [1,7].

Sources of sequential computations underlying timed cryptography include
specific assumptions on the inherent sequentiality of certain computations such
as, but not limited to, repeated applications of random oracles [44] or squarings in
unknown-order groups [38,51], as well as complexity-theoretic assumptions such
as the existence of non-parallelizing languages [15] or the existence of sequential
functions [37].

Timed primitives are then constructed in two broad ways. The first and most
successful way is direct constructions from suitable sequentiality assumptions,
whether specific or general. Examples of such constructions abound: TLPs [9,
14,15,19,29,32,46,50-52], PoSWs [2,6-8,24,28,44], VDFs [13,16,17,20,23,26,
27,30,31,35-37,39,42,47,48,55], and TCs [3,18,21,22,38,54].

The second way is generic constructions of timed primitives from other timed
primitives (possibly relying additionally on (traditional) cryptographic primi-
tives/assumptions). The story of this modular design approach is met with less
success than the direct approach. We are only aware of three instantiations of this
approach. First, [3] constructs TCs from TLPs in a black-box manner. Second,
[50] constructs TLPs from VDFs and (extractable) witness encryption. Third,
[4] constructs one-time VDFs from TLPs and indistinguishability obfuscation
for circuits. Unlike fully-fledged VDFs whose sequentiality holds with respect
to preprocessing adversaries, sequentiality of one-time VDFs only holds with
respect to weaker adversaries that are not allowed preprocessing. Additionally,
[4] observes that a stronger variant of VDFs, called trapdoor VDFs [55], suffices
for constructing TLPs.!

These works, and in particular [4,50], leave open the possibility of construct-
ing, in a black-box manner, (standard) VDFs from TLPs as well as (standard)
TLPs from standard (non-trapdoor) VDFs.

Our Results. In this paper, we study the possibility of fully-black-box (FBB)
[49] constructions of VDFs from TLPs and vice versa. In particular, we prove
the impossibility of FBB constructions of (a) oracle-aided VDFs from oracle-
aided TLPs, and (b) oracle-aided TLPs from oracle-aided VDFs. By considering
oracle-aided VDFs/TLPs, we follow the works of [5,34,43,45] that respectively

! Even trapdoor delay functions suffice for constructing TLPs, i.e., while trapdoors
seem necessary, verifiability is not.
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prove impossibility of oracle-aided VDFs and TLPs in the ROM, where the
complexity of algorithms is measured by their query and round complexities. In
particular, to prove (a), we construct an oracle with respect to which VDF's exist
but oracle-aided TLPs don’t. We prove (b) in the same vein.

Technique-wise, to separate TLPs from VDFs, we extend the impossibility
result of TLPs in the ROM [43] to our oracle, and to separate VDFs from TLPs,
we extend the impossibility results of VDF's in the ROM [5,34,45] to our oracle
closely following [5].

Our results partially explain the lack of success of constructing VDFs and
TLPs from each other in a black-box way and leave open the possibility of non-
black-box constructions and constructions that rely on additional assumptions.

Paper Outline. In Sect. 2, we define oracle-aided VDFs and TLPs. In Sect. 3,
we give a technical overview of our results. In Sect.4 and Sect. 5, we give the
formal arguments separating VDFs and TLPs.

2 Defining Oracle-Aided VDFs and TLPs
2.1 Notation

Sets. For n € N, let [n] := {1,...,n}, and let A € N be the security parameter.
For a set X, we write x « X to denote that z is sampled from X uniformly at
random.

Algorithms. For a probabilistic algorithm A, we write y « A(x), or sometimes
also A(z) — y, to denote that A run on input z with uniformly random coins
outputs y. If we need to make the random coins explicit, we write A(z;r) to
denote that algorithm A is run on input x with random coins r.

Functions. We define the set of partial functions Py := {p: {0,1}" ——» {0,1}* :
Dom(p) C {0,1}"}, i.e., the set of functions p which are only defined on a subset
Dom(p) C {0,1}". For a function set F = {f: {0,1}* — {0,1}*} and a partial
function p € Py, we let Fy|, denote the subset of F, that agrees with p, i.e.,
Filp={f € Fr: f(z) =p(x) Vz € Dom(p)} .

We denote the set of polynomial functions f : N* — N (n € N) by poly. A
function f : N — N is negligible if its absolute value is smaller than the inverse
of any polynomial (i.e., if YekoVA > ko: |f(A)] < 1/A°). We denote the class of
negligible functions by negl, and hence, we write f € negl or f(\) € negl(\) if f
is a negligible function.

2.2 Verifiable Delay Functions

A verifiable delay function (VDF) [17] is a function that requires many sequential
steps to evaluate, yet the output (together with a proof) can be publicly verified
much more efficiently. We define oracle-aided VDF's with respect to any oracle
distribution. Our definition closely follows that of [5].
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Definition 1 (Verifiable Delay Functions). An oracle-aided Verifiable
Delay Function (VDF) is a triple of oracle-aided (potentially randomized) uni-
form algorithms IT := (Setup, Eval, Verify), such that for any A € N and oracle
distribution Oy the following hold:

- Setup(A,T) — pp: On input a security parameter A and time parameter T
, it outputs the public parameters pp. The public parameters determine an
efficiently samplable finite set of inputs X, a set of outputs Y, and a set
of proofs P. We say that II has a public-coin setup if pp also contains the
random coins used by Setup. Otherwise, we say that I has a private-coin
setup.

- Eval(pp,z) — (y,m): On input pp and a value x, it oulputs y € Y and a
(possibly empty) proof ™ € P. The first output y is determined only by x and
pp, i.e., y is independent of the randomness of Eval.

- Verify(pp,x,y,m) € {0,1}: This is a deterministic algorithm that on input
pp, values x, y, and a proof m, outputs a bit indicating whether it accepts or
rejects.

We require IT to satisfy efficiency, completeness, sequentiality and uniqueness
as defined below.

— Efficiency. II is efficient if the following hold for every O € Oy:
o Setup? makes at most g, € poly(T, \) queries to O,
e Eval® makes at most ge € poly(T, \) queries to O in at most T rounds.
o Verify? makes at most q, € poly(log(T),\) queries to O.

- «a-Completeness. IT is complete with error « if for any \,T € N, every
O € Oy, any pp «— Setupo()\,T), and any x € X

Pr |Verify® (pp, z,y,7) = 1: (y,7) < Eval®(pp,z) | > 1 — a()).

We say 1l satisfies perfect completeness if a = 0.

— Sequentiality. I satisfies sequentiality with € € [0,1) gap if for every
AT € N and every two-stage oracle-aided adversary A = (Ag, A1) such that
A makes in total poly(T,\) oracle queries and Ay makes its queries in T¢
rounds, it holds that

O «— O>\

pp «— Setupo()\,T)
st < A (pp)

r— X

Yy — A?(Stv‘x)

(y,7) < Eval®(pp, z)

Pr |y =y: € negl(A).

- (Non-adaptive) Computational Uniqueness. IT satisfies computa-
tional uniqueness if for any A\, T € N and oracle-aided adversary A that makes
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q € poly(T, \) oracle queries, it holds that

O — O)\
pp < Setup®(\, T)
Pr |y # y A Verify? (pp,z,y/, ') = 1: z— X | €negl()).
(', ") — A%(pp, 2)
(y,m) < Eval®(pp, )
(2.1)

We say that IT satisfies perfect uniqueness if ¢ is unbounded and (2.1) holds
with probability 0.

2.3 Time-Lock Puzzles

Time-Lock Puzzles (TLPs) [15,51] are cryptographic puzzles where a solution
s remains hidden from adversaries that run in (parallel) time significantly less
than some prescribed time T'. We define (oracle-aided) TLPs with respect to any
oracle distribution. Our definition adapts that of [15] to the oracle setting.

Definition 2 (Time-Lock Puzzles). An oracle-aided Time-Lock Puzzle
(TLP) is a pair of (oracle-aided) uniform algorithms II = (PGen,Sol), such

that for any security parameter A € N and oracle distribution Oy the following
hold:

- PGen(\,T,s) — z: This is a randomized algorithm that on input a security
parameter X\, a time parameter T and a solution s € S, outputs a puzzle z,
where S denotes the solution space.

- Sol(z) =: s: This is a deterministic algorithm that on input a puzzle z,
outputs a solution s.

We require II to satisfy efficiency, completeness and sequentiality as defined
below.

- Efficiency. I is efficient if the following hold for every O € Oy:
o PGen?(1*,T,s) makes at most g, € poly(log(T), \) queries to O, and

o So0l9(2) makes at most qs € poly(T, \) queries to O in at most T rounds.
- a-Completeness. II is complete with error a if for any \, T € N and

se s,

O%O)\

e O/,
Pr |s:= Sol”(2): z — PGen?(\, T, )

>1—a(N).
We say IlTrp satisfies perfect completeness if a« = 0.

— Sequentiality. IT satisfies sequentiality with gap € € [0,1) if for all \,T €
N, all sg,s1 € S, and every oracle-aided adversary A that makes at most
poly(T', \) oracle queries in T€ rounds, it holds that

O «— 0)\
be{0,1}| 1
z — PGen?(\, T, sp) < 2 + negl(A).
b — A9(z)

Pr [0 =b:
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3 Technical Overview

In the following, by separation and implication we refer to fully black-box sepa-
ration and construction, without explicitly mentioning.

3.1 Separating TLP from VDF

To prove that VDFs do not imply TLPs, we come up with a world F' in which
VDFs exist but TLPs don’t. To this end, we augment the random oracle with a
verification oracle. That is, F = (f, V) is comprised of oracles two f and V7,
described informally below (and formally in Definition 3):

— f is family of random oracles parametrised by a security parameter A € N and
time parameter t € N, i.e., f = (fx.¢1).cen, where each f; : {0,1}* — {0,1}*
is a random oracle;

— VI :Nx{0,1}* x {0,1}* — {0,1} is an auxiliary “verification” oracle based
on f, which accepts (t,z,y) if and only if fl’;|7t(x) = y where f\ta:|,t denotes
the t-fold composition of f ;-

It is easy to see that a perfectly unique VDF ITypr := (Setu p’ Eval, VerifyF)
satisfying (tight) sequentiality can be constructed relative to F', e.g., as described
below (for security parameter A and time parameter T'):

— Setup® simply outputs pp = (A, T).

— On input z € {0,1}* and pp, Eval” computes y := f;\FT(:B) by querying fir
sequentially T times, sets w := L and outputs (y, 7).

— On input (pp,z,y,m = 1), Verify!” accepts if and only if VT, z,y) = 1.

Let us focus on why ITypg is sequential — the rest of its properties can be
easily argued. We claim that sequentiality of IIypr (relative to F') follows essen-
tially from sequentiality of f. First, prior works [24,44] have shown that random
oracles are sequential in a strong sense: the probability that an algorithm can
generate y = f):\FT(x) having made fewer than T rounds of queries is negligible.
In Lemmas 1 and 2 we prove that such sequentiality holds even given V7 since,
intuitively, the only way an adversary can access V/ at accepting inputs (with
a non-negligible probability) is if it had queried f honestly in the first place.

The challenging part of the implication in question is showing TLPs do not
exist relative to F'. We carry this out in two steps:

1. We show how to convert any TLP IT%; ;, := (PGen®, Sol”) relative to F into a

“simulated” TLP ﬁ%Lp = (FT(?(;f, SAo/If) relative to just f, without blowing

up the parameters too much. Most importantly, for reasons that will become

clear soon:

(a) Except with negligible probability, the output distributions of ITtpp and
INYTLP are the same. .

(b) The query (and also round) complexity of PGen is the same as that of
PGen, which we refer to by gp.
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2. We argue that IITyp cannot exist, and as a consequence neither can IItpp.

Let us first see why Step 2 works assuming Step 1. Mahmoody, Moran and
Vadhan [44] showed that TLPs cannot exist in the ROM. To be precise, given
any ROM-based TLP whose puzzle generator makes at most g, queries to the
RO (given g, < g5, the number of queries made by the honest puzzle solver
Sol they showed there exists an adversary Ayny that runs in roughly g, rounds
and breaks TLP’s sequentiality with a non-negligible probability: see Theorem
2 for the formal statement. Since IITrp is defined relative to just RO f, Aynrv
can break its sequentiality in g, rounds. Moreover, since Itrp’s and IITp’s
output behaviour (i.e., the output distribution of puzzle generation and solve
algorithms) is almost the same by Step 1, Ayivy serves as a sequentiality breaker
also for IItrp. L .

We now explain how Step 1 works. On a high level, PGen (resp., Sol) simply
invokes PGen (resp., Sol), simulating PGen’s (resp., Sol’s) queries to V/ in a
manner that is undetectable to PGen (resp., Sol). We also have to ensure that
these queries are simulated efficiently so as not to blow up the query- and round-
complexity of the underlying algorithms. To this end, we cruc1ally exploit the
fact that PGen has round complexity at most g,. Let us see how PGen and Sol
work, in that order. In the following, we fix a security parameter A\, and for
simplicity restrict to the case where ITrpp only has access to the oracle V/ with
first argument restricted to T', which denotes Sol’s round complexity.

— Simulating PGen. Since q, < T and fy r is sequential, PGen is unable to
query V7 at accepting tuples. As a result all the queries PGen makes to V/
can be simply simulated by returning Mithout PGen noticing. Thus the
simulated puzzle generation algorithm PGen, invokes PGen and responds to
each query it makes to V/ with 0.

—  Simulating Sol. The simulation of Sol, however, cannot proceed as in PGen
as the puzzle z may carry information about fy r. For example, suppose z
contains a pair (z,y) such that y = f§ r(x) for some t < g, which PGen
computed by honestly querying fk T. Furtherrnore suppose Sol queried fx 1
a further T' — ¢ times to obtain y' := )\ Zy) = f/\ r(x). Now, if Sol queries
VI with (T, x,y'), then we cannot sunulate VI with 0 (even though Sol has
made fewer than 7' rounds of queries) as the real oracle V/ returns 1, leading
to detectable inconsistency. In general, unlike the example above, such infor-
mation about fy p might be embedded in z in a not-easy-to-extract manner.
To tackle this issue, we exploit the facts that ¢, < T and that the round com-
plexity of Ay dep,e\zflds only on the round complexity of the TLP puzzle
generation. That is, Sol works as follows:

1. Keep track of all the queries that Sol makes to fyr, along with the
response, in a list L.

2. Whenever Sol makes a query (T, x,y) to Vf, ascertain whether 2,y “could
be made consistent with L” using at most g, extra queries to fir —
we refer the reader to Lemma 3 for details of exactly how. Simulate by
returning 1 in case it can be, and by returning 0 otherwise.
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Note that the round complexity of Sol blows up to at most ¢,7T. However,

this is not an issue as the round complexity of PGen was unaffected and it is
still possible to invoke Aynviy and break I1's sequentiality.

Lifting the restriction on IlTpp’s access to V' needs care: we refer the reader
to Lemma 3 a detailed description of the simulation and its analysis.

3.2 Separating VDF from TLP

To prove TLPs do not imply VDFs, we come up with a world in which TLPs
exist but VDFs don’t. To this end, we introduce the random permutation model
with puzzles (RPMP). In RPMP, instead of a permutation oracle, there exists
a family of oracles f = {fx r}xken, where for every security parameter A and
every integer k € N, the oracle f) , consists of four oracles:

1. A random permutation oracle oy: {0,1}* — {0,1}*, along with its inverse
oracle af_lz {0,1}* — {0,1}*,

2. A random function oracle ay: {0,1}* — {0,1}*; and

3. The “shortcut” oracle wy = U’]? oays: {0,1}* — {0, 1}

We view f) 1 as a function
For: (My = {007 a,w} x {0,1}*) — X, := {0, 1}*.
Constructing a TLP relative to fy 5 := (o, 0]71, ag,wy) is straightforward:

— To generate a puzzle for solution s € {0, 1}*:
1. Sample r « {0,1}*.
2. Compute a mask R := wy(r) using the shortcut oracle.
3. Output z := (R® s,ay(r)) as the puzzle.
— To solve a puzzle z := (21, z2):
1. Recompute the mask R by sequentially querying oy, i.e. R := J’;(ZQ).
2. Output s := R® z1.

We show in Sect. 5.2 that this indeed gives a TLP that guarantees sequen-
tiality against adversaries running in time < 7'/2 (for time parameter T'). The
harder task is ruling out VDFs relative to f. To this end, we build on a recent
work of Abusalah et al. [5] who ruled out ROM-based VDFs. We provide an
overview of their result and techniques next.

Ruling Out VDF's in the ROM. Building on [34,45], Abusalah et al. [5] ruled
out ROM-based VDFs of the most general form, i.e., computationally unique
VDF's with expensive private-coin setup. They proved the following theorem.

Theorem 1 ([5, Theorem 1]). Let IIypr := (Setup, Eval, Verify) be any VDF
in the ROM, and let qs,qe and q, denote the number of queries that Setup, Eval
and Verify, respectively, make to the RO. Then at least one of the following holds:



Separating Verifiable Delay Functions and Time-Lock Puzzles 41

— There ezists an adversary Ay that breaks IIypr’s sequentiality by making
O(qsqeqv) queries in the preprocessing phase and O(q,) rounds of queries in
the online phase.

— There exists an adversary A, that breaks computational uniqueness of IIypg
by making at most O(qsqeqy) queries.

We explain how the proof of Theorem 1 proceeds in two steps. In the first
step, we restrict to VDFs with “f-oblivious” setups, where Setup makes no query
to the given RO f. Then we lift this restriction using preprocessing.

Step I: Breaking VDF with f-oblivious setup. Central to this step is Aysw, the
sequentiality breaker from [45], described below.? For reasons that will become
clear during analysis, the online time parameter t,,, is set (say) to 6g,.

Sequentiality Breaker Ayisw

1. Initialise. On input public parameters pp and a partial function pp,
initialise a partial function pi := ppre.

2. Learn online. On input a challenge x, sample i < {1,...,t,,}, and for
each round j € {1,...,i}:
(a) Lazily sample a “simulated” oracle g, that extends the partial func-

tion p; and then compute (y, ) < Eval® (pp, z), where we say “g;

extends p;” if g;(m) = p;(m) holds for all queries m in p;’s domain
Dom(p;).
(b) Let Q* := {mq,...,my} denote the set of new queries made to

g; during computation of (y},7’), where a query m is deemed to
be “new” if m ¢ Dom(p;). Query f on Q* in parallel to obtain a
response (ay, ..., az).
(c) Update knowledge of f by constructing a new partial function
pj(m) if m € Dom(p,)
piv1(m) := { ’ ’

a; if m = m; for some m; € Q*

3. Output y..

Suppose IIypr satisfies perfect uniqueness. Let (y, 7) < Evalf(pp, x) be an hon-
est evaluation of x relative to f, and let Qy denote the set of queries made while
computing Verifyf(pp, x,y, 7). Amsw “learns” in a round j if @* N Qv # . Since
|Qv| < gy and f is subsequently queried on Q* (Step 2b), there can be at most
¢, rounds in which Ayisw learns. Assuming round ¢ is a round in which Aysw
does not learn, perfect uniqueness implies y; = y: if, for contradiction, y; # y,
then II’s uniqueness is violated relative to the following “hybrid” oracle

ho(m) = {gi(m) - (3.1)

fim)  otherwise.

2 The description of the algorithms in this section is taken verbatim from [5]. The
overview loosely follows [5, Sect. 2].
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To be specific, for (y;, m;) «— Evalhs(pp,x) both

yi=y; #y and (3.2)
Verify" (pp, z, y,7) = 1 (3.3)

hold, and therefore (y,n) is a valid break of II’s uniqueness relative to hs. It
remains to establish why Egs. (3.2) and (3.3) hold.

— To see why Eq. (3.2) holds, note that hs and the simulated oracle g; are
consistent when it comes to evaluation of (pp,x): by definition, hs agrees
with g; on Dom(p;) U Q*, which contains all queries used to evaluate (pp, z)
relative to g;. As (y;,7;) is output by Evalhs(pp,:c)7 Equation (3.2) follows
since the function output y; of Eval?" on public parameters pp and input z is
computed deterministically.

— To see why Eq. (3.3) holds, note that hs and f are consistent when it comes
to verifying (pp,z,y,7): conditioned on Apsw not learning in round i, @* N
Qv = 0 and thus Verifyf(pp,:c, y,m) = 1 implies Verifyh”(pp, x,y,m) = 1.

On setting t,, sufficiently larger than g,, a random round i (Step 2) is likely
to be one in which Aygw does not learn. For instance, for ¢,, = 6¢, [5] show
that Apsw does not learn in a random round ¢ with probability at least 1/3.

When ITypr is only computationally unique, the reasoning above fails: Eq.
(3.3) no longer guarantees that y, = y, as m could have been a bad proof that
leads to Verify accepting a wrong output relative to hg. The computational
uniqueness requirement for a VDF does guarantee that it is hard to find such
bad proofs relative to f (see Definition 1). But 7 is honestly generated relative
to f, and one cannot rule out it being bad relative to hs. However, in case Egs.
(3.2) and (3.3) do hold but y; # y, Amsw does break IT’s uniqueness relative to
hs since we have (y,7) and (y;, ) with y # y and

Verifyhs(pp,x,y,ﬂ') =1.

We can thus salvage the situation to obtain a uniqueness breaker Agry (based
on [34]) by tweaking Apsw’s i-th step as follows: flip the role of simulated oracle
g; and given oracle f, and use f itself as the simulated oracle. That is, for round
%

1. Compute (y,7}) = (y,m) «— Evalf(pp,a:)7 and let Q* denote the new
queries made to f during this computation.
2. Lazily sample a simulated oracle g; that extends p;.
3. Construct the hybrid oracle h, as
h(m) = {gi(m) if m= r.nl for some m; € Q* (3.4)
f(m)  otherwise.

Since the joint distributions (f, hs) and (h,, f) are identical, Agry breaks
uniqueness relative to (hy, f) with the same probability that Aysw breaks
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sequentiality relative to (f,hs). That concludes the first step. What remains
is to deal with setup queries.

Step II. Dealing with Setup Queries. Let Qg denote the set of queries made by
Setup to f while computing pp. If Qg is non-empty, then the hybrid oracles con-
structed in Egs. (3.1) and (3.4) are inconsistent on Qg: for example, if round j is
such that Ayigw learns a query m € Qg, then a hybrid oracle hy constructed as
described in Eq. (3.1) will be inconsistent on Qg (and thus pp) with overwhelm-
ing probability. In such a case, perfect uniqueness (and correctness) of IT cannot
be invoked. To ensure consistency of hybrid oracles, we must ensure most rounds
are where Aysw does not learn a query also from Qg, i.e., from Qg U Qy .

The means to enforce this is preprocessing. For the case of public-coin setup,
preprocessing is straightforward: Aygw initialises p; (in Step 1) to be consistent
with f on Qg. The case of expensive private-coin setups is more challenging, and
was handled in [5]. A query in Qg is deemed “heavy” if it is likely to be queried
again by Eval. The main insight in [5] is that it suffices to learn the heavy queries
that Apsw s likely to make by repeatedly invoking Aysw on random inputs.
Their preprocessing algorithm P is described below.

Preprocessing Algorithm P
1. Initialise. On input public parameters pp, set the partial function ppye
to be empty. Sample ¢ — {1,... ¢y}
2. Learn online. For each j € {1,...,i}:
(a) Sample random VDF input x,., and run Apgw (Step 2) on input
pp and advice p; := ppre, parameter t,, and challenge ..
(b) Let Q* denote the new queries made by Aysw to f during this
computation, where “new” is now with respect to ppye.
(c) For each m € Q*, set ppre(m) := f(m).
3. Output ppre.

Using P, the authors of [5] are able to argue that when Aygw (or Agry) is run
with pp.. provided as advice, it is unlikely to make new setup queries. To put it
all together, the sequentiality adversary Ay first preprocesses using P and then
runs Ayisw as the online phase:

Sequentiality Breaker A

1. On input pp < Setupf(lk7 17), run P(pp) to generate as advice a partial
function ppye.

2. Run Apsw on public parameters pp and advice ppr. to obtain output
Y.

3. Output y.

Ruling Out VDFs in the RPMP. Our goal is to extend the previous impos-
sibility result to VDF's in the RPMP, i.e. we now need to consider an extended
oracle f that imposes significantly more structure. When following the approach
from Abusalah et al. [5] (and their predecessors [34,45]) it is therefore non-trivial
how to update the oracles g; within the algorithms and how to define appropriate
hybrid oracles h,, and hg for the argument.
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Hybrid Oracles. Following the approach in the ROM, a naive approach of defining
a hybrid oracle for oracle fy i, simulated oracle g; and set of new queries @* C M

would be to set
hnaive(m) = g(m) me Q
fre(m)  otherwise.

It is not hard to see that, unfortunately, this oracle is most likely not a
permutation oracle with puzzles: For example, for a query m = (o,x) € Q* we
get hnaive(m) = 04(x), whereas with all but negligible probability we have m’ :=
(o,2") ¢ QF for o’ := afl(ag(z)). But this implies Anaive(0, ) = hpaive(o, 2'),
hence, oy, is not a permutation.

We first only focus on constructing a hybrid permutation for the two per-
mutations oy, 0,, assuming we only had queries (o, ) and no inverse queries
(071, z). As seen in the previous example, the points in X causing collisions in
Ohpave L€ exactly the preimages of 0,(Q*) under oy which do not lie in Q*, i.e.
the set of points 0]71(09 (@%)) \ @*. On the other hand, the images of Q* under
o which do not lie in Q* (i.e. the set o4(Q*)\ Q") are not in the image of o,
Hence, we construct the hybrid permutation o, as follows:

naive *

og(x) r e Q*
on(7) = Po; 0,0+ (1) T €07 0,(Q1)\ Q"
os(x) otherwise,

where &, 5, o+ is a permutation from 0;1(09 (Q*)) to o (Q*)\ Q*. We refer to
the full version of the paper for the definition of @, ,, q-

In order to extend this idea to construct a hybrid oracle for permutation
oracles f, g and arbitrary query sets, i.e. query sets Q* that also include inverse
queries (0~ 1, x), we split up the query set Q* into permutation queries Q* and
inverse permutation queries ), i.e.

Q ={o}xQHu({e "I xQ7).

For the hybrid oracle, which we now denote as fg-_4, we again want
that fo«_4(m) = g(m) for all m € Q*. For x € QV, this means to set
fq=—g(0,2) = 04(x). For 2’ € Q~, this means to set fo- .4(c~",2') = o, ' (2),
which implies that we must set fo«_4(0,0,"(2')) = 2’ in order to respect the
structure of a permutation oracle. Hence, we have fg«_.4(0,x) = o4(x) for all
r € QT Uo 1 (Q7); we denote the latter set by c,(Q*). Similarly, we construct

aset ¢; (Q*) = 0,(QT)UQ™ and set denote ¢, (Q*) = ({o} xcF (Q*))U({o™ '} x

cg (Q*)). We refer to this set last as the g-completion of Q*. The permutation
oracle fo-_. 4 now employs essentially the same hybrid permutation o}, as above,
except that the set Q* is replaced by its completion cg+ (Q").

Extending to oracles fy j in the RPMP, i.e. including queries to the function
oracle a and the “shortcut” oracle w, requires us to also extend the notion of f-
completion to the RPMP. Namely, for queries (o, z) € Q*, all queries of the form

(0,00 (ay(x))) with j € {0,...,T — 1} (for time parameter T') as well as the



Separating Verifiable Delay Functions and Time-Lock Puzzles 45

corresponding inverses are added to ¢, (Q*). Similarly, for queries (w,z) € Q*,
all queries of the form (07!, 0,7 (wy(x))) with j € {0,...,T — 1} as well as
the corresponding inverse queries are added. The hybrid oracle fg-_.4 for two
oracles f, g, is then defined analogously to the hybrid permutation oracle above,
but with respect to the completion ¢,(Q*). We refer to Sect. 5.3 for the details.
The Sequentiality and Uniqueness Breakers. The algorithms A, and A, for break-
ing VDFs in the RPMP work similarly to the respective algorithms for breaking
VDFs in the ROM we have seen above, except that at the end of each round,
they not only query the set of new queries Q* to oracle f (in parallel), but query
on an extension é* D Q* each round.

As in the ROM, we have to argue about the distribution of the pairs (f, hs)
and (hy, f). Due to the additional structure in the RPMP, it does not appear
possible to construct “permutation oracles with puzzles” hgs and h, such that
these pairs are equally distributed, as is the case in the ROM. However, we
can still make the pairs computationally indistinguishable in a certain precise
sense, which suffices for our purposes. In our constructions, both hs and h,
are of the form f@_}g, where g is the random permutation oracle with puzzles
simulated in the final iteration of A (resp. A,). As already discussed above,
there is a set of “bad queries” m on which f5.  (m) & {g(m), f(m)}. The
behaviour of f@*ég(m) on such “bad queries” is rather complicated, and for the
desired computational indistinguishability statement, which ultimately rests on
carefully counting permutation oracles with puzzles, it is necessary to make sure
that during both the sequentiality and the computational uniqueness game, no
such bad queries come up. _

We accomplish this by choosing Q* drastially larger than Q*. Explicitly, let
g be any of the simulated oracles in either A or A, and c_f]t(Q*) denote the set
of elements (x,z) € ¢,(Q*) with x € {,07}. We set

Q" = cqleslegles(cz (@) Ueg(Q). (3-5)

This polynomially increases the number of oracle queries to f the algorithms

make, but it only triples the number of rounds of oracle queries. With this
construction, we can prove that with high probability, no “bad query” comes up
during neither the sequentiality game, nor the uniqueness game.
Handling Private-Coin Setup. Finally, we discuss how we exclude inconsistencies
between the queries made by Ag (resp., A,) and the queries made by Setup. As
in the ROM, we simulate runs of A; with random inputs to learn about the
heavy queries. However, in the RPMP, we encounter the problem that Setup
might make a query to the puzzle oracles, say, (o, z) and (w, ), while, in some
round, (y,7}) = Eval% (pp, z;7;) makes a query to any of the 7" elements

(0,07(2)), (0,04 (af(2))),.... (0,07 (ap(x))). (3.6)

Now, the hybrid fg-_.,4, does not agree with f on (w,x), which means that

we cannot guarantee that Verify/@*—% (pp, ,y},m;) = 1, which is necessary for
the argument. It turns out that 1) completing the query set @* with respect
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to the real oracle f, and 2) further extending Q* so that it contains all of the
elements in the list given in Eq. (3.6) is sufficient for our argument. Note that
this extension of the query set only adds a multiplicative factor T" to the query
complexity of preprocessing.

Proving the sequentiaility and uniqueness breakers successful (in the sense
that at least one of them has good success probability) follows the same lines of
argument as for the case of VDFs in the ROM in [5], although most statements
that hold “on the nose” in the ROM only hold with overwhelming probability
in the RPMP. We refer to Sect. 5.3 for an overview of the proof, and to the full
version of this paper for the proof including technical details.

4 Separating TLPs from VDF's

In this section we separate (oracle-aided) TLPs from (oracle-aided) VDFs. Our
result is stated formally in Theorem 3. To this end, we rely on a result of Mah-
moody, Moran and Vadhan [43], which rules out TLPs in the ROM. To be
precise, [43] rules out ROM-based TLPs requiring more rounds to solve than the
total number of queries required for puzzle generation, as stated next.

Theorem 2 ([43, Theorem 2|, ported to our setting). Let f be a random
oracle and IItip = (PGenf, Solf) any a-complete f-aided TLP such that PGen’
and Sol/ make at most ap and gs queries to f, respectively, with q, < qs. Then
for any § € (0,1), there exists a (deterministic) adversary A which makes at
most qsqp/0 queries to f in g,/ rounds and breaks sequentiality with probability
at least 1 — a — 6.

To prove the main result of this section (Theorem 3), we rely on a “separat-
ing” oracle F := (f,V7), described in Definition 3. That is, we show that VDFs
exist relative to F, but any TLP construction relative to F' can be broken.

Definition 3 (The F oracle). Consider the family of oracles
F= (P (0. = {0.11), ey

where f; is a random function for each \,t € N. Furthermore, consider the
following auziliary “verification” oracle

VN x{0,1}* x {0,1}* — {0,1}

based on f:
Loaf f (@) =y

0 otherwise.

Vf(t,a:,y) = {

Here, ff\ﬂ5 (as usual) denotes the t-fold composition of fx:. We define the sepa-
rating oracle to be F := (f, V7).
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Theorem 3 (VDFs do not imply TLPs). Consider the separating oracle
F = (f,V) from Definition 3. A VDF exists relative to F. Furthermore,
any TLP construction relative to F' can be broken. In particular, for any TLP
IItrp := (PGen,Sol) such that

1. PGen makes at most q, queries to F' and Sol makes at most q; > q, queries
to F'; and
2. the completeness error is a,

and for any & € (0,1), there exists a (deterministic) adversary AY which makes
q2q,/8 queries to F in q,/8 rounds and breaks sequentiality with probability at
least 1 — o — 0 — negl(A).

To prove Theorem 3, which we do at the end of the section, we rely on
Lemmas 2 and 3 which we state in the sequel. In Lemma 2, we show that a VDF
ITL g can be constructed relative to F. In Lemma 3, we show that for every TLP
construction ITX , relative to F, there exists a “simulated” TLP construction

ﬁ{:LP relative to (just) f. However, Theorem 2 rules out the existence of such a
TLP, and hence we arrive at a contradiction. Before stating and proving Lemmas
2 and 3, we state and prove Lemma 1, a general lemma about sequentiality of
random oracles that we will invoke in the proofs of Lemmas 2 and 3. Lemmas of
similar kind were proven in the literature before for random oracles (e.g., see [44,
Lemma 5.5] or [24, Lemma 2]). Lemma 1 is slightly different given the auxiliary
oracle V. For a proof of this statement, we refer to the full version of this paper.

Lemma 1. Let A be any algorithm relative to oracle F = (f, V') from Defini-
tion 3. For anyt € N and A € N, suppose A makes q := q(\,t) queries in less
than t rounds, and finds z,y € {0,1}* such that V¥ (t,z,y) = 1 without making
f queries (zo :==x,x1,...,2 == y) where x; := f(z;—1). Then A succeeds with
probability at most (> +1)/2*.

To prove that VDFs exist relative to F, we construct H\I,’DF in Fig.1 and
prove its security in Lemma 2. For a proof of this statement, we refer to the full
version of this paper.

VDF II{pe = (Setup”’, Eval®”", Verify™)

— Setup™ (A, T): output pp := (X, T)

— Eval® (pp, z):
1. Set xg :=x
2. For each i € [T, query fir to obtain x; := fx r(xi—1)
3. Output (y, ) := (xp, L1).

— Verify" (pp, z,y, 1) := 1 iff VT, z,y) = 1.

Fig. 1. The VDF construction II{pp.
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Lemma 2. Relative to oracle F = (f, V') from Definition 3, I is an
(oracle-aided) VDF with perfect completeness and perfect uniqueness.

Before proving Lemma 3, we define the notion of query consistency, which
will be useful in its proof.

Definition 4 (Consistency of verification queries). Let L be a list con-
sisting of tuples of the form (t,z,y), where t € N and z,y € {0,1}* for some
A € N2 We say that a VI query (t,x,y) is consistent with L if and only if
there exists a sequence o, ...,xs such that xo = x, x =y, and for each i € [t],
(t,xi_l,xi) eL.

Lemma 3. Given any TLP construction ITE » = (PGen™ Sol™) relative to
F = (f,V1) from Definition 3, there exists another TLP construction H{Lp =

T~
(PGen ,Solf) relative to f, such that:

—— f
— The query and round complezities of PGen® and PGen™ are exactly the same.
— If Sol¥ makes at most q, queries in T rounds, and PGen™ makes at most

. - f o
qp queries, then Sol" makes at most qsq, queries (in T - q, Tounds).
— If %, is a-complete, then H{LP is (o + negl()\));complete.

— The outputs of algorithms underlying IItyp and IlTrp are the same with
overwhelming probability.

Proof. Consider the simulator PGen described below, in which we locally simulate
the queries to V7 by keeping track of the queries PGen? makes to f and the
corresponding responses in a list L. In particular, whenever PGen’ makes a
query (t,z,y) to V7, the simulated answer is 1 if and only if (¢, x,y) is consistent
with L, as per Definition 4.

PGen’ (A, T, )
1. Initialise a list L := ()
2. Run z < PGen" (A, T, s)
— Whenever PGen makes a query x to its first oracle on parameters
(A, 1), i.e., query x to fit, query fi: on z to obtain y. Return y to
PGen and add (¢, z,y) to L.
— Whenever PGen makes a query (t,z,y) to its second oracle, i.e., a
query (t,x,y) to V¥, return 1 if and only if (¢, z,y) is consistent with
L as per Definition 4.
3. Output z

Since the book-keeping does not cost queries, the query and round complex-

—— f
ities of PGen is exactly the same as PGen’". We now argue that their output
distributions are close. Consider a call PGen” (), T, s), and recall that PGen”

3 We assume that queries to oracles are always of appropriate length. For example,
that a query x to fi+ is of length A.
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makes at most g, € poly(log(T'), ) queries to F. By Lemma 1, for any ¢, the
probability PGen” finds z,y € {0,1}* such that V/(¢,z,y) = 1 without having
made the ¢ sequential f queries (zo := z,21,..., % := y) where z; := f) ;(x;-1)
is at most (qﬁ +t)/2*. Since PGen®" runs in at most gp rounds, the probability
with which it finds z,y as above is, by Lemma 1, at most

@+
2)\

0g =

Since the outputs of PGen" and P/G;/nf are the same as long as Lemma 1
is not violated, therefore their outputs are the same with probability at least
1—dy.

Let us now shift our attention to Sol”. The simulation needs to proceed

slightly differently from P/G\é/nf since the puzzle z may carry information about
f. For example, suppose z contains a “hint” z,y € {0,1}* such that y = fﬁ,t(x)
for some t,t' < g,, which PGen’ computed making honest queries to f. Now,
if the first query that Sol” makes is to V7 with (t,z,y), then VI simulated

following the strategy in ﬁééf would return 0. However, the real V/ returns
1, leading to inconsistent simulation. In general, hints of such form might be
embedded by PGen’ in z in a not-easy-to-extract manner.

Our way around this issue relies on two observations: 1) g, < T and 2) the
round-complexity of the sequentiality breaker guaranteed by Theorem 2 depends
only on q,. The idea is for the simulator Sol to compensate for potential hints as
above by making appropriate extra queries. To be precise, every time Solf” makes

o . .
a query (t,z,y) to V/, Sol" ascertains whether the query can be made consistent
with the list L of query-response pairs observed so far (and maintained just like

in P/(i_e/nf) using at most g, extra queries. How this is exactly accomplished is
described below.
ol (2)
1. Initialise a list L :=
2. Run 2’/ — Sol*'(z)
— Whenever Sol” makes a query z to its first oracle on parameters
(A1),
(a) Query f. on x to obtain y
(b) Return y to Sol”" and add (t,z,y) to L
— Whenever Sol” makes a query (¢,z,) to its second oracle (i.e., V),
(a) Repeat Steps 2(a)i to 2(a)ili at most g, times:
i. Find the smallest index ¢ € [t] such that z; := f;ftl(x) is not
in L, i.e., there is no tuple of the form (¢, fﬁ\;l(x), *) present
in L
ii. Query fx. on x; to obtain z;41 := f}\t(x)
iii. Add (t7.’L‘i7.’L‘i+1) to L /
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(b) Return 1 if and only if (¢,z,y) is consistent with L as per Defi-
nition 4.
3. Output z’

.. 7 e
Note that the query and round complexities of Sol" are a multiplicative
factor g, they are gsq, and T'g,, respectively. However, as long as Lemma 1 is

not violated, the outputs of Sol?" and §5|f are the same, which is the case with
probability (1 — &) where d, := (¢? + T)/2*.
To conclude the proof of the lemma, note that ITX , and H{LP behave

exactly the same except with probability at most (ds +d4), and thus the H%LP7S
completeness error increases by a negligible factor of d4 + Js.

Proof (of Theorem 3). First, Lemma 2 proves that a VDF exists relative to F'.
Second, Lemma 3 proves that if a TLP H{Lp exists relative to F', then there
exists a TLP ﬁ%LP relative to f, where some of the parameters are worse.
However, we observe that

1. The round-complexity of the sequentiality breaker from Theorem 2 depends
only on the query complexity of the puzzle generation; and

—— f
2. The round-complexities of PGen” and PGen’ are the same.

Therefore, we can still invoke Theorem 2 to get an attacker for ﬁ!;LP relative
to f. To be specific, by Theorem 2, for any ¢ € (0,1), Ammy breaks sequentiality
of ITtpp while while making qf,qs /6 queries in only g,/d rounds with probability

at least 1 — o — §. By Lemma 3, since IIX; , and ]NY{LP behave exactly the same
except with probability (ds + d4), Ammv also breaks sequentiality of H{fLP with
probability 1 — a — § — (05 + d4). Assuming g,/d < T, which holds, e.g., by
setting § = 1/2 and assuming ¢, < T', we break e-sequentiality of Ik, with
probability negligibly close to 1/2 — a.

5 Separating VDFs from TLPs

The aim of this section is to show that there is no fully black-box construction
of VDFs from TLPs. We prove this statement by showing that in the Random
Permutation Model with Puzzles (RPMP), a certain computational model which
we introduce below, there is a construction of TLPs, but a construction of VDF's
does provably not exist. In the RPMP, TLPs exist naturally. The main result of
this section is the proof of the impossibility result. The line of argument taken
in this proof borrows ideas from the ideas developed in [5,34,45]. The aim of
this section is to prove the following two theorems.

Theorem 4 (TLPs exist in the RPMP). IItp = (PGen, Sol) is an efficient
TLP with perfect completeness that satisfies sequentiality with respect to any
adversary running in at most T/2 — 1 rounds.
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Theorem 5 (VDFs cannot exist in the RPMP). Let IT be an (oracle-aided)
VDF with public-coin setup and k-completeness, having running time parameters
qs, e and q,, as per Definition 1. Let P, A; and A, be the algorithms constructed
in Algorithms 3 to 5, where the parameters tp.. and t,, can be chosen as any
positive natural number. Then there exists a negligible function v = v(\) such
that the following statement holds.

If (P,A,) breaks sequentiality of IT with probability* e, then (P,A,) breaks
uniqueness of IT with probability at least 1 — €5 — qu/ton — ¢s/tpre — K — V.
Therefore, Il either fails to satisfy sequentiality or computational uniqueness.
More precisely, the complexity of these algorithms is as follows.

- As runs in at most t,, rounds and makes at most T - q. queries in each
round, hence, at most T - t,, - q. queries in total.

—- A, makes at most T - q.(ton + 1) queries in total.

— P runs in at most T -ty -ton Tounds and makes at most 2q. queries in each
round, hence at most 2-T -ty - ton - ge queries in total.

5.1 The RPMP

Our goal is to construct an idealized computational model in which TLPs exist,
but VDFs (provably) do not. Our construction of such a model is the random
permutation model with puzzles (RPMP), in which the only source of compu-
tational hardness is given by access to an oracle f = {fx x}x ren. For security
parameter A and integer k € N, the oracle f) j is comprised of the following four
oracles.

A permutation o;: X — X, where X = {0, 1}
The inverse permutation 0;1: X - X.

A random function ay: R — X, where R = {0,1}".
The function wy = ok o af: R — X.

W N

Equivalently, the oracle fy , can be realized as a single function
f/\,k: (M)\ = {Uv 0'_1,04,0)} X {Oa I}A) - X>\ = {07 1})\

satisfying the properties above. We call an oracle fy ; as above a permutation
oracle with puzzles. We denote the set of all functions fy  : My — X, as above
by Fax,x. We denote by Fy the product of sets F ;. with k € N. By f < F, we
then mean that for every k& € N the oracle f) j is sampled uniformly at random
from Fj .

* The probability is taken over the choice of f « F, the randomness used in the
generation of the public parameters pp, the random choice of the input x and all of
the randomness used while running the adversaries.
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Why Permutations? On first sight, the RPMP might seem overly compli-
cated. Similarly to our approach in Sect.4, it seems more natural to consider
the Random Oracle Model (ROM), providing a random function f: {0,1}* —
{0,1}* and extend it with a “puzzle oracle” Wy = f*. Tt seems plausible that
in this computation model, which one might call the Random Oracle Model with
Puzzles (ROMP), VDF's cannot exist. However, this is quickly seen to be a false
believe. The following construction is a VDF in the ROMP.
VDF IIypr = (Setup, Eval, Verify)
— Setup/*s (A, T): the setup algorithm simply returns pp = (A, T'), encod-
ing the input space Xy = {0, 1}*.
— Eval/%s (pp, z): Given any input x € X, the evaluation algorithm cal-
culates the value of y = f7~1(x).
- Verifyf “I(pp,x,y): given these parameters, the verification algorithm
checks if f(y) = wyr(x), returning 1 if this is the case, and 0 otherwise.

However, if f was invertible, this construction does not satisfy sequentiality
anymore. In fact, an adversary that can invert f (in constant time, say) is able to
find the output value y for any given  in constant time, as y = f~!(w(z)). This
motivates considering random permutations instead of random functions, result-
ing in the RPMP.

5.2 TLPs Exist in the RPMP

In this section we prove Theorem 4. Given access to an RPMP oracle f =
{frk}rken, we can construct a TLP IItpp := (PGen, Sol) as follows.
TLP HTLP = (PGen,SoI)
— PGen’(A\, T, s): given s € {0,1}*, PGen samples # «— {0,1}* and out-
puts z := (2[0], z[1]) where 2[0] := fi r(w,z) ® s and z[1] ;= fr r(a,z).
~ Sol’(z):
1. Set g := z[1] and Vi € [T, query far to obtain x; := fx r(0, xi—1).
2. Output (z7 & z[0]).
PGen is efficient as it makes only two queries to f. Completeness follows
directly from the definition of Il p and the fact that every generated puzzle is

solvable by making T sequential queries to fx r(o,-).
Before showing that there does not exist an adversary running in less than 7'/2

rounds that breaks sequentiality, we first construct the adversary Advf 0. T/2 that
wins the sequentiality game in T'/2 rounds to give an intuituition of how the

sequentiality game works in the RPMP. The algorithm Advfeq /2 first samples

80,81 at random from {0, 1}’\7 sends them to the challenger, and receives the
puzzle z = PGen/ (1}, T, s;), where b < {0, 1}. Next, given sq, s1, z the adversary
runs Algorithm 1.

It is easy to see that Algorithm 1 runs in 7'/2 rounds and always returns the
correct output. Now we show that this is the best an adversarial can do. To this
end, we show given any adversary Advse, that runs in less than 7'/2 rounds and
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Algorithm 1 Online phase of Advfeqﬂ,«/2

Input A puzzle z
Hard-Coded: Running time parameters A\, T, two solutions sg, s1
Output A bit b € {0,1}.
Initialize zo = 2[1], yo,0 = 2[0] ® so, and yo,1 = 2[0] & s1
fori=1,...,7/2 do
Set x; = far(o,zi-1)
Set yio = far(ct yiz10) and yin = frr(o™ yio11)
end for
If yr/2,0 = 7 /2 return 0, else return 1.

wins the sequentiality game for any pair sg, s; with advantage €, we can use it
to distinguish between the output of the random permutation o ¢ from a truly
random value with advantage €/2. To prove this we first write an equivalent
of Lemma 1 in the RPMP.

Lemma 4. Given any adversary running in at most t rounds making at most
q queries which takes as input an x € {0,1}*, the probability of it finding y =
f\"tfl(a, z) ory = f\'j'Tl(ofl,x) is at most (¢> +1)/(2* — q).

Proof. The proof of this lemma is the same as that of Lemma 1 with the only
difference being that instead of any output being possible for a query, now only
the outputs we have not yet gotten are possible hence the denominator gets a
factor of —gq.

Now we construct a polynomial-time adversary Adv,fp that uses Advfeq and
distinguishes the output of a PRP from random. The game Advfp plays is simple,
it chooses = and then receives either y, for a random b € {0,1} where yo :=
frr(o,x) and y; < {0,1}* random. Then Adv[p guesses b without querying
far(o,x) or fa (o™t yp). Algorithm 2 formally defines Advl,.

There are two possible cases in the execution of Advfp:

— if y» = yo, then %z, in Algorithm 2 is a valid challenge to Advfeq. Now
using Lemma 4 we know that the probability that Adv!eq makes a query of the
form either f) r(o,x) or fy (o™, yp) is negligible. Therefore if Adv{eq wins
with advantage €, our adversary Advfp also wins with advantage € — negl(\).

— If y» = y1 then the puzzle z,, is essentially a one-time pad of s; followed by a
random input. By the security of the one-time pad we know that there does
not exist any adversary which can return b,., with non-negligible advantage.
Therefore, Adv{, also wins with advantage negl(\) and hence Adv/, also has
a negligible probability of winning in this case.

Combining both cases we see that Adv}fp has an advantage of ¢/2 in dis-
tinguishing between yg,y;. Hence € must be negligible and this completes our
proof.
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Algorithm 2 Advfp distinguishing between random permutation and truly ran-
dom output
Input y;, € {0,1}*
Hard-Coded: Running time parameters A\, T, and x
Output A bit b, € {0,1}.
Initialize xo = x, yo = yp
fori=1,...,7/2—1do
Set ; = far(o™t zi—q)
Set y; = fa,r(0,yi-1)
end for
Set yr = far(o,yr—1)
Run Adv],, and get sq, s1.
Sample b « {0,1} and give zg := (yr ® sp, x7—1) as the challenge puzzle to
Advfeq and store its output in byeq
If bseq = b return 0, else return 1.

©

5.3 VDFs Do Not Exist in the RPMP

The remainder of Sect.5 is devoted to (an overview of) the proof of Theorem
5. We prove this result by following the line of argument that was developed in
[5,34,45] which prove the analogous statement in the ROM.

As in [5], we construct three algorithms: P, A; and A,. The first algorithm,
P, runs during the offline phase of the adversary, with the aim of determining the
private queries made by the Setup algorithm that are important for the online
phase. The remaining algorithms run during the online phase, and we prove
that either A, breaks sequentiality, or A, breaks computational uniqueness of
the VDF. We need the following constructions:

— A completion operation 01;7'6 (I) that is used in P.

— A completion operation c§", (I) that is used in A and A,.

— Given any two oracles f,g € S and any subset I C M, a construction of a
“hybrid” oracle fr_.4.

With these constructions, the algorithms take the form of Algorithms 3 to 5.

Our proof of the impossibility of VDFs in the RPMP follows the following
abstraction of the approach taken in [5]. In order to accomplish this, we formulate
Desiderata 1 to 4, which are properties of our constructions that allow us to —
essentially — follow the arguments in the ROM. The first desideratum is the
simplest one.

Desideratum 1 (Hybrids are equal to g on I). For all f,g € S and I C M, it
holds that fi—4(m) = g(m) for m € I.

The next desideratum involves the completion operation we use during pre-
processing, and essentially states that in each round of preprocessing, if the
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Algorithm 3 The preprocessing algorithm P7.

Input Public parameters pp
Hard-Coded: Running time parameters t,ye, ton
Output A partial function pp..: {0,1}" --» {0, 17
Initialize py as the empty partial function with Dom(ppyre) = 0.
Sample ¢ < {1,...,tpp} uniformly at random.
for j=1,...,ido
Run AZ(pp, Zpre, ppre) (cf. Algorithm 4), with x,,.. < X sampled uni-
formly at random. Let I denote the set of queries made to f here.
For m € ci"*(I), set pyre(m) = f(m).
end for
Return p,..

Algorithm 4 The sequentiality breaker Ag .

Input: Public parameters pp, an element = € X, and a partial function pp.
Hard-Coded: Running time parameter t,,
Output: An element y € Y
Set py 1= Ppre
Sample i < {1,...,to,} uniformly at random
for j=1,...,i do
Sample g; < Fx(p;)
Sample random coins r; and run (y;, 7;) < Eval® (pp, z;7;)
Initialize p;j41 as the partial function with p;i1i1(m) = p;(m) for m €
Dom(p;)
Set I; = Q(Eval¥ (pp, z;7;)).
Set pji1(m) = f(m) in parallel for every m € c§7; (I;) \ Dom(p;)
end for
Return y/

queries made are inconsistent with those made (privately) by Setup, we “learn”
everything about at least one query that was made (privately) by Setup.

Desideratum 2 (Learning queries during preprocessing). Let f, g1 € F be any
two oracles. Let I C M be any g1-complete subset (i.e., Iy = cg,(I1)). Now, let
g2 € f(f|czflrc(11)) be any oracle that agrees with f on c}"(I1). Then, for any
subset Is C M, we have

{me M| f(m)# f1,—q (m)} 0 {m e M| f(m) # f1,—g,(m)} = 0.

Further, given f € F and I C M, the values of f(m) at m € cy(I) can be
calculated by making at most Poly(|I|,T) queries.

With this at hand, we can prove the following result, which is an analogue

of [5, Lemma 2].
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Algorithm 5 The Uniqueness Breaker A/

Input: Public parameters pp, an element = € X, and a partial function py.
Hard-Coded: Running time parameter t,,
Output: A pair (y}, 7)) €Y x P.

1: Put p1 = ppre-

2: Sample ¢ «— {1,...,t0,} uniformly at random.

3: for j=1,...;i—1 do

4:  Sample g; < Fi(p;)

5. Sample random coins r; and run (y}, 7;) < Eval% (pp, x;7;)

6:  Initialize p; 4 as the partial function with pji1(m) = p;j(m) for m €
Dom(p;)

7. Set I; = Q(Eval¥ (pp, x;r;)).

8:  Set pj+1(m) = f(m) in parallel for every m € c§7 (Q(I;)) \ Dom(p;)

9: end for

10: Sample g; < Fx(pi)

11: Sample random coins 7; and run (y, =) := Evalf(pp,x;ri) and let I; be the
set of queries made to f here, and set IAZ =yl ().

12: Set h,, = ffq,—>gi'

13: Sample random coins rg and run (yj, 7)) := Evalh“(pp,x;rE).

14: Return (y;,7}).

Lemma 5. In the sequentiality game, let h; = fr,_.,., where g; € F is the
random function sampled in the j-th round of the online phase, and I; = Q(Eval%
(pp, x;7;)) is the set of queries made in the j-th round. Given that Desiderata 1
and 2 hold, the probability that for all j = 1,...,1, we have f|gs = hjlgs (i-e.,
f(m) = hj(m) for allm € Qg) is at least 1 — ¢ /tpre.

Desideratum 1 implies that the “bad set” Ay ,(I) == {m € M | fi_q4(m) #
{f(m),g(m)}} is, generally, non-empty. This is a problem not encountered in
the ROM. The third desideratum requires that, at least for our purposes, we
don’t have to worry about this problem: during an execution of the sequential-
ity or uniqueness game, no query to an element m € Ay ,(I;) comes up with
overwhelming probability. Here, I; denotes the variable from either of the online

adversaries, and I; = ¢$7 (1;).

Desideratum 3 (No bad queries during online phase). Consider an exzecution
of the sequentiality game (resp. uniqueness game) with (P,As) (resp. (P,Ay)),
and suppose that the queries made by As (resp. Ay ) to any simulated oracle are
consistent with those made by Setup. Let I;, g; denote the random variables from
Ag (resp. Ay, Algorithms 4 and 5). Now, the probability that a query at any value
m € Af,g(IAl-) comes up, is negligible.

Furthermore, there is an algorithm that determines the elements in c§7, (I)
in Poly(|I|,T) queries and O(1) rounds of queries to f.

This implies the following result, which is an analogue of [5, Lemma 1].
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Lemma 6. In the sequentiality game, let F' denote the event that the queries to
simulated oracles are consistent with those made by Setup. If Desiderata 1 and
3 hold, then there exists a negligible function vo, € negl(\) such that Pr(f|q, =

ffg,gl|Qv‘F} >1- qv/ton — Von-

In [5,34], computationally unique VDFs in the ROM are ruled out by care-
fully relating the sequentiality game with the computational uniqueness game.
More precisely, it is central to their argument that, if the queries made by A,
are consistent with those made privately by setup, then the pair of random ora-
cles (f,hs) (where hg is a certain hybrid oracle) is, in a vague sense, equally
distributed as (h, f), where h,, is the hybrid oracle that is constructed by the
uniqueness breaker. This is then used to prove that, if the sequentiality breaker
fails the sequentiality game with high probability, then the uniqueness breaker
wins the uniqueness game with high probability. In the RPMP, it appears no
longer true that the corresponding pairs of oracles are equally distributed. How-
ever, there is a precise sense in which the pairs are computationally indistin-
guishable. We refer to the full version of the paper for the precise statement.

Desideratum 4 (Indistinguishability of hybrid oracles). In both online adver-
saries (Algorithms 4 and 5), a set I; is introduced as a variable, as well as a
random (simulated) oracle g; € F. Let IiSeq denote the corresponding random
variable from the sequentiality breaker, and likewise IiU M9 pe the corresponding
random variable from the uniqueness breaker. The function g; is sampled equally
in both algorithms. Now, if the queries made by As are consistent with those made
by Setup, then, in a way that is made precise in the full version of this paper,
the pairs of random POPs (f, fl?“‘—»gi) and (fI’_Uniq_>gi,f) are computationally
indistinguishable. ' '

These statements allow us to proof Theorem 5, ruling out VDFs in the RPMP,
while staying close to the argument in [5].
The remainder of this section will be devoted to outline our constructions.

Construction of Hybrid Oracles. We begin by explaining the construction
of hybrid oracles. Concretely, we construct, for oracles f,g € F and subsets
I C M, a hybrid oracle f;_,, € F that satisfies the desiderata laid out above.
Here, the notion of f-completion is essential.

Definition 5 (f-completion of a set of queries). Given an oracle f € F
and a set I C M, we define its f-completion, denoted c¢(I), as follows. We
write I = {o} x ITU{oc71} x I U{a} x I*U{w} x I*¥. We also use the notation
ap(—) = fla,—), op(—=) = f(o,—), ete. We construct cg(I) from I in three
steps.

1. We add every element in I to cy(I).
2. For every element r € I%, we also add all of the elements

(07 Oéf(?“)), (U’ Uf(af(’r)))a IR (07 U];_l(af(T)))v (wv 7")
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to cp(I). Similarly, for every element r € I, we add all of the elements

(0_17Wf(7°)), (U_lvggl(wf(r)))v ) (0—1’ U}ik(wf(T))% (a,7)

to cs(I).

3. Finally, for every element of the form (o, x) that is now contained in cs(I),
we also add (071, 04(x)) to cg(I). Similarly, for every element of the form
(71, 2) € cs(I), we also add the element (o, J]Tl(:c)).

We now construct the hybrid f7_.,4, beginning with the underlying permuta-
tiortll.1 és a subset of M, there are unique subsets c}"([)7 c}'([),c?‘([),c‘}’([) cX
so tha

cr(I) ={o} x c?([) U {0_1} X c;(I) U{a} x c‘)’c‘(I) U{w} x c‘f([),
and we set c?([) = {0} x ¢ (I) U{o '} x ¢; (I). We further denote A?Q(I) =
cjf(c;t(l)) \ c_f]t( ). Again, we can express this set as Ai( ) = {o} x A+ (U
{07} x A} ,(I), and it can be shown that |AT ( ‘A ‘ hence there
is a bijection ¢y f4: qu( ) — Ay (D). Furthermore as we show in the full
version of the paper, there exists a canomcal choice for o1,f.9- We now set, for
z € {0,1}},

glo,z)  xect() glo™hx) wec,(I)
froglo,x) = brp9(x) weA] (1) frog(o™h2) = brse(x) xeA; (I)
f(o,z)  otherwise, f(oc=tx) otherwise.

Writing oy, () = fr—4(o, ), we then set

f}ﬁg(w):{gm,x) (o) €ey) o) = ol (flaz)).

fla,x) otherwise,

This determines the values of f;_, on all possible inputs, and one read-
ily checks that, defined this way, fr_., is a well-structured oracle, i.e., fi_, €
F. Furthermore, it satisifies Desideratum 1. Writing Ay ,(I) = {m € M |
fi—g(m) & {f(m), g(m)}}, this construction can neatly be expressed as

g(m) m € cq(I)
freg(m) = § @rp.q(m) m € Agy(I)
f(m) otherwise,

if one chooses @1 ¢ 4: Ay 4(I) — {0,1}* correctly. Handling this “bad set” Ay ,(I)
is essential when passing from the ROM to the RPMP.

Construction of c}™(I). We construct the sets ¢}™*(I) so that Desideratum
2 is satisfied. Writing Ay (1) = {m € M | fr_4(m) §Z {f( ),g(m)}} again, the
statement of Desideratum 2 boils down to construct cf ( 1) such that the sets
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Ay g (1) and Ay g4, (I2) are disjoint. Here, the main problem are the queries to
the puzzle oracle w. We have fr,_4, (w,z) # f(w, ) only if there is an integer
0 <k <T-—1so that (o, J’J?(af(x))) € I. In order to fulfill the desideratum,
we make sure that it holds that fr,_.4, (o, a’j(af(x))) = f(o, U’;(af(x))) for all
those values, implying that fr,_.4,(w,2) = f(w,z).

We accomplish this by constructing ¢} (1) in two steps.

1. For every element (0,2) € I, we add the elements (o, 0} (x)) to ¢}™(I), for
~T < k < T. We do the same for elements of the form (¢t z) € I. We
denote the resulting set by ¢} (I).

2. We take f-completion: c?re(f) = cp (¢ (D).

We refer to the full version for a proof that this construction satisfies Desider-
atum 2.

Construction of c¢", (I). We come to the construction of ¢¢" (). The aim is to
construct this set in such a way that queries to the “bad set” A;’;( ) don’t occur
during, say, the sequentiality game with overwhelming probability; at least as
long as no new query at values m € c¢(Qg) comes up, where (Jg denote the
queries made by Setup. For the following discussion, we use notation as in the
statement of Desideratum 3. In particular, we occasionally write I; = c;izi (L;).

We may write Afq, () = {0} x A}, (L) U{o~1} x A} (I) U{w} x A% (I;)
(note that always A% (I) = 0). Tt turnb out that, under the assumption that
no new queries to cy(()s) come up, we don’t have to worry about the queries to
A“;,gi(fi): the function/\f(w7 —): {0,1}* — {0,1}* is random, and |I;| € Poly()).
Thereby the set A? | (I;) is polynomially-sized and (essentially) random; no PPT
algorithm can succeed in making a query here with non- negligible probability.

It is more difficult to rule out queries to Af 5 L) ={o} x A g5 i)V {o71} x
Ay ( I,) C AV T;). If, for example, I; = {(c,z)} consisted of a s1ngle element,
then we would find that (71,07 (z)) € Ay, (f) In our situation, this means we
could rule out such “bad queries” if we chose c$7, (I;) = cg, (I;), as, for example,
the output (y,7) of Eval/ might contain the value of f(o,2) = of(z), which
might cause Verifyffz‘—*% to make a query to (671, 0¢(z)). The first step towards
a solution to this problem is to choose c¢" (I;) = cf(cy, (1;)) for the construction
of the hybrids. Now, we have Ay g, ( i) = cf(cql (cp(eq, (13))))\ cq (CfA(Cgi ((I))))-
If I; = {(0,2)}, we find that (0=, 0p(0, (0f(x)))) € Ay, (ct. (I:)). This is
not quite good enough, as in the unlqueness game, the algorithms have two
rounds of alternating access to f and g. But adding another round of alternating
completions is, as during the sequentiality and uniqueness games, the algorithms
do not have three rounds of alternating access to f and g.

This leads to the following construction.

1. Given I C M, we first add ¢ (1) to ¢, (1).
2. We add the set ¢4(cp(cg(cp(cg(1))))) to e (1).
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We refer to the full version for a proof that this construction indeed satisfies
Desideratum 3.

Proving that Desideratum 4 is Satisfied. We prove that our constructions
satisfy Desideratum 4 in three steps. First, we rephrase the statement as a special
case of a more general statement, replacing the occurring algorithms by general
PPT algorithms. Then, we show that this more general statement can be reduced
to the RPM: as the algorithms are not depth-bound, the queries to the puzzle
oracles can be simulated. Finally, in the RPM, the statement can be rephrased
as a statement about the number of permutations whose values at certain inputs
are fixed. Proving this is a matter of simple combinatorics. We refer to the full
version of the paper for details.
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