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Abstract
The contribution of this paper is the development of a compara-
tive model mapping both Thailand’s Personal Data Protection Act
(PDPA) and the European Union’s General Data Protection Regu-
lation (GDPR), aimed at assisting organizations with cross-border
operations. As trade and data sharing increase between these two
regions, companies face growing challenges in following different
privacy rules. To address this, the study uses a conceptual data
model represented as a class diagram to illustrate the similarities
and differences between the two regulations. This visual map out-
lines the key elements, details, and required actions mandated by
both regulations. Businesses can use this model as a practical tool
to check their current systems, ensure compliance with both the
PDPA and GDPR, and identify potential compliance gaps.
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1 Introduction
As economic ties between Thailand and the European Union grow,
the exchange of personal data has significantly increased. Since
both regions prioritize data privacy, this paper suggests that com-
paring Thailand’s Personal Data Protection Act (PDPA) [7] with
the EU’s General Data Protection Regulation (GDPR) [4] is both
possible and necessary. In today’s global supply chains, software
outsourcing and service level agreements (SLAs) must include strict
compliance with these laws to ensure privacy by design [5][11].
However, the increasing number and complexity of data breaches
often move faster than current security systems [2]. This creates
uncertainty and reduces trust in how businesses handle the private
data of consumers and employees. As a result, businesses face a
heavy burden in meeting different regional legal requirements. By
identifying where these laws overlap or differ, organizations can
significantly reduce the time and effort needed to stay compliant
within international supply chains. To address these challenges,
this paper investigates the potential of a data modeling approach to
systematically identify areas of regulatory alignment. Specifically,
the GDPR and PDPA are analyzed to derive a conceptual data model,
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represented here as a class diagram, which defines the essential
entities, attributes, and actions mandated by both frameworks. Or-
ganizations can leverage this model to benchmark their existing
systems, highlighting elements that comply with both regulations
while identifying critical gaps in their current implementation of
GDPR and PDPA requirements.

2 Related Works
The emergence of the GDPR has required governments and orga-
nizations to comply with the regulation and to assess their level
of compliance. As a result, various compliance checklists have
been developed to support GDPR compliance assessment, such as
GDPR.eu Checklist [6] which provides guidance as a starting point
for compliance checking as a written plain language. It includes
detailed categories such as accountability, RoPA, DPIAs, technical
and organizational measures, data breach response. Later, in 2016,
a more structured methodological framework, The Standard Data
Protection Model (SDM) [1], was introduced to translate GDPR
requirements into practice. It defines a specific set of data protec-
tion measures and operationalizes them as concrete technical and
organizational controls. However, the SDM is complex and primar-
ily focuses on technical and organizational measures, providing
support mainly for data controllers.

The ontology of GDPR was introduced in 2018 through the
GDPRtEXT ontology. GDPRtEXT [10] extracted key concepts from
the GDPR and represented themwithin an ontological model. These
concepts include activities related to data processing and the pri-
mary entities defined by GDPR, such as data controllers, data pro-
cessors, as well as data and consent. All entities in the ontology
are explicit representations of GDPR provisions. The ontology pri-
marily defines concepts found in the GDPR, focusing on existing
entities and their hierarchical (“is-a”) relationships. However, it does
not capture the associative relationships that define the detailed
actions performed by each entity, nor the attributes associated with
each entity. Similar to the study of a method for managing GDPR
compliance in [9] which a GDPR model was developed as an ER
diagram. The model represents entities along with their attributes,
and also includes the basic activities and interactions between these
entities. However, these interactions do not yet capture the specific
tasks that each key role entity is required to perform.

In addition to the GDPR, several checklists have been developed
to support organizations in achieving compliance with Thailand’s
Personal Data Protection Act (PDPA). These checklists are intended
to guide organizations in implementing appropriate policies, proce-
dures, and safeguards for the collection, processing, and storage of
personal data. At the initial state, most checklists were designed
for specific organizations or sectors, reflecting their particular op-
erational contexts. Subsequently, a variety of public and private
sector organizations developed compliance checklists to support
general organizations in aligning with the regulation. Currently, the
most widely recognized PDPA compliance reference is the guidance
and checklists issued by the Personal Data Protection Committee
(PDPC) [12] [13], followed by practical self-assessment checklists
developed by Electronic Transactions Development Agency (ETDA)
[3]. Sector-specific checklists from universities [8][14] and private

consulting firms are also commonly used, although their applicabil-
ity is limited to particular organizational contexts. One limitation
of the checklist is that it does not capture the relationships between
entities. Consequently, the activities required to ensure effective
data protection processes are not visualized. The existing literature
work of data model for PDPA is in the work of process model for
data protection [15]. In this study, a Data Protection Impact Assess-
ment (DPIA) process model is developed based on the requirements
of the GDPR and Thailand’s PDPA. The primary objective of this
study is to support data controllers and project managers by provid-
ing clear step-by-step guidance on the actions required throughout
the DPIA process, thereby facilitating consistent implementation,
risk identification, and compliance with data protection obligations.
The model was developed in the form of a flowchart; however, its
scope is limited to DPIA-related activities and does not encompass
other essential activities, such as those required to ensure the imple-
mentation of data protection measures and maintaining record of
data processing. While legal frameworks for GDPR and PDPA exist,
there is a gap in how to implement them technically. This paper
bridges that gap by providing a practical data model as a structured
class diagram that defines essential entities, their relationships, and
the specific operations required for compliance.

3 Privacy protection legislation in Thailand and
the European Union

The aim of this section is to provide a short overview of the leg-
islation addressed in this paper and to point out the most signifi-
cant differences in structure and content. The collection of these
differences will then form the basis for identifying the central re-
quirements that need to be fulfilled by a data model to allow a
comparison between these pieces of legislation.

3.1 The Personal Data Protection Act (PDPA) of
Thailand

Thailand’s Personal Data Protection Act (PDPA) [1], which came
into full effect on June 1, 2022, is the country’s first consolidated law
designed to safeguard the privacy rights of individuals by regulat-
ing how personal data is collected, used, and disclosed. Thailand’s
PDPA is organized into seven chapters comprising 96 sections. It
begins with definitions (Sections 1–7), followed by the main chap-
ters, and concludes with Transitional Provisions (Sections 91–96).
In summary, PDPA is structured to provide a comprehensive legal
framework for data governance, beginning with Chapter 1 (Sections
8–18 – Personal Data Protection Committee), which establishes
the Personal Data Protection Committee to oversee and regulate
national data policies. The technical and operational core of the
act is found in Chapter 2 (Part 1: Sections 19–21 – General Pro-
visions, Part 2: Sections 22–26 – Personal Data Collection, Part 3:
Sections 27–29 – Use or Disclosure of Personal Data), which man-
dates that the collection, use, or disclosure of personal data must
be based on explicit consent or other lawful bases, ensuring that
data processing is limited to necessary purposes. This is balanced
by Chapter 3 (Sections 30–42 – Rights of the Data Subject), which
empowers individuals through specific rights, such as the right to
access, rectify, erase, or object to the processing of their personal
information. To ensure these regulations are effectively managed,



Towards a data model for mapping the PDPA onto the EU’s GDPR IAIT2026, June 17-19, 2026, Bangkok, Thailand

Chapter 4 (Sections 43–70 – Office of the Personal Data Protection
Committee) defines the administrative duties of the Office of the
Personal Data Protection Committee, while Chapter 5 (Sections
71–76 – Complaints), provides a formal mechanism for data sub-
jects to file complaints against violations. Finally, the act ensures
accountability through strict enforcement measures, with Chapter
6 (Sections 77–78 – Civil Liability) detailing civil liabilities and
compensation for damages, and Chapter 7 (Part 1: Sections 79–81 –
Criminal Liability, Part 2: Sections 82–90 – Administrative Liability)
outlining severe criminal, civil, and administrative penalties for
non-compliance.

3.2 The European General Data Protection
Legislation (GDPR)

The General Data Protection Regulation (GDPR) is one of the
strictest privacy and security laws in the world. Even though it
was created by the European Union (EU), it applies to any organi-
zation that collects or uses data about people in the EU, no matter
where the organization is located. The GDPR became effective on
May 25, 2018. The GDPR is organized into 99 Articles across 11
Chapters. The GDPR is structured through a series of specialized
Articles that define the lifecycle of data protection. It begins with
Chapter 1 (Article 1 – 4) General provisions containing the scope
and definitions followed by Chapter 2 (Article 5 – 11) which estab-
lish the core principles of processing, Chapter 3 (Article 12 – 23)
Rights of the data subject and Chapter 4 (Article 24 – 43) Controller
and processor regulate the core rights and obligations. Chapter 5
(Article 44 – 50) Transfers of personal data to third countries or
international organizations establishes the limitations of data trans-
fer. The following chapters will be excluded from the comparison
due to their primarily administrative and political nature: Chapter
6 (Article 51 – 59) Independent supervisory authorities, Chapter 7
(Article 60 – 76) Cooperation and consistency, Chapter 8 (Article
77 – 84) Remedies, liability and penalties, Chapter 9 (Article 85 –
91) Provisions relating to specific processing situations, Chapter 10
(Article 92 – 93) Delegated acts and implementing acts, and Chapter
11 (Article 94 – 99) Final provisions.

4 Towards a Data Model for Mapping PDPA and
GDPR

This chapter presents the systematic development of an integrated
data model designed to align the requirements of Thailand’s PDPA
with the EU’s GDPR. The objective of this chapter is to bridge that
gap by translating legal provisions into structured technical arti-
facts. The chapter is structured into two primary sections. First,
Section 4.1 Data Model Development details the methodology used
to extract entities, attributes, and operations from the legal texts,
transforming abstract mandates into concrete object-oriented com-
ponents. Subsequently, Section 4.2 Results presents the final Unified
Class Diagram, illustrating the functional relationships and opera-
tional requirements necessary for a dual-compliance system. This
model serves as a practical blueprint for organizations seeking
to operationalize privacy by design within their data governance
infrastructure.

4.1 Data Model Development
The development of the integrated GDPR-PDPA data model follows
a systematic object-oriented analysis approach to bridge the gap
between legal requirements and technical implementation. The
process consists of five sequential stages.

Controller

+ name: String
+ scope: String
+ isJointController: Boolean

+ defineTechnicalMeasure(): TechnicalMeasure <<GDPR>>
+ defineOrganisationalMeasure(): OrganisationalMeasure <<GDPR>>
+ implementTechnicalMeasures(TechnicalMeasure): void
+ implementOrganisationalMeasures(OrganisationalMeasure): void
+ implementPhysicallMeasures(PhysicalMeasure): void <<PDPA>>
+ reviewMeasure(Measure): void
+ updateMeasure(Measure): void <<GDPR>>
+ maintainRecordsOfProcessingActivities(PersonalData): void
+ notifyDataBreach(DataSubject, PDPC): DataBreachNotification <<PDPA>>
+ notifyDataBreach(DataSubject, supervisoryAuthority): DataBreachNotification <<GDPR>>
+ performAndReviewAssessment(): void
+ provideAppropriateSafeguardsForTransfer(SafeguardsForTransfer): void
+ documentDerogations(): void
+ facilitateTheExerciseOfDataSubjectRights(): void
+ notifyConsentWithdrawalImpact(DataSubject): void <<PDPA>>
+ cross-borderDataTransfer(): void <<PDPA>>

Figure 1: The Controller class: Data and tasks modeled as
attributes and methods.

(1) Entity Identification The first stage involves an intensive
comparative study of the EU GDPR and Thailand’s PDPA to
extract core components. We identify the primary "nouns"
of the regulations including the actors or conceptual objects
that hold data or carry legal responsibility. For example, the
Controller is the entity responsible for overseeing and direct-
ing data processing activities. Conceptual objects are also
identified, such as PersonalData, which represents the spe-
cific information being protected under these frameworks.

(2) Attribute Specification For each identified entity, we de-
fine the specific characteristics or variables required by law
to describe its state. For example, the Controller has a name
which can be a specific person or a legal entity. It also has
a scope defining regulation scope to where and what this
regulation covers. The Controller has scope which defines
boundary of decision. In EU GDPR, the scope is divided
into material scope and territorial scope. The Controller is
determined by the location of its establishment. Even if a
controller is based outside the EU or Thailand, it falls under
the GDPR or PDPA’s scope if it offers goods or services to
individuals within the Union or the Kingdom, respectively.
In terms of material scope, it defines legal boundaries and
decision-making authority over the processing of personal
data. Similarly, under the PDPA, the controller is the entity
with the power to make decisions regarding the collection,
use, or disclosure of personal data, excluding processing
for purely personal or household activities. Furthermore, in
many practical scenarios, a Controller acts as a Joint Con-
troller because the processing of personal data often involves
a collaborative effort where two or more parties jointly deter-
mine the objectives and methods of the activity. This concept
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is denoted by an attribute isJointController in the entity as
illustrated in Figure 1.

(3) Operational Mapping (Methods) This stage defines the
"verbs" of the regulation or the active processes an entity
must perform. In the example of the Controller, the method
define and implement (Technical, Organisational, and Physi-
cal measures) represent the Controller’s duty to ensure Data
Security. Under both laws, a Controller must not only plan
how to protect data (e.g., through encryption or access con-
trol) but also actively execute these plans. The inclusion of
implementPhysicalMeasures() specifically aligns with PDPA
requirements, which emphasize preventing unauthorized
physical access to data storage locations. Furthermore, re-
viewMeasure() and updateMeasure() indicate a continuous
improvement cycle, ensuring that security protocols evolve
alongside emerging cyber threats.
Methods such as maintainRecordsOfProcessingActivities()
and performAndReviewAssessment() are essential for Ac-
countability. The Controller is legally required to maintain
a "Record of Processing Activities" (RoPA) to provide trans-
parency to regulators. Additionally, the assessment method
reflects the requirement to conduct a Data Protection Im-
pact Assessment (DPIA) for high-risk processing activities.
For international operations, provideAppropriateSafeguards-
ForTransfer() and cross-borderDataTransfer() ensure that
any data leaving the local jurisdiction (Thailand or the EU)
maintains a standard of protection equivalent to the original
law.
A significant portion of the Controller’s role involves inter-
acting with the individuals whose data is being processed.
The method facilitateTheExerciseOfDataSubjectRights() is
the mechanism through which the Controller honors re-
quests like data deletion or access. Uniquely for PDPA, the
method notifyConsentWithdrawalImpact() ensures that if
a user withdraws consent, they are clearly informed of the
potential consequences (e.g., loss of service). Finally, the
overloaded notifyDataBreach() methods demonstrate the
Controller’s critical duty to report leaks to both the Super-
visory Authorities (such as the PDPC in Thailand) and the
affected Data Subjects within strict legal timeframes.

(4) Comparative Integration The final stage synthesizes the
derived models into a unified Class Diagram. The provided
UML class diagram effectively visualizes the convergence
and divergence between the EU GDPR and the PDPA by
using stereotypes as architectural markers. This approach
highlights that while both laws share a common foundation,
they contain specific localized requirements.
Methods without stereotypes represent the universal obli-
gations found in both legal frameworks. In the example of
the Controller in Figure 1, it indicates that a Controller must
maintain accountability and transparency. Key shared ac-
tions include operational governance, data rights, and se-
curity lifecycle. In terms of operational governance, both
laws require the maintainRecordsOfProcessingActivities()
to track data flows and performAndReviewAssessment() to
evaluate risks. Similar to data rights, the facilitateTheEx-
erciseOfDataSubjectRights() method is a shared necessity,

as both regulations empower individuals to access, rectify,
or delete their data. Common methods in security lifecycle
like reviewMeasure() and provideAppropriateSafeguardsFor-
Transfer() show a mutual emphasis on continuous security
monitoring and ensuring safety during data movement.
The use of «GDPR» and «PDPA» stereotypes identifies unique
legal variations where the two frameworks branch out. The
diagram marks defineTechnicalMeasure(), defineOrganisa-
tionalMeasure(), and updateMeasure() with «GDPR». While
PDPA certainly requires security, GDPR’s "Privacy by De-
sign and Default" (Article 25) explicitly mandates that these
measures be defined and continuously updated based on
the state of the art and implementation costs. The «PDPA»
stereotype highlights Thailand’s specific emphasis on physi-
cal safeguards through implementPhysicalMeasures(). Ad-
ditionally, the method notifyConsentWithdrawalImpact() is
a distinct PDPA requirement (Section 19), which obligates
the Controller to inform the data subject of any negative
consequences resulting fromwithdrawing their consent. The
overloaded notifyDataBreach() methods elegantly show the
different reporting lines. The «PDPA» version points to the
PDPC (Office of the Personal Data Protection Committee),
while the «GDPR» version targets the Supervisory Authority
relevant to the EU member state.

(5) Entity Relationship Identification In this stage, we define
the relationships and interactions between entities using two
main concepts: association and inheritance. Association de-
scribes action-driven relationships, specifically when the law
requires one entity to act upon another. For instance, a Con-
troller is responsible for "designating" a DataProtectionOf-
ficer and "controlling" a Processor. Meanwhile, inheritance
defines the subclasses of a data object. For example, DataSub-
jectRight serves as a superclass for specific rights, such as
RightToRectification and RightToDataPortability, creating a
clear hierarchy for user permissions.

4.2 Result and Discussion
In this section, we present the results and discussion of the pro-
posed model. The primary outcome of this study is a unified class
diagram that integrates the conceptual frameworks of both the Per-
sonal Data Protection Act (PDPA) and the General Data Protection
Regulation (GDPR). This unified model illustrates the core entities,
their attributes, and the structural relationships required to comply
with both data privacy laws. By combining these two frameworks
into a single diagram, the model provides a comprehensive guide-
line for designing privacy-compliant systems. To ensure clarity and
provide a structured explanation, the diagram has been divided into
three distinct parts. The first part 2 illustrates the core entities and
their general interactions, providing a foundational overview of the
relationships within the framework. The second part 3 details the
specific operations that each entity must perform, with a strong
emphasis on the governance and protection of the data subject’s
privacy. Finally, the third part 4 describes the various data objects
involved in these compliance processes.
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Controller

+ name: String
+ scope: String
+ isJointController: Boolean

+ defineTechnicalMeasure(): TechnicalMeasure <<GDPR>>
+ defineOrganisationalMeasure(): OrganisationalMeasure <<GDPR>>
+ implementTechnicalMeasures(TechnicalMeasure): void
+ implementOrganisationalMeasures(OrganisationalMeasure): void
+ implementPhysicallMeasures(PhysicalMeasure): void <<PDPA>>
+ reviewMeasure(Measure): void
+ updateMeasure(Measure): void <<GDPR>>
+ maintainRecordsOfProcessingActivities(PersonalData): void
+ notifyDataBreach(DataSubject, PDPC): DataBreachNotification <<PDPA>>
+ notifyDataBreach(DataSubject, supervisoryAuthority): DataBreachNotification <<GDPR>>
+ performAndReviewAssessment(): void
+ provideAppropriateSafeguardsForTransfer(SafeguardsForTransfer): void
+ documentDerogations(): void
+ facilitateTheExerciseOfDataSubjectRights(): void
+ notifyConsentWithdrawalImpact(DataSubject): void <<PDPA>>
+ cross-borderDataTransfer(): void <<PDPA>>

Processor

+ name: String
+ contract: Boolean
+ scope: String

+ processPersonalData(): void
+ implementTechnicalMeasures(TechnicalMeasure): void 
+ implementOrganisationalMeasures(OrganisationalMeasure): void
+ implementPhysicallMeasures(PhysicalMeasure): void <<PDPA>>
+ deletePersonalData(): void
+ returnPersonalData(): void
+ informChange(): void
+ demonstrateCompliance(): void
+ maintainRecordsOfProcessingActivities(): void
+ notifyAndReportDataBreach(controller): void
+ provideAppropriateSafeguardsForTransfer(SafeguardsForTransfer): void
+ documentDerogations(): void

controls

DataProtectionImpactAssessment (DPIA) <<GDPR>>

+ descriptionOfProcessingActivities: String <<GDPR>>
+ necessityOfAssessment: Boolean <<GDPR>>
+ technicalMeasure: TechnicalMeasure <<GDPR>>
+ riskAndRight: String <<GDPR>>

performs
 (if technology change)

performs

DataProtectionOfficer

+ contactDetailsofDPO: String

+ monitorCompliance(controllor): void
+ monitorCompliance(processor): void <<PDPA>>
+ provideSuggestion(controllor, processor): void <<PDPA>>
+ cooperateInCaseOfAnyIssue(): void <<PDPA>>

designates

Measure

+ measureName: String
+ measureDescription: String
+ identifyRisk: String <<PDPA>>
+ incidentResponse: String <<PDPA>>
+ riskMonitoring: String <<PDPA>>
+ remediation: String <<PDPA>>

TechnicalMeasure

+ category: TECHNOLOGY_CATEGORY

OrganizationalMeasure

extends extends

defines

implements

PDPC <<PDPA>>

+ chairperson: String <<PDPA>>
+ viceChairperson: String <<PDPA>>
+ committee: String[5] <<PDPA>>
+ expertCommittee: String[9] <<PDPA>>
+ secretary: String[1] <<PDPA>>
+ assistantSecretary: String[2] <<PDPA>>

+ defineMasterPlanForDataProtection(): void <<PDPA>>
+ defineMeasure(): measure <<PDPA>>
+ provideConsultation(): void <<PDPA>>
+ considerDataTransferStandard(): void <<PDPA>>
+ monitorAndEvaluatePDPAimplementation(): void <<PDPA>>
+ handleComplaintsAndDisputeResolution(): void <<PDPA>>

defines

designates

PhysicalMeasure <<PDPA>>

extends supervises

Figure 2: The Unified Class Diagram Part 1: Core Entities and Structural Relationships

4.2.1 Core Entities and Structural Relationships. This part details
the primary actors and their general interactions within the uni-
fied privacy framework, as illustrated in the first part of the class
diagram 2. The central entity is the Controller. It works under the
supervision of the PDPC (Personal Data Protection Committee),
which is the main regulatory body for the PDPA.

It is important to note that the PDPC and the GDPR’s Supervi-
sory Authority are similar, but they work differently in practice.
The Supervisory Authority acts more like an advisor; it provides
guidance and builds public awareness from a distance. Noted that
the Supervisory Authority is not included in this model, because its
role does not involve close operational interactions with the other
entities. On the other hand, the PDPC works more closely with
organizations. It actively creates the master plan for data protection
and closely monitors how the PDPA is followed.

Under this supervision, the Controller controls the Processor and
sets the rules for processing data. To follow the law, both the Con-
troller and the Processor must designate a DataProtectionOfficer
(DPO) to check their compliance.

Another key part of this framework is the Measure superclass,
which handles security rules. This class extends into three sub-
classes to cover all security needs. These include TechnicalMeasure
(such as data encryption or firewalls) and OrganizationalMeasure
(such as employee training or privacy policies). It also includes
PhysicalMeasure (such as locked file cabinets, secure server rooms,
or keycard access). It is important to highlight that the PhysicalMea-
sure is a specific requirement explicitly defined under the PDPA
framework.

The diagram shows a clear separation of duties. In particular, the
PDPC and the Controller define these measures, but the Processor

must implement them. Lastly, the model includes the DataProtec-
tionImpactAssessment (DPIA). This is a GDPR-specific entity that
the Controller must perform to evaluate and reduce data processing
risks.

4.2.2 Privacy Operations and Data Subject Governance. The second
section of the diagram 3 focuses on the Data Subject and the specific
operations required to protect their privacy. The core relationship
shows that the Data Subject possesses (has) PersonalData. To handle
more critical information, this class extends into SensitiveData.
Both of these data classes include specific attributes required by
the GDPR and the PDPA.

To govern this data properly, the Controller must perform several
key operations. First, the Controller defines a PrivacyNotice to en-
sure the Data Subject is fully informed about how their data will be
used. Based on this information, the Data Subject provides Consent.
The diagram illustrates that the Controller writes these consent
agreements and requests them directly from the Data Subject.

For ongoing compliance and tracking, the Controller maintains
a RecordOfProcessingActivities (RoPA). The Processor, who works
under the Controller, also records their processing tasks into this
document. Finally, the model shows the operation for handling
emergencies in case of an incident occurs, the Controller creates
a DataBreachNotification. This document is then used to notify
the Data Subject, ensuring transparency and protection even when
data is compromised.

The important difference between the two laws is the Consent
mechanism. The PDPA provides clear consent structures for individ-
uals with limited legal capacity, specifically the "Legal Incompetent
Person" and the "Quasi-incompetent Person." The GDPR does not
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Controller

+ name: String
+ scope: String
+ isJointController: Boolean

+ defineTechnicalMeasure(): TechnicalMeasure <<GDPR>>
+ defineOrganisationalMeasure(): OrganisationalMeasure <<GDPR>>
+ implementTechnicalMeasures(TechnicalMeasure): void
+ implementOrganisationalMeasures(OrganisationalMeasure): void
+ implementPhysicallMeasures(PhysicalMeasure): void <<PDPA>>
+ reviewMeasure(Measure): void
+ updateMeasure(Measure): void <<GDPR>>
+ maintainRecordsOfProcessingActivities(PersonalData): void
+ notifyDataBreach(DataSubject, PDPC): DataBreachNotification <<PDPA>>
+ notifyDataBreach(DataSubject, supervisoryAuthority): DataBreachNotification <<GDPR>>
+ performAndReviewAssessment(): void
+ provideAppropriateSafeguardsForTransfer(SafeguardsForTransfer): void
+ documentDerogations(): void
+ facilitateTheExerciseOfDataSubjectRights(): void
+ notifyConsentWithdrawalImpact(DataSubject): void <<PDPA>>
+ cross-borderDataTransfer(): void <<PDPA>>

Processor

+ name: String
+ contract: Boolean
+ scope: String

+ processPersonalData(): void
+ implementTechnicalMeasures(TechnicalMeasure): void <<GDPR>>
+ implementOrganisationalMeasures(OrganisationalMeasure): void <<GDPR>>
+ deletePersonalData(): void
+ returnPersonalData(): void
+ informChange(): void
+ demonstrateCompliance(): void
+ maintainRecordsOfProcessingActivities(): void
+ notifyAndReportDataBreach(controller): void
+ provideAppropriateSafeguardsForTransfer(SafeguardsForTransfer): void
+ documentDerogations(): void
+ implementMeasures(): void <<PDPA>>

controls

RecordOfProcessingActivities

+ controllerName: String
+ controllerContact: String
+ processorName: String
+ processorContact: String
+ dpoName: String
+ contactDetailsofDPO: String
+ purposeOfProcessing: String
+ processingCategory: PROCESSING_CATEGORY
+ descriptionOfData: String
+ recipientCategory: RECIPIENT_CATEGORY
+ documentOfSafequard: Boolean
+ timeLimitOfErasure: Duration <<GDPR>>
+ appliedTechnicalMeasures: String <<GDPR>>
+ appliedOrganizasionalMeasures: String <<GDPR>>
+ storePeriod: Duration <<PDPA>>
+ appliedMeasures: String <<PDPA>>

records

maintains

DataSubject

+ naturalPerson: Boolean
+ contract: Boolean

has

extends requests, informs

PrivacyNotice

+ controllerIdentity: String
+ controllerContact: String
+ dpoContact: String
+ purposeOfProcessing: String
+ categoryOfRecipients: RECIPIENT_CATEGORY
+ transferDetails: String
+ periodOfProcessing: Duration <<PDPA>>

defines

informed

Consent

+ informed: Boolean
+ freelyGiven: Boolean
+ specific: Boolean
+ voluntary&Opt-in: Boolean
+ childConsent: Boolean
+ legalIncompletentPerson: Boolean <<PDPA>>
+ quasiIncompletentPerson: Boolean <<PDPA>>

writes

DataBreachNotification

+ dpoContact: String
+ incidentDateTime: DateTime
+ description: String
+ impact: String
+ planAndAction: String
+ adviceToDataSubject: String
+ periodOfNotification: Duration
+ dataBreachType: DATABREACHTYPE <<PDPA>>

creates
(if incident occurs)

notified

SensitiveData

+ crimeData: String
+ geneticData: String

+ healthData: String

+ racialOriginData: String

+ politicOpinion: String <<PDPA>>

+ belief: String <<PDPA>>

+ sexualBehavior: String <<PDPA>>

+ disability: String <<PDPA>>

+ tradeUnionInfo: String <<PDPA>>

+ bioData: String <<PDPA>>

PersonalData

+ name: String
+ identificationNumber: Int
+ locationData: String <<GDPR>>
+ onlineIdentifier: String
+ referenceNumber: int <<PDPA>>
+ telephoneNumber: Int <<PDPA>>
+ e-mail: String <<PDPA>>
+ licensePlateNumber: String <<PDPA>>
+ otherDirectIdentifier: String <<PDPA>>
+ InDirectIdentifier: String <<PDPA>>

provides

Figure 3: The Unified Class Diagram Part 2: Privacy Operations and Data Subject Governance

specify these conditions. Furthermore, the model highlights dif-
ferences in what counts as Personal Data and Sensitive Data. The
PDPA lists specific attributes based on Thai law, like disability, sex-
ual behavior, license plates, and phone numbers. On the other hand,
the GDPR highlights more global and digital-focused attributes,
like location data.

4.2.3 Data Subject Rights and Support Categories. The third part of
the diagram 4 focuses entirely on the legal rights granted to the Data
Subject. The central element is the DataSubjectRight superclass. To
ensure users have full control over their personal information, this
class extends into six specific subclasses. These represent the core
rights: the right to access, rectify (correct), erase, restrict processing,
port (transfer) data, and object to processing.

Below the rights, the model introduces four category classes:
RECIPIENT_CATEGORY, PROCESSING_CATEGORY, TECHNOL-
OGY_CATEGORY, and DATABREACH_TYPE. These act as stan-
dardized lists (enumerations) used across the entire framework to
organize and classify how data is shared, processed, and protected.

When comparing the two laws in this section, we can see several
specific details. The PDPA adds unique conditions to the rights,
such as defining a specific periodOfAccess and including an un-
lawfulObligation condition for the Right to Erasure. The PDPA

also explicitly classifies different types of data breaches, such as
confidentiality or integrity breaches. On the other hand, the GDPR
focuses more on cross-border and automated activities. It adds
specific categories like INTERNATIONAL_RECIPIENTS and AU-
TOMATED_PROCESS. Furthermore, the GDPR explicitly requires
organizations to record the reasons if they deny a Data Portability
request.

5 Conclusion
The study presents a class diagram that represents both PDPA
and EU GDPR to bridge the gap in existing models, which provide
limited detail regarding the specific operations of each entity. In this
model, all legal obligations required for each entity are visualized
as methods. Furthermore, our model identifies common entities,
attributes, and methods, while highlighting the differences using
stereotypes. These stereotypes clearly indicate which elements are
unique to either PDPA or EU GDPR.

This model is expected to support organizations managing cross-
border operations by identifying the legal elements necessary for
data protection in both Thailand and the EU. Additionally, it serves
as a tool to highlight compliance gaps that organizations must fill
to meet the requirements of both regulations.
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DataSubject

+ naturalPerson: Boolean
+ contract: Boolean

RightOfAcces

+ purposeOfProcessing: String
+ isAutomatedTransfer: Boolean <<PDPA>>
+ processingCategory: PROCESSING_CATEGORY
+ categoryOfRecipient: RECIPIENT_CATEGORY
+ sourceOfPersonalData: String
+ processingInfo: String
+ existenceOfOtherRights: RIGHT
+ storePeriod: Duration

RightToErasure

+ consentWithdrawn: Boolean
+ noLongerNeeded: Boolean
+ unlawfulObigation: Boolean <<PDPA>>

extends

RightToRectification RightToRestrictionOf
Processing

+ contestedAccuracy: Boolean
+ dataNoLongerNeeded: Boolean
+ unlawfulProcessing: Boolean

RightToDataPortability

+ dataInMachine-readableFormat: Boolean
+ commonlyUsedFormmat: Boolean
+ supportReuse:: Boolean
+ structured: Boolean

+ provideCopyofPersonalData(): void
+ recordTheGroundOfObjectionOfDataPortibilityRequest(): void <<GDPR>>

RightToObject

extends

extendsextends extends

DataSubjectRight

+ rightToWithdraw: Boolean
+ periodOfAccess: Duration <<PDPA>>

RECIPIENT_CATEGORY

- INTERNAL_RECIPIENTS
- DATA_PROCESSORS
- THIRD_PARTIES
- PUBLIC_AUTHORITIES
- INTERNATIONAL_RECIPIENTS <<GDPR>>

PROCESSING_CATEGORY

- ACHRIVE
- COLLECT
- TRANSFER
- ERASE
- PROCESS
- AUTOMATED_PROCESS <<GDPR>>
- COPY_PERSONAL_DATA
- RECTIFY
- SHARE
- STORE
- USE
- OTHER

TECHNOLOGY_CATEGORY

- PSUEDONYMISATION
- ENCRYPTION
- ACCESS_CONTROL
- AUTHENTICATION
- AUTHORIZATION
- AUDIT_LOGS
- BACKUP&DISASTER_RECOVERY
- VULNERABILITY_MANAGEMENT

DATABREACH_TYPE <<PDPA>>

- CONFIDENTIALITY_BREACH <<PDPA>>
- INTEGRITY_BREACH <<PDPA>>
- AVAILABILITY_BREACH <<PDPA>>

has

extends

Figure 4: The Unified Class Diagram Part 3: Data Subject Rights and Support Categories

The current scope of this work is limited to operational require-
ments. Therefore, the model does not yet include details regarding
remedies, liabilities, or penalties. Our primary focus remains on the
specific actions an organization must take to comply with PDPA
and EU GDPR. For future work, we plan to conduct case studies to
validate the practical application and effectiveness of this model.
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